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Notice to Readers 

Internal Control and COSO Essentials for Financial Managers, Accountants and Auditors is 
intended solely for use in continuing professional education and not as a reference. It does not 
represent an official position of the Association of International Certified Professional 
Accountants, and it is distributed with the understanding that the author and publisher are not 
rendering legal, accounting, or other professional services in the publication. This course is 
intended to be an overview of the topics discussed within, and the author has made every attempt 
to verify the completeness and accuracy of the information herein. However, neither the author 
nor publisher can guarantee the applicability of the information found herein. If legal advice or 
other expert assistance is required, the services of a competent professional should be sought. 
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Use of Materials 
 
This course manual accompanies all formats in which the course is offered, including self-study 
text, self-study online, group study, in-firm, and other formats, as applicable. Specific 
instructions for users of the various formats are included in this section.  
 
Continuing Professional Education (CPE) is required for CPAs to maintain their professional 
competence and provide quality professional services. CPAs are responsible for complying with 
all applicable CPE requirements, rules, and regulations of state licensing bodies, other 
governmental entities, membership associations, and other professional organizations or bodies. 
  
Professional standards for CPE programs are issued jointly by the Association of International 
Certified Professional Accountants (AICPA) and the National Association of State Boards of 
Accountancy (NASBA) to provide a framework for the development, presentation, 
measurement, and reporting of CPE programs. These standards are entitled Joint AICPA/NASBA 
Statement on Standards for Continuing Professional Education Programs (CPE standards), and 

Professional Standards three-volume set, either in 
paperback or as on online subscription through the AIC Online Professional Library.  
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the program sponsor. CPE program sponsors are required to keep documentation on programs 
for five years, including records of participation. 
 
All self-study participants must complete the exam within one year of date of course purchase in 
order to receive a certificate indicating satisfactory completion of the CPE program. 
 

 When purchased as a self-study course in text format, the exam is located in the 
Examination section at the end of the course manual. 



 The course code number for both the self study exam and the self study evaluation can be 
found in the introductory material. 

 Participants complete the self-study exam and evaluation online at 
https://cpegrading.aicpa.org. Participants must provide the unique serial number 
printed on the examination insert. Self-study participants must achieve a minimum 
passing grade of at least 70 percent to qualify for CPE credit.  
o Upon achieving a passing grade, participants receive a certificate displaying the 

number of CPE credits earned based on a 50-minute hour, in compliance with CPE 
standards. A completion certificate is provided online, which may be printed or 
saved in .pdf format. T
completed courses. 

o If a passing grade is not achieved, the participants are notified by the online grading 
system. Instructions on how to re-take the exam also are given. Participants who do 
not pass the online exam have three attempts to do so.   
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Users of this course material are encouraged to visit the AICPA website at 
www.aicpa.org/CPESupplements to access supplemental learning material reflecting 
recent developments that may be applicable to this course. The AICPA anticipates 
that supplemental materials will be made available on a quarterly basis. Also 
available on this site are links to the vari
Financial Reporting Center which include recent standard-setting activity in the areas 
of accounting and financial reporting, audit and attest, and compilation, review and 
preparation.  

 

 



Copyright 2017 AICPA  Unauthorized Copying Prohibited 1-1 

  

   Chapter 1

GAAS RISK ASSESSMENT  
AND INTERNAL CONTROL  

LEARNING OBJECTIVES  
Upon completing this chapter, the reader should be able to do the following:  

 Identify the requirement in generally accepted auditing standards (GAAS) to gain an understanding 
of internal control as a part of risk assessment procedures when conducting an audit.  

 Identify the factors that an auditor should consider when obtaining an understanding of the entity 
and its environment.  

 Recall the three risk assessment procedures (inquiry, analytical procedures, and observation and 
inspection) and key related factors.  
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Understanding the Entity and Its Environment  
GAAS requires the auditor to obtain an understanding of the entity and its environment, including its 

 procedures. GAAS is applicable for audits of 
nonpublic companies, not-for-profits, and certain government agencies. The auditor should obtain an 
understanding of  

 industry, regulatory, and other external factors (for example, taxes, interest rates) 
 nature of the entity for example, life cycle stage) 
 objectives and strategies and the related business risks (for example, industry developments that the 

entity is not equipped to deal with in terms of personnel, technology, etc.). 
 measurement and review of for example, market and competition) 
 internal control (for example, control environment). 

 procedures is part of 

required to evaluate the design of controls relevant to the audit and determine whether the controls have 
been implemented. The auditor evaluates controls and, if the auditor plans to rely upon controls in order 
to reduce substantive tests, the auditor tests the controls in order to assess whether they can prevent or 
detect from being included in, and correct material errors in the financial statements.  

The auditor must document his or 
assessment of the risks of material misstatement). The auditor cannot assess control risk at maximum 
without having support for that assessment. Again, this does not imply that the auditor must test and rely 
upon internal control as a basis for reducing detection risk. Rather, the emphasis is on gathering evidence 
to support the assessment. However, due to the extent requ
entity and its environment, including its internal controls, many auditors will perform some tests of 
internal controls in their audit. The auditor gains an understanding of the significant processes of the 
entit

  

KNOWLEDGE CHECK  

1. According to generally accepted auditing standards, the auditor is NOT required to  

a. Test and rely upon internal control to reduce substantive tests.  
b. Evaluate the design of controls relevant to the audit and determine whether the relevant 

controls have been implemented.  
c. Document the basis for assessing control risk.  
d. Obtain an understanding of the entity and its environment including its internal control.  
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INDUSTRY CONTROLLERS AND GAAS  

Industry controllers (along with the CFO, CEO, and others in the financial management of the entity) 
have been long recognized as being responsible for developing and maintaining a system of internal 
control over financial reporting that will prevent the financial statements from misleading the owners, 
creditors, investors, and other parties.  

Controllers and others in industry can find the GAAS risk assessment guidance given to auditors of use 
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Factors to Consider When Obtaining an  
Understanding of the Entity and Its Environment  
Many in the control community, and those who are familiar with the Sarbanes-Oxley Act of 2002 (SOX), 
which focuses on internal control over financial reporting, are knowledgeable about a variety of types of 
internal controls. However, most control stakeholders are not familiar with factors, other than internal 
control, that should be considered when obtaining an understanding of the entity and its environment.  

GAAS stresses that auditors consider these factors when conducting a financial statement audit.  

These factors include  

 industry, regulatory, and other external factors;  
 nature of the entity;  
   
 objectives and strategies and related business risks; and  
   

exhibit 1-1. 

  Exhibit 1-1 Factors to Consider When Obtaining an Understanding of the 
Entity and Its Environment1  

Industry Factors  

 The market and competition, including demand, capacity, and price competition  
 Cyclical or seasonal activity  
  
 Supply availability and cost  

Regulatory Factors  

 Accounting principles and industry-specific practices  
 Regulatory framework for a regulated industry  
 Legislation   

 Regulatory requirements  
 Direct supervisory activities  

 Taxation (corporate and other)  
   

 Monetary, including foreign exchange controls  
 Fiscal  
 Financial incentives  
 Tariffs and trade restrictions 

                                                   

1AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of Material Misstatement (AICPA, 
Professional Standards), appendix A lists these as examples. Not all examples will be applicable for every engagement.  
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  Exhibit 1-1 Factors to Consider When Obtaining an Understanding of the 
Entity and Its Environment (continued)  

  
 Other external   

 General level of economic activity  
 Interest rates and availability of financing  
 Inflation and currency revaluation  

Nature of the Entity  

 Business operations  

 Nature of revenue sources  
 Products or services and markets  
 Conduct of operations  
 Alliances, joint ventures, and outsourcing activities  
 Involvement in e-commerce, including Internet sales and marketing activities  
 Geographic dispersion and industry segmentation  
 Location of production facilities, warehouses, and offices  
 Key customers  
 Important suppliers of goods and services  
 Employment (by location, supply, wage levels, union contracts, pension, and 

postemployment benefits, stock options, and so on)  
 Research and development activities and expenditures  
 Transactions with related parties  

 Investments  

 Acquisitions, mergers, or disposal of business activities  
 Investments and dispositions of securities and loans  
 Investments in nonconsolidated entities, including partnerships, joint ventures, and 

special-purpose entities  
 Capital investment activities, including investments in plant and equipment and 

technology, and any recent or planned changes  
 Life cycle stage of enterprise (start-up, growing, maturing, declining)  

 Financing  

 Group structure of major subsidiaries and associated entities, including 
consolidated and nonconsolidated structures  

 Debt structure, including covenants, restrictions, guarantees, and off-balance-sheet 
financing arrangements  

 Related parties  
 Use of derivative financial instruments  
 Leasing of property, plant, and equipment  
 Beneficial owners (local and foreign business reputation and experience) 
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  Exhibit 1-1 Factors to Consider When Obtaining an Understanding of the 
Entity and Its Environment (continued)  

 Financial Reporting  

 Accounting principles and industry-specific practices  
 Revenue recognition practices  
 Inventories (locations, quantities, and so on)  
 Accounting for fair values  
 Foreign currency assets, liabilities, and transactions  
 Industry-specific significant categories  
 Financial statement presentation and disclosure  
 Accounting for unusual or complex transactions including those in controversial or 

emerging areas (for example, accounting for stock-based compensation)  

Objectives and Strategies and Related Business Risks  

 Existence of objectives relating to  

 industry developments (that is, entity does not have personnel or expertise to deal 
with changes in the industry);  

 new products and services (that is, a potential business risk might be an increase in 
product liability);  

 business expansion (that is, demand might not have been accurately estimated);  
 new accounting requirements (incomplete or improper implementation);  
 regulatory requirements (possible increased legal exposure);  
 current and prospective financing requiremen

inability to meet requirements);  
 use of information technology (IT) (systems and processes might not be 

compatible); and  
 risk characteristics of managers and stakeholders (risk seeking or risk adverse).  

 Effects of implementing a strategy, particularly any effects that will lead to new 
accounting requirements   

  

 Key ratios and operating statistics  
 Key performance indicators  
 Employee performance measures and incentive compensation policies  
 Trends  
 Use of forecasts, budgets, and variance analysis  
 Analyst reports and credit rating reports  
 Competitor analysis  
 Period-on-period financial performance (that is, revenue growth, profitability, and 

leverage)  
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  Exhibit 1-1 Factors to Consider When Obtaining an Understanding of the 
Entity and Its Environment (continued)  

-C section 315 includes information related 
to each of the following (which are relevant for the understanding of the entity and its 
environment):  

 Understand the following five components2 of Internal Control:  

 Control environment  
  procedures  
 Information and communication systems  
 Control activities  
 Monitoring of controls  

KNOWLEDGE CHECKS  

2. Which group has been long recognized as being responsible for developing a system of internal 
control over financial reporting? 

a. External auditors. 
b. Government regulators. 
c. Financial management. 
d. Audit committee. 

                                                   

2 When understanding the five components of internal control as outlined in GAAS, the 17 principles contained in 
the 2013 COSO Internal Control  Integrated Framework are used.  
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Risk Assessment Procedures  
AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of Material Misstatement 
(AICPA, Professional Standards), links the understanding of the entity and its environment, including 
internal control, with the assessment of risk and design of additional audit procedures. The auditor is 
required to perform three risk assessment procedures:  

 
may have information that is likely to assist in identifying risks of material misstatement due to fraud 
or error  

 Analytical procedures  
 Observation and inspection  

AU-C section 315 notes that inquiry alone is not sufficient by itself to satisfy the requirements to evaluate 
the design of internal control and to assess whether the controls have been implemented. The auditor 
should also consider performing other procedures, as provided previously, such as tracing transactions 
through the information system relevant to financial reporting, when appropriate.  

The auditor is not required to perform all three procedures to all of the factors listed in exhibit 1-1. 
Rather, the auditor should perform procedures for those factors which are appropriate to the entity that 
is being audited. All three procedures should be used at some point during the risk assessment performed 
by the auditor. These procedures are also appropriate for audits of both large and small publicly held 
companies. It is important to discuss these three procedures in depth, as these procedures are required to 
be used by the auditor in assessing risk.  
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Brainstorming  
AU-C section 240, Consideration of Fraud in a Financial Statement Audit (AICPA, Professional Standards), 
addresses fraud and states that the auditor should specifically assess the risk of material misstatement due 
to fraud. This assessment should note that the material misstatements due to fraud could be from 
fraudulent financial statements or misappropriation of assets. Generally, auditors have these discussions, 
not only during the planning phase of the audit, but also continuously throughout the audit. Entity 
controllers may benefit from adopting practices used by auditors in assessing the risk of fraud.  

The init

controls, unusual or complex accounting transactions, important factors related to the system of internal 
control, fraud risk factors, and how materiality will be used to determine the extent of testing.  

AU-C section 315 notes that the members of the engagement team (including the auditor with final 
responsibility for the audit) should, in addition to the discussion previously concerning material fraud, 

session can be held concurrently during the discussion of the susceptibility of the financial statements 
being materially misstated due to fraud. Alternatively, the brainstorming session could be held as a 
separate session.  

AU-C section 315 states that professional judgment should be used to determine who, in addition to the 
key members of the audit team and the auditor with final responsibility, should be present at the meeting. 
Other professionals, such as those with specific skills or knowledge (for example, an IT specialist), and 
those responsible for the audits of components might be consulted by the engagement partner.  
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Inquiries  
AU-C section 315 provides examples of inquiries of others within the entity and examples of information 
that might be obtained. Inquiries of those charged with governance could help the auditor understand the 
environment in which the financial statements were prepared.3 Inquiries of the internal audit function 

ness of internal 
control and if management has responded to internal audit findings. The auditor might ask employees 
who are involved in the initiation, authorization, processing, or recording of complex or unusual 
transactions how these activities are accomplished. This would help the auditor evaluate the 
appropriateness of the selection and application of accounting policies.  

The auditor could also inquire of in-house legal counsel concerning  

 litigation;  
 compliance with laws and regulations;  
 knowledge of fraud or suspected fraud;  
 warranties, post-sales obligations;  
 arrangements with business partners (joint ventures); and  
 other.  

Finally, marketing, sales, and production employees might provide information relating to changes in the 
  

                                                   

3

the strategic direction of the entity and obligations related to the accountability of the entity. This includes 
overseeing the financial reporting process. In some cases, those charged with governance are responsible for 
approving the financial statements (in other cases, management has this responsibility). Those charged with 
governance may include management personnel, for example, executive members of a governance board or an 
owner-manager. 
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Analytical Procedures  
As noted previously, analytical procedures are a required risk assessment procedure, along with inquiries 
of management and others as well as observation and inspection.  

AU-C section 520, Analytical Procedures (AICPA, Professional Standards), defines analytical procedures as 
evaluations of financial information through analysis of plausible relationships among both financial and 
nonfinancial data. Analytical procedures also encompass such investigation, as is necessary, of identified 
fluctuations or relationships that are inconsistent with other relevant information or that differ from 
expected values by a significant amount.  

Analytical procedures are addressed in the following sections of GAAS:  

 AU-C section 315 addresses the use of analytical procedures as risk assessment procedures (which 
may be referred to as analytical procedures used to plan the audit).  

 AU-C section 330, Performing Audit Procedures in Response to Assessed Risks and Evaluating the Audit 
Evidence Obtained (AICPA, Professional Standards), addresses the nature, timing, and extent of audit 
procedures in response to assessed risks; these audit procedures may include substantive analytical 
procedures.  

 AU-C section 520, as discussed previously.  

The AICPA Audit Guide, Analytical Procedures, makes it clear that the concepts that underlie analytical 
procedures are applicable to all three stages of the audit (planning, substantive testing, and review). 
Accordingly, the concepts contained in the discussion that follows about analytical procedures, while 
derived from AU-C section 520 and presented in the context of substantive procedures, can also be 
relevant in terms of considerations made during the planning phase of the audit.  

Further, analytical procedures can be a useful control activity when performed by entity management. 
Therefore, management personnel may find this information useful as well.  

Analytical procedures are addressed in-depth due to their importance in identifying the risks of material 
misstatement of the financial statements. Key terms related to analytical procedures include the following:  

 Expectations The predictions of recorded accounts or ratios: They are developed by identifying 
plausible relationships (such as soap usage at a car wash and car wash revenue) that are reasonably 

  
 Precision A measure of the closeness of the expectation to the actual amount: Factors that affect the 

precision of an analytical procedure include the type of expectation developed, characteristics of the 
data used in forming the expectation, and the nature of the account. In the case of substantive tests, 
the precision of the expectation is the primary determinant of the level of assurance obtained for the 
analytical procedure.  

 Level of assurance The degree to which substantive tests provide evidence in testing an assertion.  

The four phases of the analytical review process include (1) expectation formulation, (2) identification, (3) 

recorded amount. These phases are discussed in the material that follows.  
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EXPECTATION FORMULATION  

AU-C section 520 requires the auditor to form an expectation whenever substantive analytical procedures 
are performed. The more precise the expecta
balance or relationship), the more effective the procedure will be in identifying potential misstatements. 
The effectiveness of the procedure is a function of the following:  

 The nature of the ac For 
example, if controls over payroll processing are deficient, the auditor may need to perform more 
extensive tests of details for assertions related to compensation expense. The auditor considers 
factors such as product mix, stability of the environment, accounting changes, and economic and 
industry factors in predicting the balance of an account. Increasing the number of relevant factors 
increases the precision of the expectation. For example, an expectation of new car sales, which 
considers interest rates, unemployment rates, and average age of used cars, would be more precise 
than if only unemployment rates were considered to formulate the expectation. Precision is also 
enhanced if the expectations are made under stable economic conditions. Expectations for income 
statement accounts are more precise than those formed from balance sheet accounts, as income 
statement relationships are often more predictable.  

 Characteristics of the data The more disaggregated the data, the more precise the expectation (for 
example, weekly versus annual sales data, or data by product category of inventory versus total 
inventory). Data developed under a strong system of internal control is more reliable than data 
developed under a weak system of internal control. Data from independent sources is more reliable 
than internal data. Also, nonfinancial data that is reliable (such as retail store square footage) and data 
that has been subjected to auditing procedures4 improve precision.  

 Type of expectations These include trend analysis, ratio analysis, reasonableness testing, and regression 
analysis.5  

Trend Analysis  
Trend analysis is the analysis of changes in account balances over time. This technique is appropriate in a 
stable environment when the account or relationship is fairly predictable. Trend analysis on a 
disaggregated level is more precise. It has been found that using only the prior-year balance as the 
expectation reduces the effectiveness of this procedure to identify high-risk areas. A use of this method 

total interest income assuming no changes in interest rates or loan mix and giving effect to the increase or 
decrease in the total loan balance from the prior year. A more effective use of this method in this 
example would be to base the expectation upon calculations made on changes in the total monthly loan 
balance. The revised expectation would be based upon desegregated data consisting of 12 calculations 
and would be considered more precise.  

Trend analysis is considered the least precise of the four methods presented, as it does not consider 
specific factors that affect the account balance. It also includes an implicit expectation that does not 
consider changing conditions occurring in the current year (such as changes in interest rates).  
                                                   

4The reliability of data used for performing analytical procedures also considers whether the data was developed 
under a reliable system with effectively designed (and, for high reliance on analytical procedures, operating) controls. 
This means the auditor will likely test the operating effectiveness of related controls to rely on the data. 
5See the AICPA Audit Guide, Analytical Procedures, for additional guidance on Analytical Procedures 
(http://www.aicpastore.com/AST/PricingStructureAssortments/Educator/Pricing_Educator/PRDOVR~PC-
012551/PC-012551.jsp). This guide is used as a primary source for this section.  
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Ratio Analysis  

Ratio analysis is the comparison of relationships between accounts (between periods, such as current and 
preceding year amounts), the comparison of an account with nonfinancial data (number of miles flown 
by an airline and average fuel cost per mile to formulate an expectation of total fuel costs) or the 
comparison of information between firms in an industry (such as common-size income statements). 
Ratio analysis is appropriate when the relationship between accounts is stable and fairly predictable, for 
example, sales and cost of goods sold. Ratio analysis can be more effective than trend analysis because 
comparisons between the balance sheet and income statement can reveal unusual fluctuations that an 
analysis of individual accounts would not (such as a comparison of bad debts expense with average 
accounts receivable balances). Ratio analysis is the third most precise of the four methods presented. It is 
more reliable than trend analysis, as trend analysis does not compare relationships between financial and 
nonfinancial data, between firms, or between financial statement accounts. Trend analysis uses one 
predictor, whereas ratio analysis uses two.  

Reasonableness Testing  
Reasonableness testing is an analysis of account balances or changes in account balances that is based 
upon financial data, nonfinancial data, or both. Unlike trend and ratio analysis, which assume stable 
relationships, reasonableness testing uses current information and takes into account changes in the 
environment to develop an explicit prediction of the account balance or relationship. This is the second 
most precise method, as explicit expectations are formed and there can be two or more predictors.  

The manager or auditor uses current-year data and knowledge of factors in reasonableness testing to 
estimate the account balance, such as current yea
source), times the average dollar amount of revenue per gallon of water used to compute gross sales at a 
car wash.6 Because many areas of the country have experienced droughts, many municipalities have 
im
generally still available, it would be expected that car owners would then opt to still wash their cars, but 
now at a car wash. If the manager or auditor were 

between the expectation and recorded amount could possibly be due to the use of an inappropriate 
procedure to formulate the expectation. This is because trend analysis assumes a stable environment and 
would not incorporate current information, such as regulatory mandates, in formulating expectations.  

Regression Analysis  
Regression analysis is the use of statistical models to quantify expectations and incorporates risk and 

 For example, a model to predict the 
gross sales amount for new tires might include fuel prices (the higher the price, the less amount of leisure 
driving), airfare wars (consumers might fly instead of drive), and interest rates (higher interest rates might 
decrease the demand for new cars) and cause consumers to maintain existing vehicles.  

Regression analysis is the most precise of the four techniques discussed, as it is the only method that 
provides a measure of statistical precision. An explicit relationship is formed using two or more 
predictors and both internal and external data can be included. Regression is a recommended method for 
forensic investigations. This method provides the highest degree of precision, which would be required in 

                                                   

6Water usage would not be a predictor for those car washes that recycle water. 
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case the forensic case went to court. In practice, regression analysis is typically used with the aid of 
specialized software programs which calculate the complex statistical formulas.  

IDENTIFICATION, INVESTIGATION, AND EVALUATION  

The entity manager or auditor compares his or her expectation with the recorded amount. If the 

acceptable amount, then an investigation should be made as to possible reasons for the error. One reason 
could be that the difference is due to unreliable data used to formulate the expectation. Another reason is 
related to factors that affect the account being analyzed, such as the account being the result of subjective 
estimates (for example, allowance for doubtful accounts estimates). Yet another reason for the difference 
is that there could be an actual misstatement. It is important to note that the more precise the 
expectation, the more likely that the difference is due to a misstatement.  

If the entity manager or auditor believes that the difference is more likely due to factors related to the 
precision of the expectation, he or she should determine whether a more precise expectation could be 
cost-effectively developed. For example, she might use more disaggregated data.  

If the manager or auditor believes that the difference is due to a misstatement, then he or she should 
perform additional analysis and inquiry, using his knowledge of the industry and entity to evaluate the 
most likely causes and identify a plausible explanation.  

POSSIBLE ADJUSTMENTS TO UNADJUSTED CLIENT ACCOUNTS  

When using analytical procedures to plan the audit and assess risk, the auditor typically uses client 
financial data that has yet to be adjusted (by either the entity -closing adjustments7 or by audit 
adjustments for the current year under audit). This might cause the auditor to focus on areas that really 
do not present problem areas. It is suggested that the auditor might respond to this issue by  

 estimating 
preliminary adjustments to the current year amounts for comparison purposes;  

 
explain related significant differences in comparisons; or  

 limiting the comparisons to amounts that are not likely to require significant adjustments.  

                                                   

7For example, audit planning analytics (performed as part of  procedures) may occur 
prior to year-end and therefore the client may not have yet made their own adjusting journal entries for accruals. 



Copyright 2017 AICPA  Unauthorized Copying Prohibited 1-15 

Observation and Inspection  
Observation and inspection, another risk assessment procedure, traditionally has encompassed the 
following types of procedures:  

 Observation of entity activities and operations  
 Inspection of documents, such as internal control manuals or other documentation evidencing the 

design and implementation of controls  
 Reading reports by management, those charged with governance, and internal audit  
   
 Performance of walkthroughs of the transactions relevant to financial reporting. Many larger CPA 

firms state that the walkthrough should be done by managers or partners (experienced auditors who 
should be able to understand the transaction processing systems and recognize deficiencies in 
internal control).  

Some leaders in the profession express concern that if personnel know that they are being observed that 
they might tend to follow internal controls solely during the period of observation.  

IT provides numerous aids to assist the auditor in observation. IT systems typically produce activity and 
other reports (such as unsuccessful attempts to access restricted data) that the auditor can review.   

KNOWLEDGE CHECKS  

3. The use of statistical models to quantify expectations and incorporate risk and precision is  

a. Trend analysis.  
b. Ratio analysis.  
c. Regression analysis.  
d. Reasonableness testing.  
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Internal Control?  
A few questions arise when the auditors of nonpublic entities assist their clients with preparation of their 
financial statements. Can th

   

furthe

response to a control weakness does not change the control weakness. Only the client not the 
auditor can correct deficiencies in internal control. However, a CPA firm other than the auditor can be 

achieving   

A related issue that may cause concern is the extent to which the auditor may be involved in the drafting 
the 

audit client has ineffective controls over the preparation of their financial statements such that client 
controls are absent or controls are not effective in preventing or detecting material misstatements in the 
preparation of financial statements, including the related footnotes. Although the auditor can propose 

 ongoing 
activities, because doing so would impair independence.  

A potential area of confusion in practice is the issue of independence when the auditor also performs 
certain services in conjunction with an attest engagement (such as preparation of financial statements). 
Activities such as financial statement preparation, cash-to-accrual conversions, and reconciliations are 
considered outside the scope of the attest engagement and, therefore, constitute a nonattest service that is 
subject to the interpretations under the Nonattest Services subtopic (AICPA, Professional Standards, ET 

Professional Standards, ET section 1.200) of the 
AICPA Code of Professional Conduct.  
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Summary  
Controllers can benefit from the guidance given to auditors on assessing entity risks. GAAS requires that 
the auditor gain an understanding of the entity and its environment, including its internal control, as part 

 
procedures include inquiry, observation and inspection, and performance of analytical review procedures.  
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   Chapter 2

INTERNAL CONTROL DEFINITIONS 
AND AN OVERVIEW OF THE COSO  

 FRAMEWORK   

LEARNING OBJECTIVES  
After completing this chapter, you should be able to do the following:  

 Recall internal control definitions.  
 Recall the components of the COSO and PCAOB models of internal control.  
 Recall the different internal control objectives as contained in the 2013 COSO Internal Control  

Integrated Framework (the COSO framework).  
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SOX Section 404  
Section 404 of the Sarbanes-Oxley Act of 2002 (SOX) required the Securities and Exchange Commission 
(SEC) to establish rules requiring that each registrant s annual report contain an internal control report 
stating management s  

1. responsibilities for establishing and maintaining an adequate internal control structure and 
procedures for financial reporting; and  

2. assessment, as of the end of the company s most recent fiscal year, of the effectiveness of the 
company s internal control structures and procedures for financial reporting.  

A question arises as to what is the definition of internal control: How does management assess whether a 
company s internal control system is effective for financial reporting purposes without understanding 
internal control?  

The definition of internal control has changed somewhat throughout the past century. The Foreign 
Corrupt Practices Act of 1977, passed by Congress, defined internal control as a system that provides 
reasonable assurance that  

 transactions are executed in accordance with management s general or specific authorization 
(authorization function);  

 transactions are recorded as necessary to permit preparation of financial statements in accordance 
with generally accepted accounting principles or any other criteria applicable to such statements, and 
to maintain accountability for assets (bookkeeping function);  

 access to assets is permitted only in accordance with management s general or specific authorization, 
(access to assets function); and  

 the recorded accountability for assets is compared with the existing assets at reasonable intervals and 
appropriate action is taken with respect to any differences (independent reconciliation function).  

If these functions are separated (authorization, bookkeeping, access to assets, and independent 
reconciliation), then it was assumed that a system had effective controls over financial reporting. This is a 
well-established conceptual foundation for internal control. However, this definition ignores the fact that, 
in numerous fraud cases, even though there was adequate segregation of duties, several perpetrators with 
separated functions have colluded to commit fraud.  

It should be noted that the SEC added safeguarding of assets to these separation of duties controls as an 
important control to be considered when assessing the effectiveness of internal control systems over 
financial reporting. The SEC stated that internal controls over safeguarding of assets should be such that the 
controls provide reasonable assurance regarding prevention or timely detection of (a) unauthorized 
acquisition, (b) use, and (c) disposition of assets that could have a material effect on the financial statements.  

The SEC final rules define internal control over financial reporting as  

A process designed by, or under the supervision of, the registrant s principal executive and 
principal financial officers, or persons performing similar functions and effected by the 
registrant s board of directors, management and other personnel, to provide reasonable 
assurance regarding the reliability of financial reporting and the preparation of financial 
statements for external purposes in accordance with generally accepted accounting principles and 
includes those policies and procedures that  

1. pertain to the maintenance of records that, in reasonable detail accurately and fairly reflect 
the transactions and dispositions of the assets of the registrant (bookkeeping);  
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2. provide reasonable assurance that transactions are recorded as necessary to permit 
preparation of financial statements in accordance with generally accepted accounting 
principles, and that receipts and expenditures of the registrant are being made only in 
accordance with authorizations of management and directors of the registrant (authorization 
of transactions and bookkeeping); and  

3. provide reasonable assurance regarding prevention or timely detection of unauthorized 
acquisition, use, or disposition of the registrant s assets that could have a material effect on 
the financial statement (safeguarding assets, access to assets, and independent reconciliation).  

The similarities between the functions included in the Foreign Corrupt Practices Act of 1977, the 
Auditing Standards Board s (ASB) definition of internal control (presented in a following section), and 
the SEC s definition of internal control (provided previously) demonstrates how the important internal 
control concept of separation of duties has stood the test of time in varied definitions of internal control.  

The SEC stated that management must base its evaluation of the effectiveness of the company s internal 
control over financial reporting on a suitable, recognized control framework that is established by a body 
or group that has followed due-process procedures, including the broad distribution of the framework 
for public comment. The SEC stated that the COSO Internal Control Integrated Framework satisfies their 
criteria and may be used as an evaluation framework. The SEC further notes that COSO is not the only 
framework that may be used. Other frameworks, such as those developed outside of the United States, 
might be appropriate.  

GAAS DEFINITION OF INTERNAL CONTROL  

Internal control is defined in AU-C section 315, Understanding the Entity and Its Environment and Assessing the 
Risks of Material Misstatement (AICPA, Professional Standards). The definition provided in AU-C section 315 
paragraph .04 is as follows:  

process effected by those charged with governance, management, and other personnel that is 
designed to provide reasonable assurance about the achievement of the entity s objectives with 
regard to the reliability of financial reporting, effectiveness and efficiency of operations, and 
compliance with applicable laws and regulations. Internal control over safeguarding of assets 
against unauthorized acquisition, use, or disposition may include controls relating to financial 
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COSO Definition of Internal Control and Framework  
In May 2013, COSO1  published the 2013 Internal Control Integrated Framework (the COSO framework). 
The update as compared to the superseded 1992 Internal Control Integrated Framework superseded 

technologies, and changing expectations of stakeholders since the superseded COSO framework was 
published2.  

Although generally accepted auditing standards do not require a specific internal control framework, the 
COSO framework is widely used by entities for designing, implementing, and conducting internal 
control. The COSO framework provides guidance which is useful to auditors charged with evaluating the 
design and implementation of controls during a financial statement audit.  

In order for an entity s system of internal control to be effective, the COSO framework states that each 
of the five components of internal control and relevant principles should be present and functioning, and 
that the five components operate together in an integrated manner.  

Points of focus are also provided within the COSO framework. There is no requirement that an 
assessment be performed to determine whether all points of focus are present and functioning. 
Management may determine that some points of focus are not suitable or relevant to the entity. Similarly, 
management may identify other suitable and relevant points of focus in addition to those provided in the 
COSO framework.  

The COSO framework views the five components and 17 principles as suitable to all entities. The COSO 
framework presumes that principles are relevant because they have a significant bearing on the presence 
and functioning of an associated component.  

The COSO framework retains the core definition of internal control and the five components of internal 
control. At the same time, the COSO framework includes enhancements and clarifications that are 
intended to ease use and application. One of the more significant enhancements is the aforementioned 
formalization of fundamental concepts introduced in the superseded COSO framework as principles. 
These principles associated with the five components provide clarity for users in designing and 
implementing systems of internal control.  

The COSO framework consists of the following five components of internal control:  

 Control environment  
 Risk assessment  
 Control activities  
 Information and communication  
 Monitoring activities  

The control environment is the set of standards, processes, and structures that provide the basis for carrying 
out internal control across the organization. It is the foundation for the other components of internal 
control. It sets the tone of the organization. It is pervasive, as a weakness in the control environment 
might negate the effectiveness of the other components of internal control.  
                                                   

1These organizations included the AICPA, the AAA, the FEI, the IIA, and the IMA. Further background 
information about COSO can be found at www.coso.org. 
2  Internal Control Integrated Framework 
COSO framework for a summary of enhancements made to the superseded COSO framework. 
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The risk assessment process is concerned with the identification, analysis, and response to the risk of 
material misstatement in the financial statements. Risk assessment focuses on the objectives of the entity 
and the risks to achieving those objectives.  

Control activities are actions established by policies and procedures. Control activities help to carry out the 
management directives to mitigate the risks to the predefined objectives of the entity. Control activities 
can be performed across all levels of the entity.  

Information and communication Information is necessary for the entity to carry out internal control 
responsibilities in support of achievement of its objectives. Communication can be external or internal. 
Communication provides the entity with the information it needs to enable its system of internal control.  

Monitoring activities are performed by numerous individuals. Management, the board of directors, and 
internal auditors are examples of those involved in the monitoring function. Management is responsible 
for monitoring of controls, which has been identified and designed to prevent or detect material 
misstatements in the accounts and disclosures and related assertions contained in the financial statements.  

There is a sequential ordering of these components of internal control. The foundation of internal 
control, the control environment, is pervasive to all components of internal control. The risk assessment 
process requires that barriers to achieving the objective (for example, the goal of reliable financial 
reporting) be identified. Control activities help ensure that these risks will be prevented or detected and 
corrected in a timely manner. Information and communication allows communication to management 
and others who will take action on information concerning the internal control system. Finally, 
monitoring provides assurance that the internal control system will continue to operate as designed.  

KNOWLEDGE CHECK  

1. What is the control environment referred to in the COSO framework? 

a. A set of standards, processes, and structures that provides the basis for carrying out internal 
control.  

b. A process concerned with the identification, analysis, and response to risk.  
c. A process that helps to carry out the management directives to mitigate the risks to the 

predefined objectives of the entity.  
d. An internal or external means used to provide the entity with the information it needs to 

enable its system of internal control.  
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COSO Definition of Internal Control  
The COSO framework defines internal control as  

A process, effected by an entity s board of directors, management and other personnel, designed to 
provide reasonable assurance regarding the achievement of objectives relating to  

 operations  
 reporting, and  
 compliance.  

Operations objectives pertain to effectiveness and efficiency of the entity s operations, including 
operational and financial performance goals, and safeguarding assets against loss.  

Reporting objectives pertain to internal and external financial and nonfinancial reporting and may 
encompass reliability, timeliness, transparency, or other terms as set forth by regulators, standard setters, 
or the entity s policies.  

Compliance objectives pertain to adherence to laws and regulations to which the entity is subject.  

For example, a manufacturing entity would need to comply with OSHA regulations. In matters of 
financial reporting, the entity should comply with the pronouncements issued by the authoritative 
financial accounting body, typically either Financial Accounting Standards Board (FASB) or 
Governmental Accounting Standards Board (GASB).  

Traditionally, internal auditors have been concerned with effectiveness and efficiency of operations and 
compliance with company policies. Governmental auditors  primary emphasis has been in the arena of 
compliance with laws and regulations. External auditors have traditionally focused on reliability of external 
financial reporting. Hence, the definition encompasses all three major areas of traditional auditing practice.  

A schema of the COSO definition of internal control, taken from the COSO framework, is provided in 
exhibit 2-1. 

  Exhibit 2-13 COSO Model of Internal Control  

 

                                                   

3  . 



Copyright 2017 AICPA  Unauthorized Copying Prohibited 2-7 

Auditing Standard No. 2201: Levels of Controls  
Auditing Standard No. 2201, An Audit of Internal Control Over Financial Reporting That Is Integrated with An 
Audit of Financial Statements), is relevant for audits of issuers. Its guidance is also useful to management of 
issuer entities. Auditing Standard No. 2201 discusses a top-down approach to the audit of internal 
control over financial reporting to select the controls to test. A top-down approach begins at the financial 
statement level and with the auditor s understanding of the overall risks to internal control over financial 
reporting. The auditor then focuses on entity-level controls and works down to significant accounts and 
disclosures and their relevant assertions. This approach directs the auditor s attention to accounts, 
disclosures, and assertions that present a reasonable possibility of material misstatement to the financial 
statements and related disclosures4.  

ENTITY-LEVEL CONTROLS  

Entity-level controls are pervasive and, similar to the COSO control environment, have a pervasive effect on 
the other components of internal control. Per Auditing Standard No. 2201, these entity-level controls include  

 controls related to the control environment;  
 controls over management override;  
  risk assessment process;  
 centralized processing and controls, including shared service environments;  
 controls to monitor results of operations;  
 controls to monitor other controls, including activities of the internal audit function, the audit 

committee, and self-assessment programs;  
 the period-end financial reporting process; and  
 policies that address significant business control and risk management practices.  

With regard to entity-level controls, auditors must test those entity-level controls that are important to 
the auditor s conclusion about whether the company has effective internal control over financial 
reporting. The auditor s evaluation of entity-level controls can result in increasing or decreasing the 
testing that the auditor otherwise would have performed on other controls 

ACCOUNT- OR PROCESS LEVEL CONTROLS  

Auditing Standards No. 2201 also notes that the auditor should identify significant accounts and 
disclosures and their relevant assertions. Relevant assertions are those financial statement assertions that 
have a reasonable possibility of containing a misstatement that would cause the financial statements to be 
materially misstated.  To further understand the likely sources of potential misstatements, and as a part of 
selecting the controls to test, the auditor understands the flow of transactions related to the relevant 
assertions. The auditor identifies the points within the company s processes at which a misstatement

                                                   

4 The PCAOB standards were reorganized and the guidance contained in AS No. 2201 was previously contained in 
AS No. 5. 
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including a misstatement due to fraud could arise and identifies the controls that management has 
implemented to address these risks of potential misstatements.  

For example, the cash account should have controls such as controlling access to the blank check supply, 
depositing cash receipts daily, and reconciling the balance per books with cash in the bank.  

Some accounts, such as cash, will be affected by two systems (processes) cash receipts and cash 
disbursements. The cash receipts process controls could include, for example, having all mail opened by 
two individuals who prepare a cash receipts list. The cash receipts list would be sent to the accounts 
receivable clerk who would post transactions to individual accounts. The cash would be sent to the cashier 
who would make the daily deposit. This process could then be audited by reconciling the cash receipts list 
with both the total credit to the subsidiary accounts receivable and the deposit made to the bank.  

A COMBINED MODEL  

A model that illustrates the interaction between COSO s five components of internal control and 
Auditing Standard No. s levels of control is illustrated in exhibit 2-2. The model  

 represents COSO s emphasis on the control environment as the basis for all other components of 
internal control;  

 demonstrates that COSO s control activities operate at both the account or transaction and company 
(entity) level; and  

 shows that COSO s risk assessment, information and communication, and monitoring components 
operate at the company (entity) and account or transaction level. 

  Exhibit 2-2 A Model Combining COSO and Auditing Standard No. 2201  
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KNOWLEDGE CHECK  
2. Auditing Standard No. s entity-level controls are similar to COSO s  

a. Monitoring activities component.  
b. Control environment component.  
c. Risk assessment component.  
d. Information and communication component.  
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Summary  
This chapter provided an introduction to the COSO framework and an overview of the concepts 
underlying varied definitions of internal control. Various definitions of internal control were provided. A 
conceptual model integrating both COSO and PCAOB guidance was presented.  
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   Chapter 3

THE CONTROL  
ENVIRONMENT COMPONENT OF 

INTERNAL CONTROL  

LEARNING OBJECTIVES  
After completing this chapter, you should be able to do the following:  

 Recall key points related to the control environment component of internal control and its related 
principles and points of focus, including examples.   

 Identify applicable professional standards (generally accepted auditing standards [GAAS]) that 
address the control environment component of internal control.  
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INTRODUCTION  

This chapter is based largely upon the 2013 COSO Internal Control Integrated Framework COSO 
framework ), and AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of 
Material Misstatement (AICPA, Professional Standards).1 AU-C section 315 relates to nonpublic entities 
(nonissuers). The COSO framework may apply to all types of entities public (issuers), nonpublic 
(nonissuers), government, not-for-profit, or owner-manager businesses.  

Ple
AICPA publication . This appendix provides examples related to 
principles and points of focus of the COSO framework.  

THE COSO FRAMEWORK  

The COSO framework does the following related to the control environment component of internal 
control: 

 Includes five principles related to integrity and ethical values, oversight responsibilities, structure, 
authority and responsibility, commitment to competence, and accountability.2  

 Explains linkages between the various components of internal control to demonstrate the 
foundational aspects of the control environment for a sound system of internal control.  

 Discusses governance roles in an organization, recognizing differences in structures, requirements, 
and challenges across different jurisdictions, sectors, and types of entities.  

 Reflects lessons learned and developments in ethics and compliance, including codes of conduct, the 
attestation process, whistleblower process, investigation and resolution, and training and 
reinforcement both internally and with third parties.  

 Covers in detail risk oversight and the linkages between risk and performance to help allocate 
  

                                                   

1This chapter is based in part on Internal Control Integrated Framework, (Commissioned by COSO Authored by 
PWC) (AICPA: Durham, NC), May, 2013. Three volume set is available at:   
http://www.aicpastore.com/AST/AICPA_CPA2BIZ_Specials/EBooks/ebooks_bestsellers/PRDOVR~PC-
990025/PC-990025.jsp?selectedFormat=eBook 
 AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of Material Misstatement  (AICPA, 
Professional Standards). All auditing standards are available at the AICPA website: 
www.aicpa.org/Research/Standards/Pages/default.aspx. 
2Those charged with governance is the term used for most nonpublic entities. AU-C section 260, 
Communication With Those Charged With Governance (AICPA, Professional Standards). Those charged with governance is 
defined in this auditing standard as follows: The person(s) or organization(s) (for example, a corporate trustee) with 
responsibility for overseeing the strategic direction of the entity and the obligations related to the accountability of 
the entity. This includes overseeing the financial reporting process. Those charged with governance may include 
management personnel, for example, executive members of a governance board or an owner-manager. In some 
cases, all of those charged with governance are involved in managing the entity; the appropriate person(s) with 
whom to communicate may not be clearly identifiable from the engagement circumstances. An example of this is 
entities in which the governance structures are not formally defined such as some family-owned entities, some 
not-for-profit organizations, and some government entities. 
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 Emphasizes the need to consider internal control across the complexities in organizational structure 
resulting from different business models and the use of outsourced service providers, business 
partners, and other external partners.  

 Aligns roles and responsibilities discussed in organizational structure with the information so that 
major roles are used consistently within the COSO framework.  

KNOWLEDGE CHECK  

1. What does the COSO framework do?  

a. Explains the linkages between the components of internal control to stress the foundational 
aspect of the control environment. 

b. Condenses the discussion of governance roles in an entity due to the commonalities among 
various entities. 

c. Deemphasizes the linkages between risk and performance to allocate resources to achieve 
objectives.  

d. Notes that internal control need not include consideration of outsourced service providers, 
and other external parties. 

THE CONTROL ENVIRONMENT  

The COSO framework notes that the control environment is the set of standards, processes, and 
structures that provide the basis for carrying out internal control across the organization. The board of 
directors (those charged with governance) and senior management establish the tone at the top regarding 
the importance of internal control including expected standards of conduct. Management reinforces 
expectations at the various levels of the organization. The control environment comprises the integrity 
and ethical values of the organization; the parameters enabling the board of directors (those charged with 
governance) to carry out its oversight responsibilities; the organizational structure and assignment of 
authority and responsibility; the process for attracting, developing, and retaining competent individuals; 
and the rigor around performance measures, incentives, and rewards to drive accountability for 
performance. The resulting control environment has a pervasive impact on the overall system of internal 
control.  

The control environment is the foundation for the other components of internal control. If there is a 
weakness in the control environment, then this weakness might negate the effectiveness of other 
components of an internal control system. For example, consider a hypothetical case of an entity that has 
management who lacks integrity and ethical values. It also does not have effective oversight of 
management by those charged with governance. If this is the case, then it might be irrelevant if an 
effective control activity (control activities are a component of internal control) is in place (such as 
depositing cash daily in the bank) because management can override this control.  

Paragraph.A78 of AU-C section 315 notes that the control environment within smaller entities is likely to 
differ from larger entities. For example, those charged with governance in smaller entities may not 
include an independent or outside member, and the role of governance may be undertaken directly by the 
owner-manager when no other owners exist. The nature of the control environment also may influence 
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the significance of other controls or their absence. For example, the active involvement of an owner-
manager may mitigate certain risks arising from a lack of segregation of duties in a small entity; however, 
it may increase other risks (for example, the risk of override of controls). In addition, audit evidence for 
elements of the control environment in smaller entities may not be available in documentary form, in 
particular when communication between management and other personnel may be informal, yet 
effective. For example, smaller entities might not have a written code of conduct but, instead, develop a 
culture that emphasizes the importance of integrity and ethical behavior through oral communication and 
by management example. Consequently, the attitudes, awareness, and actions of management or the 
owner-manager are of particular importance to the auditor control 
environment.3  

The COSO framework  principles and associated points of focus for the control environment 
component of internal control are discussed in detail in the following material. Examples have been 
provided to illustrate select points of focus in the discussion to follow.  

CONTROL ENVIRONMENT PRINCIPLE 1: DEMONSTRATES COMMITMENT TO 
INTEGRITY AND ETHICAL VALUES  
The first principle of the control environment is  

The organization demonstrates a commitment to integrity and ethical values.  

The COSO framework provides the following four points of focus that relate to the integrity and ethical 
values principle:  

 Point of Focus Demonstrates Commitment to Integrity and Ethical Values Principle: Sets the Tone at the Top  

The board of directors and management at all levels of the entity demonstrate through their 
directives, actions, and behavior the importance of integrity and ethical values to support the 
functioning of the system of internal control.  

The COSO framework states that the tone at the top and throughout the organization is 
fundamental to the functioning of an internal control system. Without a strong tone at the top to 
support a strong culture of internal control, awareness of risk can be undermined, responses to risks 
may be inappropriate, control activities may be ill-defined or not followed, information and 
communication may falter, and feedback from monitoring activities may not be heard or acted upon. 
Therefore, tone can be either an impetus or an obstacle to internal control.  

The COSO framework states that tone is affected by the operating style and personal conduct of 
management and the board of directors, who send a message to the rest of the organization. The 

choices and degree of formality (for example, in a small family business, controls may be more 
informal) all set the tone of the organization. Personal indiscretions, lack of receptiveness to bad 
news, or unfairly balanced compensation practices could influence the culture and ultimately provide 
an incentive for inappropriate conduct. In contrast, a history of ethical and responsible behavior by 
management and the board of directors and demonstrated commitment to addressing misconduct 
send strong messages in support of integrity. Employees are likely to develop the same attitudes 
about right and wrong and about risks and controls as those shown by management. Individual 

                                                   

3Op. cit., AU-C section 315. 
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behavior is often influenced by the knowledge that the chief executive officer has behaved ethically 
when faced with a tough business-based or personal decision, and that all managers have taken timely 
action to address misconduct.  

 Point of Focus Demonstrates Commitment to Integrity and Ethical Values Principle: Establishes Standards of 
Conduct  

The expectations of the board of directors (those charged with governance) and senior management 
t and 

understood at all levels of the organization and by outsourced service providers and business 
partners.  

Standards of conduct guide the organization in behavior, activities, and decisions in the pursuit of 
objectives by  

 establishing what is right and wrong;  
 providing guidance for what lies in between; and  
 reflecting governing laws, rules, regulations, standards, and other expectations that the 

 stakeholders may have, such as corporate social responsibility.  

The organization demonstrates its commitment to integrity and ethical values by applying the 
standards of conduct and continually asking challenging questions, particularly when faced with 
difficult decisions.  

Additionally, all employees and outside service providers might be required to sign an annual 
  

 Point of Focus Demonstrates Commitment to Integrity and Ethical Values Principle: Evaluates Adherence to 
Standards of Conduct  

conduct.  

For example, consider an entity that is a small community bank with 10 branches. This community 
bank has a policy that if there is a relationship between a loan officer and a loan applicant, then the 

the following example of an improper relationship:  

The lo
it might appear that a loan was made based upon this relationship rather than objective lending 
criteria. There might be an expectation of a quid pro quo: If the loan officer approves the loan, 
then the loan officer might expect more favorable treatment for the child, such as more play 
time. If a branch manager becomes aware that this policy was violated, then the branch manager, 

d report this violation from the established standard lending 
policy to senior management for appropriate action.  

 Point of Focus Demonstrates Commitment to Integrity and Ethical Values Principle: Addresses Deviations in a 
Timely Manner  

and consistent manner.  

The entity should address deviations from the standards of conduct in a timely manner. The level of 
remedial action, depending on the significance of the impact to the entity, may vary, but is applied 
consistently across the entity.  
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CONTROL ENVIRONMENT PRINCIPLE 2: EXERCISES  
OVERSIGHT RESPONSIBILITY  

The board of directors4 demonstrates independence from management and exercises oversight of the 
development and performance of internal control.  

The COSO framework provides the following four points of focus for this principle:  

 Point of Focus Exercises Oversight Responsibility Principle: Establishes Oversight Responsibilities  

The board of directors identifies and accepts its oversight responsibilities in relation to established 
requirements and expectations.  

The board of directors (those charged with governance) is involved in exercising oversight for the 
development and performance of internal control through each of the five components of internal 
control. This oversight of internal control point of focus is addressed in more detail in the following 
information.  

 Point of Focus Exercises Oversight Responsibility Principle: Applies Relevant Expertise  

The COSO framework notes that the board of directors (those charged with governance) defines, 
maintains, and periodically evaluates the skills and expertise needed among its members to enable 
them to ask thorough questions of senior management and take appropriate actions.  

 Point of Focus Exercises Oversight Responsibility Principle: Operates Independently  

The board of directors has sufficient members who are independent from management and objective 
in evaluations and decision making.  

The COSO framework notes that privately owned, not-for-profit, or other entities may find it costly 
or difficult to attract competent independent directors. Depending on applicable requirements 
(regulated entities might be required to have independent directors), the entities should identify the 
professional and personal qualities of the candidate important to the entity. For example, the 
candidate qualifications might include an understanding of stakeholder perspectives and having an 
understanding about the entity and its environment including internal control. In unusual situations 
in which entities are unable to have an independent board, the entities recognize this factor and 
implement different processes and controls that result in adequate oversight.  

 Point of Focus Exercises Oversight Responsibility Principle: Provides Oversight for the System of Internal Control  

The board of directors (those charged with governance) retains oversight responsibility for 
COSO framework 

provides the following oversight roles:  

 Control Environment Establishing integrity and ethical values, oversight structures, authority 
and responsibility, expectations of competence, and accountability to the board.  

 Risk Assessment Overseeing 
objectives, including the potential impact of significant changes, fraud, and management override 
of internal control.  

 Control Activities Providing oversight to senior management in the development and 
performance of control activities.  

                                                   

4Please  
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 Information and Communication
achievement of objectives.  

 Monitoring Activities Assessing and overseeing the nature and scope of monitoring activities 
 deficiencies.  

KNOWLEDGE CHECK  

2. Which group is involved in exercising oversight for the development and performance of internal 
control through each of the five components of internal control as noted by a point of focus 
contained in principle 2 of the control environment component?  

a. Board of directors (those charged with governance).  
b. The internal audit department.  
c. The human resources department.  
d. The external auditors.  

CONTROL ENVIRONMENT PRINCIPLE 3: ESTABLISHES STRUCTURE, 
AUTHORITY, AND RESPONSIBILITY  

Management establishes, with board5 oversight, structures, reporting lines, and appropriate authorities 
and responsibilities in the pursuit of objectives.  

There are three points of focus for this principle, and they are presented as follows.  

 Point of Focus Establishes Structure, Authority, and Responsibility Principle: Considers All Structures of the 
Entity  

Management and the board of directors consider the multiple structures used (including operating 
units, legal entities, geographic distribution, and outsourced service providers) to support the 
achievement of objectives.  

For example, a community bank with 10 branches might organize reporting relationships within each 
branch such that functions, such as lending or teller operations, report to the branch manager, and 
then the branch manager reports to senior management. Alternatively, the branch functions, such as 
lending, might have a direct reporting line to the vice-president of loans rather than the branch 
manager.  

Entities are often structured along various dimensions and typically have a variety of relationships 
with outsourced service providers to support the achievement of objectives, thus creating additional 
structures and reporting lines.  

For example, many community banks outsource various functions of online banking (online bill 
payment or customer remote deposit capture of checks on a mobile device) to different outsourced 
service providers. Community banks typically establish balancing controls for these types of 

                                                   

5  
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(online bill payment or remote deposit capture, for example). Any balancing discrepancies would be 
reported to appropriate personnel within the community bank and the outsourced service providers.  

The COSO framework notes that regardless of the organizational structure, definitions, and 
assignments of authority and responsibility, reporting lines and communication channels must be 
clear to enable accountability over operating units and functional areas.  

 Point of Focus Establishes Structure, Authority, and Responsibility Principle: Establishes Reporting Lines  

Management designs and evaluates lines of reporting for each entity structure to enable execution of 
authorities and responsibilities and flow of information to manage the activities of the entity.  

An example of reporting lines in a community bank was provided in the previous point of focus 
section, Considers All Structures of the Entity.  

 Point of Focus Establishes Structure, Authority, and Responsibility Principle: Defines, Assigns, and Limits 
Authorities and Responsibilities  

Management and the board of directors delegate authority, define responsibilities, and use 
appropriate processes and technology to assign responsibility and segregate duties as necessary at the 
various levels of the organization.  

The COSO framework provides the following considerations (with relevant examples added 
separately for illustrative purposes):  

 Board of Directors (those charged with governance) Retains authority over significant 

responsibilities.  

For example, capital acquisitions over a certain dollar amount require board of director (those 
charged with governance) approval.  

 Senior Management Establishes directives, guidance, and control to enable management and 
other personnel to understand and carry out their internal control responsibilities.  

For example, an entity that is a local school district has a senior management directive that 
forbids the acceptance by any school administrator of any gift or other consideration of any 
dollar value as this might be perceived as a conflict of interest.  

 Management Guides and facilitates the execution of senior management directives within the 
entity and its subunits.  

For example, the treasurer of a small municipality, at the direction of the town council, files 
timely reports in order for the town to receive state grants.  

 Personnel  standard of conduct, assessed risks to objectives and the 
related control activities at their respective levels of the entity, the expected information and 
communication flow, and monitoring activities relevant to their achievement of objectives  

For example, personnel receive ethics training every year in order to both (1) reinforce 

learn how to report violations.  

 Outsourced Service Providers Adhere to 
and responsibility for all nonemployees engaged.  
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Outsourced service providers are provided with clear and concise contractual terms related to 
rmance, competence levels, 

expected information, and communication flow.  

For example, a software development company that is customizing software for a faith-based 
organization might be required to sign a nondisclosure agreement stating that the software 
development company will keep confidential any information the company might obtain, such as 
the names of major donors.  

The COSO framework provides the following guidance regarding limitations of authority, which are 
necessary so that (with relevant examples added separately for illustrative purposes):  

   

For example, the consideration of expanding course offerings at a community college requires input 
not just from academic departments, but the review and approval by other committees (such as the 
college fixed assets committee if there is a need for new facilities) and the college long-term planning 
committee (to determine if this expanding of course options meshes with long-term objectives).  

 Inappropriate risks are not accepted.  

For example, credit is not extended to new customers without performing a credit check.  

 Duties are segregated to reduce the risk of inappropriate conduct in the pursuit of entity objectives, 
and requisite checks and balances occur from the highest to the lowest levels of the organization.  

For example, in a small for-profit entity, lack of segregation of duties might be mitigated by active 
owner-management involvement in the daily operations of the entity.  

 Technology is leveraged as appropriate to facilitate the definition and limitation of roles and 
responsibilities within the workflow of business processes.  

 Also, third-party service providers that perform activities on behalf of an entity understand the extent 
of their decision-making rights.  

For example, an entity might use a third-party service provider to process payroll. Appropriate 
individuals within the entity would be assigned different responsibilities for inputting routine 
transactions, maintaining and reconciling batch control totals, and ensuring that the correct amount 
was transferred to a payroll bank account. These employees would be provided with different access 
rights to read, update, or delete data items based upon their authority levels and job descriptions. The 
third-party service provider is restricted from initiating any input to the payroll system (file 
maintenance, transaction processing, and other types of input).  

CONTROL ENVIRONMENT PRINCIPLE 4:  
DEMONSTRATES COMMITMENT TO COMPETENCE  

The organization demonstrates a commitment to attract, develop, and retain competent individuals in 
alignment with objectives.  

The following four points of focus highlight important characteristics relating to this principle:  

 Point of Focus Demonstrates Commitment to Competence Principle: Establishes Policies and Practices  
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Policies and practices reflect expectations of competence necessary to support the achievement of 
objectives.  

Policies and practices are the entity-level guidance and behavior that are based upon the expectations 
and requirements of various stakeholders (lenders, customers, or vendors). Policies and procedures 
provide both the foundation for defining the competence needed within the organization and the 
basis for more detailed procedures for executing and evaluating performance as well as determining 
remedial actions, as necessary.  

For example, a policy might state that only experienced personnel who have worked for similar 
entities be recruited for open positions. A practice might be that job descriptions are crafted in 

Internal Audit position might state that the ideal candidate should have certain credentials (CPA and 
CIA) and also a certain number 
might also adopt additional practices to comply with this policy such as obtaining references, 

, and 
performing a background check.  

 Point of Focus Demonstrates Commitment to Competence Principle: Evaluates Competence and Addresses 
Shortcomings  

The board of directors (those charged with governance) and management evaluate competence 
across the organization and in outsourced service providers in relation to established policies and 
practices, and act as necessary to address shortcomings.  

The human resources function of an organization often defines competence and staffing levels by 
job role, facilitating training and maintaining completion records, and evaluating the relevance and 

  

For example, a general contractor who decides to expand operations into new geographical areas 
should consider hiring local site supervisors who are familiar with not only the local building 
regulations, but also the reputation and proficiency of numerous sub-contractors.  

As an example of evaluating competence in outsourced service providers, consider a local not-for-
profit that is considering acquiring software that can be customized. The local not-for-profit does not 
have the internal expertise to make the custom modifications. In order for the software package to 
be modified and meet the not-for- -for-profit requires the assistance of 
an external software consultant. The not-for-profit might contact similar not-for-profits that are 
using the same software package that is under consideration concerning their experience with various 

  

 Point of Focus Demonstrates Commitment to Competence Principle: Attracts, Develops, and Retains Individuals  

The organization provides the mentoring and training needed to attract, develop, and retain sufficient 
and competent personnel and outsourced service providers to support the achievement of objectives.  

 Attract: Seek out candidates who demo
organizational needs, and who have the competence for the proposed roles.  

For example, an entity that recruits college graduates by having on-campus interviews might 
provide brochures that desc
features such as being able to wear casual business attire, having break rooms with 
complimentary snacks, and offering flexible work hours. A recently hired employee might 
interact with candidates before the on-campus interview and address competency and other 
questions, such as the need to obtain certain credentials within a certain time frame.  
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 Train: Enable individuals to develop competencies appropriate for assigned roles and 
responsibilities, reinforce standards of conduct and expected levels of competence for particular 
assignments, tailor training based on roles and needs, and consider a mix of delivery techniques, 
including classroom instruction, self-study, and on-the-job training.  

For example, during employee orientation and annually, the employee can be required to sign a 

competency requirements. For example, an entry-level auditor at a local CPA firm might 
acknowledge that gifts of any magnitude from clients are a violation of firm policy. The 
competency requirement might be that, after two years, the firm will have provided sufficient in-
house, external classroom, and on-the-job training for the employee to assume the 
responsibilities of an in-charge auditor.  

 

and help personnel adapt to an evolving environment.  

For example, a new employee might have a probationary period and, at the conclusion of the 
probationary period, the employee is evaluated by the departmental supervisor. The 

n include both positive comments and also note areas for 

help ensure that the employee had the requisite skills to perform tasks in accordance with the 
ctations. If not, then the departmental supervisor would provide suggestions for 

improvement.  

 Evaluate: Measure the performance of individuals in relation to the achievement of objectives 
and demonstration of expected conduct, and against service-level agreements or other agreed-
upon standards for recruiting and compensating outsourced service providers.  

For example, a subcontractor for a major project might receive a bonus if work is completed 
ahead of schedule in accordance with certain stipulated quality standards.  

 Retain: Provide incentives to motivate and reinforce expected levels of performance and desired 
conduct, including training and credentialing as appropriate.  

For example, an entity rewards employees with bonuses for suggesting practical cost-effective 
methods to enhance efficiency of operations. Similarly, an employee who achieves a certain 
milestone, such as obtaining a specialty credential in a certain area of expertise, could receive a 
bonus.  

 Point of Focus Demonstrates Commitment to Competence Principle: Plans and Prepares for Succession  

Senior management and the board of directors (those charged with governance) develop contingency 
plans for assignments of responsibility important for internal control.  

For example, the author worked with a privately owned specialty entity that began operations in the 
early 1980s with annual revenue of $60,000. The entity has grown so much that recent sales approach 
$100 million. The sole owner does not have any heirs. After consultation with legal counsel and other 
professionals, the sole owner creates a succession plan to provide assurance that the entity will 

purpose for existence will then be to generate profits continuously in order to provide funding to 
various charitable foundations.  
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CONTROL ENVIRONMENT PRINCIPLE 5: ENFORCES ACCOUNTABILITY  
The COSO framework provides this definition for this principle:  

The organization holds individuals accountable for their internal control responsibilities in the 
pursuit of objectives.  

The attributes of this principle include defining responsibilities and assigning authority for all employees 
including the board of directors. The assignment of authority and responsibility includes appropriate 

supervisor without first consulting with human resources.  

The COSO framework provides the following five points of focus to highlight important characteristics 
relating to this principle of enforcing accountability:  

 Point of Focus Enforces Accountability Principle: Enforces Accountability Through Structures, Authorities, and 
Responsibilities  

Management and the board of directors (those charged with governance) establish the mechanisms 
to communicate and hold individuals accountable for performance of internal control responsibilities 
across the organization and implement corrective action as necessary.  

The board of directors holds the chief executive officer accountable for understanding entity and 
establishing the system of internal cont
chief executive officer and senior management are then responsible for designing, implementing, 
conducting, and periodically assessing the structures, authorities, and responsibilities needed to 
establish accountability for internal control at all organization levels.  

Accountability refers to the delegated ownership for the performance of internal control in the 
pursuit of objectives considering the risks faced by the entity.  

For example, there is a control concept commonly referred to as safeguarding of assets. Senior 
management might state an objective that assets are to be adequately safeguarded. Different 
organizational units would respond to this directive by adopting measures to safeguard assets within 
their areas of authorities and responsibilities. Risk should be considered in adopting these measures.  

For example, the IT department could achieve this safeguarding assets objective by ensuring 
individual access rights to data, programs, and functions (add, delete, or others) are in accordance 

Methods to ensure that only authorized access is permitted to data, programs, and functions can be 
accomplished by implementation of a variety of controls such as the use of passwords that are input 
with keystrokes. Another method to control access would be to require the use of magnetic stripe 
access cards (such as those used at many ATMs). Still yet another control would be to employ a 
biometric identifier to identify an authorized user, such as voice or fingerprint recognition. 
Depending upon the risk (privacy issues or financial loss) associated with unauthorized access to 
certain data, programs, and functions, the IT department could restrict access using one or more of 
these controls.  

 Point of Focus Enforces Accountability Principle: Establishes Performance Measures, Incentives, and Rewards  

Management and the board of directors establish performance measures, incentives, and other 
rewards appropriate for responsibilities at all levels of the entity, reflecting appropriate dimensions of 
performance and expected standards of conduct, and considering the achievement of both short- and 
longer-term objectives.  
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Performance measures, incentives, and rewards support an effective system of internal control 

fixated on solely increasing net income may be more likely to experience unacceptable actions such as 
manipulation of the financial statements or offers of kickbacks in order to increase net income. Two 
separate COSO studies of public entities (issuers) have shown that the number-one ranked financial 
statement fraud method to overstate net income is to overstate revenue. However, an owner-
managed entity might have as an incentive to misstate financial statements in order to avoid paying 
income tax. For example, if tax rates are to be lower in the succeeding year, then there is an incentive 
to delay revenue recognition in the current year (move to the succeeding year) and move succeeding 
year expenses into the current year.  

 Point of Focus Enforces Accountability Principle: Evaluates Performance Measures, Incentives, and Rewards for 
Ongoing Relevance  

Management and the board of directors align incentives and rewards with the fulfillment of internal 
control responsibilities in the achievement of objectives.  

Performance measures are reviewed periodically for ongoing relevance and adequacy in relation to 
incentives and rewards. If necessary, internal or external factors are readjusted to objectives and other 
expectations of management, personnel, and outside providers.  

For example, a locally owned franchised restaurant provides a bonus to employees if the restaurant 
meets or exceeds service levels established by the chain, such as number of customer orders filled 
during a certain time period. However, due to the problems caused by an exceedingly severe winter, 
fewer customers than expected dined out during the first quarter of the year. Hence, this alerted 
management that performance measures needed to be evaluated due to a factor not previously 

(service levels) for determining bonuses the weather. Failure to 
take weather into account in the model used to determine bonuses could have a negative impact on 
internal control. Employees, in order to receive their bonus, might overstate the number of orders 
filled. This, in turn, would most likely cause revenue to be overstated.  

Another performance measure that could be introduced into the bonus model that might have a 
favorable impact on internal control related to reliable financial reporting is the result of customer 

was accurate as to the amount of the bill and type of food served. Employees would be paid a bonus 
based upon the restaurant receiving an 
This would provide some assurance that revenue was recorded correctly and that inventory category 
(meat or fish) amounts were reliable (assuming that the interface of the billing system to the other 
systems [revenue, inventory] was complete and accurate).  

 Point of Focus Enforces Accountability Principle: Considers Excessive Pressures  

Management and the board of directors (those charged with governance) evaluate and adjust 
pressures associated with the achievement of objectives as they assign responsibilities, develop 
performance measures, and evaluate performance.  

An example of an excessive pressure associated with this principle is unrealistic performance targets, 
particularly for short-term results. This point is stressed in GAAS. AU-C section 240, Consideration of 
Fraud in a Financial Statement Audit (AICPA, Professional Standards), notes that an excessive pressure is 
for management to attempt to meet earnings expectations of external parties that are unduly 
aggressive or unrealistic. For example, a for-profit entity might have pressure to misstate financial 
statements in order to meet certain ratio requirements contained in aggressive debt covenant 
agreements.  
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 Point of Focus Enforces Accountability Principle: Evaluates Performance and Rewards or Disciplines Individuals  

Management and the board of directors (those charged with governance) evaluate performance of 
internal control responsibilities (including adherence to standards of conduct and expected levels of 
competence) and provide rewards or exercise disciplinary action as appropriate.  

For example, the entity might have a zero tolerance policy for personal use of entity resources. Some 

such as agency-owned office computers or mobi
email filter software captures all email (including personal email) and reports violations of this policy 

6  

                                                   

6In this example, there are access restrictions prohibiting any usage of IT resources other than email. Internet access 
is not available to employees. 
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Summary  
This chapter addressed the key concepts related to the control environment component of internal 
control contained in the COSO framework issued in 2013, including the characteristics and definition 
thereof. It also provided material to obtain an understanding of the related principles and points of focus. 
Examples illustrated select control environment principles and points of focus. Finally, applicable 
professional standards that address the control environment were reviewed.  
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   Chapter 4

THE RISK ASSESSMENT COMPONENT 
OF INTERNAL CONTROL  

LEARNING OBJECTIVES  
After completing this chapter, you should be able to do the following:  

 Recall key points related to the risk assessment component of internal control and its related 
principles and points of focus, including examples.   

 Identify applicable professional standards (generally accepted auditing standards) that address the risk 
assessment component of internal control.  

 Recall the incentives, pressures, and opportunity for financial reporting fraud factors.  
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INTRODUCTION  

This chapter is based largely upon the 2013 COSO Internal Control Integrated Framework (the COSO 
framework), and AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of 
Material Misstatement (AICPA, Professional Standards).1  

AICPA publication  Smart Business. This appendix provides examples related to 
principles and points of focus of the COSO framework.  

THE COSO FRAMEWORK  

The COSO framework does the following related to the risk assessment component of internal control:  

 Indicates objective setting as a prerequisite to risk assessment 
 Emphasize the importance of stating operations, reporting, and compliance objectives clearly, so that 

any risks to those objectives can be identified and assessed 
 Considers the suitability of the objectives for use as a basis for assessing effectiveness.  
 Includes in the financial reporting category of objectives aspects of external reporting (financial and 

nonfinancial) and internal reporting (financial and nonfinancial).  
 Notes that external financial and nonfinancial reporting is prepared in accordance with external 

requirements or standards.  
 Notes that risk assessment includes the processes for risk identification, risk analysis, and risk 

response.  
 Notes that risk severity includes the concepts of velocity and persistence in addition to impact and 

likelihood.  
 Notes that the assessment of acceptable risk levels includes consideration of risk tolerance (a 

precondition to internal control), the acceptable level of variation in performance, and the relative 
importance of various objectives (operational, financial, or compliance).  

 A s in its internal and external factors 
and how these changes might affect the overall system of internal control.  

 Notes that the risk assessment process includes consideration of fraud in relation to material 
misstatement or omission or reporting, inadequate safeguarding of assets, and corruption.  

                                                   

1This chapter is based in part on Internal Control Integrated Framework, (Commissioned by COSO Authored by 
PWC) (AICPA: Durham, NC), May, 2013. Three volume set is available at:   
http://www.aicpastore.com/AST/AICPA_CPA2BIZ_Specials/EBooks/ebooks_bestsellers/PRDOVR~PC-
990025/PC-990025.jsp?selectedFormat=eBook 
 AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of Material Misstatement  (AICPA, 
Professional Standards). All auditing standards are available at the AICPA website: 
www.aicpa.org/Research/Standards/Pages/default.aspx. 
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RISK ASSESSMENT  

The COSO framework defines risk as the possibility that an event will occur and have an adverse effect 
upon the achievement of objectives. Risk tolerance is defined as the acceptable level of variation in 
performance relative to the achievement of objectives.  

Risk tolerance is normally established as part of the objective-setting process (operating, financial, and 
compliance objectives). Risk tolerance levels need to be set before risk responses and related controls can 
be developed. Control activities (one of the five components of internal control) are designed based upon 

  

Many entities use performance measures to assist entities in operating within certain risk tolerance levels. 
For example, the governance body for a school district might establish a goal that each school should  
try to achieve a pass rate of 90 percent on a national test, but the governing body accepts that only  
70 percent may pass. The lower limit of risk tolerance is a 70-percent pass rate. Performance below that 
rate would result in corrective action.  

Management may be more flexible in establishing risk tolerance and managing risks when there are no 
external requirements. However, when there are external requirements, such as those relating to external 
reporting and compliance objectives, management considers risk tolerance in light of these external 

agreement might stipulate that the entity provide the lender with quarterly reviewed financial reports 
prepared in accordance with generally accepted accounting principles (external standard).  

AU-C SECTION 315: CIRCUMSTANCES THAT CREATE RISK  

AU-C section 315 also addresses risk and states that risk can arise or change due to circumstances such as 
the following:  

 Changes in the operating environment Changes in the regulatory or operating environment can 
result in changes in competitive pressures and significantly different risks.  

 New personnel New personnel may have a different focus on, or understanding of, internal 
control.  

 New or revamped information systems Significant and rapid changes in information systems can 
change the risk relating to internal control.  

 Rapid growth Significant and rapid expansion of operations can strain controls and increase the 
risk of a breakdown in controls.  

 New business models, products, or technology Entering into business areas or transactions with 
which an entity has little experience may introduce new risks associated with internal control.  

 Corporate restructuring Restructurings may be accompanied by staff reductions, changes in 
supervision, and segregation of duties that may change the risk associated with internal control.  

 Expanded foreign operations The expansion or acquisition of foreign operations carries new and 
often unique risks that may affect internal control for example, additional or changed risks from 
foreign currency transactions.  

 New accounting pronouncements Adoption of new accounting principles or changing accounting 
principles may affect risks in preparing financial statements.  
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RISK ASSESSMENT: APPLICATION TO SMALLER ENTITIES  

AU-C section 315 states that the basic concepts of the risk assessment process should be present in every 
entity, regardless of size, but the risk assessment process is likely to be less formal and less structured in 
smaller, less complex entities than in larger ones. All entities should have established financial reporting 
objectives, but these objectives may be recognized implicitly rather than explicitly in smaller entities. 
Management may be able to learn about risks related to these objectives through direct personal 
involvement in the business.  

AU-C section 315 also notes that a smaller entity is unlikely to have an established risk assessment 
process in place. In such cases, it is likely that management will identify risks through direct personal 
involvement in the business. Irrespective of the circumstances, however, inquiry by the external auditor 
about identified risks and how they are addressed by management is still necessary.  

The principles and associated points of focus for the risk assessment component of internal control are 
discussed in detail in the material to follow. Examples have been provided to illustrate select points of 
focus in the discussion to follow.  

RISK ASSESSMENT PRINCIPLE 6: SPECIFIES SUITABLE OBJECTIVES  

The COSO framework states, with respect to this principle, that the organization specifies objectives with 
sufficient clarity to enable the identification and assessment of risks relating to objectives.  

The COSO framework provides points of focus for this principle depending on the applicable objective.  

 Points of Focus Operations Objectives:  

 Reflects 
structure, industry considerations, and performance of the entity.  

For example, a local restaurant might establish an objective that drive-through customers should 
not have to wait in line more than five minutes between the placement and delivery of an order.  

 Considers Tolerances for Risk Management considers the acceptable levels of variation relative to 
the achievement of operations objectives.  

For example, the local restaurant will accept a variance of an additional three minutes between a 
day of week, or 

other factors).  

 Includes Operations and Financial Performance Goals The organization reflects the desired level of 
operations and financial performance for the entity within operations objectives.  

For example, the local restaurant, in addition to the establishment of a service goal of completing 
an order within five minutes, might also have a goal that the average revenue per order should be 
$5. It is believed this financial goal can be achieved by using suggestive selling techniques. 

  

 Forms a Basis for Committing of Resources Management uses operations objectives as a basis for 
allocating resources needed to attain desired operations and financial performance.  



Copyright 2017 AICPA  Unauthorized Copying Prohibited 4-5 

For example, the local restaurant might elect to hire additional part-time workers during the peak 
periods in order to achieve the operations and financial goals during peak service periods.  

 Points of Focus Reporting Objectives:  

External Financial Reporting Objectives:  

 Complies With Applicable Accounting Standards Financial reporting objectives are consistent with 
accounting principles suitable and available for that entity. The adopted accounting principles are 
appropriate in the circumstances for that entity.  

For example, the U.S. Small Business Administration requires that certain assets be listed at fair 
value when a personal financial statement is submitted.2  

 Considers Materiality and Reflects Entity Activities Management considers materiality in financial 
statement presentation. External reporting reflects the underlying transactions and events to 
show qualitative characteristics and assertions.  

The COSO framework states that materiality is defined by regulators and standard-setting 
bodies. Management develops an understanding of materiality as defined by laws, rules, and 
standards when applying the COSO framework in the context of such laws, rules, and standards. 
The COSO framework states that an item is material if its omission or misstatement might 

example, an owner-
balance sh

the improper use of the loan proceeds most likely would be considered a material misstatement 
of the financial statements.  

Points of Focus External Nonfinancial Reporting:  

 Complies With Externally Established Standards and Frameworks Management establishes objectives 
in accordance with laws and regulations, or standards and frameworks of recognized external 
organizations.  

For example, consider a local chapter of a national professional association. The local chapter is 
required to have both a minimum number of members and luncheon meetings each year 
(standard set at the national level) in order to receive funding from the national office.  

 Considers the Required Level of Precision and Reflects Entity Activities Management reflects the 
required level of precisions and accuracy suitable for user needs and as based on criteria 
established by third parties in nonfinancial reporting. External reporting reflects the underlying 
transactions and events within a range of acceptable limits.  

The COSO framework notes the following with regard to precision and th

reporting and financial reporting objectives):  

o Classifies and summarizes information in a reasonable manner and at the appropriate level 
of detail so that it is neither too detailed nor too condensed.  

o Reflects the underlying entity activities  

                                                   

2www.sba.gov/content/economic-disadvantage-eligibility 
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o Presents transactions and events within the required level of precision and accuracy suitable 
for user needs  

o Uses criteria established by the third parties and as set out in external standards or 
frameworks, as appropriate.  

Internal Reporting Objectives:  

Similar to the nonfinancial reporting objectives discussed previously, internal reporting objectives 
also have the following similar points of focus:  

 Internal reporting provides management with accurate and 

entity.  

For example, the corporate management at a local community bank with five branches might 
develop a formula to allocate corporate overhead costs to each branch. Each location is required 
to use this formula in the preparation of monthly financial performance reports.  

 Considers the Required Level of Precision and Reflects Entity Activities Management reflects the 
required level of precisions and accuracy suitable for user needs in non-financial reporting 
objectives, and materiality within financial reporting objectives. Internal reporting reflects the 
underlying transactions and events within a range of acceptable limits.  

To continue the community bank example, each location is allowed to estimate the amount of 
interest income on loans originated at the location in preparing its monthly financial reports. For 
variable interest rate loans, the branch might use average loans outstanding each month (using 

ning and ending interest rates) to determine interest 
income on loans. The interest income estimate could be more precise (and perhaps more costly 
to compute) if, instead of using the beginning and ending monthly amounts for loan balances 
and interest rates, the beginning and ending daily amounts were used.  

 Points of Focus Compliance Objective  

 Reflects External Laws and Regulations Laws and regulations establish standards of conduct that 
the entity integrates into compliance objectives.  

For example, the local community bank is required to meet certain regulatory financial ratios 
every day in order to avoid possible sanctions. The community bank should have procedures in 
place to provide assurance that the financial ratios are computed daily and compared with those 
required by regulation.  

 Considers Tolerances for Risk Management considers the acceptable levels of variation relative to 
the achievement of compliance objectives.  

In the community bank example, management would want assurances that the required various 
daily ratio calculations are precise. This level of precision provides management with a high level 
of assurance that any unfavorable variance is reliable and management can then take appropriate 
action if the various daily ratio calculations are not within the acceptable regulatory requirements. 
If the daily ratio calculation is not precise, then there is a likelihood that an unfavorable variance 
might in fact not truly be unfavorable, and management may take appropriate actions that might 
not need to be taken.  
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KNOWLEDGE CHECK  
1.   

a. Operations.  
b. Internal reporting.  
c. External financial reporting.  
d. External nonfinancial reporting.  

RISK ASSESSMENT PRINCIPLE 7: IDENTIFIES AND ANALYZES RISK  

The organization identifies risks to the achievement of its objectives across the entity and analyzes risks 
as a basis for determining how the risks should be managed.  

It is important to note that the COSO framework notes that the identification and analysis of risk is a 
continuous process that considers all levels of the entity and internal and external factors, involves 
management, considers the likelihood of the risk occurring, and evaluates how to respond to the risk.  

The COSO framework provides the following five points of focus related to this principle:  

 Point of Focus Includes Entity, Subsidiary, Division, Operating Unit, and Functional Levels  

The organization identifies and assesses risks at the entity, subsidiary, division, operating unit, and 
functional levels relevant to the achievement of objectives. For example, for those SMEs that do not 
have independent members on the board of directors (those charged with governance), at the entity 
level, there is a possible risk that management could override controls to misstate financial statements 
or provide fraudulent operational reports.  

Examples of various types of risk origination are provided in the COSO framework. One risk that is 
of particular note, in light of the expected migration of many entities to cloud computing for general 
ledger and transaction processing, is that the risk originating in the use of outsourced service 
providers.  

 Point of Focus Analyzes Internal and External Factors  

The COSO framework states that risk identification considers both internal and external factors and 
their impact on the achievement of objectives.  

Furthermore, the COSO framework notes that it is crucial to the risk assessment process to identify 
external and internal factors that contribute to risk at an entity level. Risks also need to be identified 
at the transaction level within the en
functions (which include business processes such as the procurement process at a not-for-profit). An 
example of a risk at the entity level is the lack of a competent financial expert to review financial 
statements prepared for external purposes. An example of a risk at the transaction level is lack of 
segregation of duties in various transaction-processing systems.  

The COSO framework provides the following types of external factors to be considered in risk 
identification (the list may not be all-inclusive, and relevant examples have been added separately for 
illustrative purposes):  

http://www.sba.gov/content/economic-disadvantage-eligibility
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 Economic changes that can impact funding and entry into the marketplace.  

For example, local charitable organizations that are wholly or partially dependent on donations 
(such as a food bank) might experience a decrease in contributions during economic downturns.   

 Natural Environment For example, catastrophes that can lead to changes in operations or 
availability of raw materials, (or both).  

For example, many farmers in drought areas of the country (California, Texas, and so on) have 
been forced out of business due to lack of rain or other water sources to irrigate their fields.  

 Regulatory For example, a new regulation can require changes in operating or reporting 
policies and strategies.  

For example, financial institutions, including local community banks, are required to document 
contingency plans in the event of a pandemic event.  

 Foreign Operations Governmental changes (laws, regulations, taxes) in other countries in 
which the entity operates.  

For example, an entity with foreign operations is subject to changes in the tax regulations in that 
country.  

 Social For example, changing customer expectations that can affect product customer service.  

For example, an entity that is a local school district imports school athletic uniforms that are 

the local board of education passes a rule that only school athletic uniforms that are 
manufactured in the United States may be purchased by the school district.  

 Technological For example, developments that can affect the availability and use of 
technology-based services.  

An example of a technological external risk would be a denial-of-service attack by hackers at a 
local faith- 3  

The COSO framework provides the following types of internal factors to be considered in risk 
identification (the list may not be inclusive):  

 Infrastructure For example, decisions on the use of resources that can affect operations.  

An example is a local pawnshop that decides to open another location. The expansion plan 
allows for the hiring of additional staff that needs on-the-job training. During this training 
period, customer service might be impacted adversely due to transactions being conducted by 
inexperienced staff.  

 Management Structure For example, a change in management responsibilities can affect how 
certain controls are performed.  

                                                   

3The purpose of a denial-of-service attack is to make IT resources unavailable to its users. A common method of 
attack is to send an inordinate amount of requests to a website so that intended users of the website are denied 
access. 
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An example is that a recession may cause an entity to lay off many members of senior and 
middle management. The remaining managers have a wider span of responsibility for additional 
areas including the related internal controls for those areas. The entity could have erroneous or 

or management -   

 Personnel For example, the quality of personnel.  

In many smaller entities, the entity does not have the resources to employ technical personnel to 
manage the local area network. The entity could compensate for this weakness in IT skills by 
outsourcing the management of the local area network or adopting services provided by cloud 
service providers.  

 Access to Assets   

Assets subject to a high risk of misappropriation should have additional controls to mitigate this 
risk. For example, the highest valued items in a jewelry store are not in the display cabinets, but 
rather in a locked safe with access limited to the owner-manager.  

 Technology
operations.  

For example, an entity might not have an IT disaster recovery plan or perform routine backup. 
An equipment failure could destroy critical data files that would require extensive effort to 
recreate.  

 Point of Focus Involves Appropriate Levels of Management  

The entity puts into place risk assessment mechanisms that involve appropriate levels of 
management.  

For example, members of senior management would be involved in establishing entity-wide policies 
and procedures.  

 Point of Focus Estimates Significance of Risks Identified Identified risks are analyzed through a process 
that includes estimating the potential significance of the risk.  

The COSO framework notes that a risk analysis needs to be performed after risks have been 
identified at the entity and transaction levels. The assessment typically involves a consideration of the 
probability of the risk occurring and its potential impact.  

For example, a local florist that obtains its inventory from overseas might evaluate the probability 
that this supply chain would be disrupted and the length of the disruption, and then estimate the 
financial impact that this supply interruption would cause.  

The COSO framework notes that risk velocity and duration of the length of the impact after the risk 
has occurred should also be considered when management conducts a risk assessment. Risk velocity 
denotes the speed with which the entity is expected to experience the impact of the risk.  

For example, a local restaurant would anticipate a high velocity if the media reported that numerous 
customers became ill due to acquiring Hepatitis A at the restaurant. The restaurant would most likely 

illness. The duration of the length of the impact, such as the time required to restore consumer 
confidence and rebuild a strong customer base, could be weeks, months, or even years.  
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 Point of Focus Determines How to Respond to Risks  

Risk assessment includes considering how the risk should be managed and whether to accept, avoid, 
reduce, or share the risk.  

The risk responses are classified into the following categories:  

 Acceptance No action is taken in response to the probability or impact of the risk.  

For example, many entities recognize the risk associated with lack of segregation of duties, such 
as errors or fraud occurring and not being detected. However, when analyzing the cost of the 
control to mitigate this risk, management might decide not to take any action due to cost-benefit 
issues.  

 Avoidance Discontinuing the undertakings that cause the risk.  

For example, an entity that is a housing contractor might not continue to expand in a certain 
high-end market due to the lack of skilled subcontractors available to complete the project within 
a certain time frame.  

 Reduction Actions are employed to decrease the probability or impact of the risk.  

For example, in an owner-manager entity, the owner-manager (in order to lower the probability 
or impact of billing fraud 
custody of the password that permits any changes to the vendor database.  

 Sharing Reducing the probability or impact of the risk by transferring or sharing a portion of 
the risk.  

For example, an entity whose IT department does not back up data and does not have a disaster 
recovery plan might obtain business interruption and other appropriate insurance coverage. This 
coverage allows the entity to share or transfer all of part of the costs to reconstruct data and the 
revenue losses caused by external or internal threats that destroy data or the data center.  

KNOWLEDGE CHECK  

2.  
principle?  

a. Specifies suitable objectives.  
b. Identifies and analyzes risk.  
c. Identifies and analyzes significant change.  
d. Assesses fraud risk.  
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RISK ASSESSMENT PRINCIPLE 8: ASSESSES FRAUD RISK  
The organization considers the potential for fraud in assessing risks to the achievement of objectives.  

The COSO framework provides the following four points of focus concerning this principle:  

 Point of Focus Considers Various Types of Fraud  

The assessment of fraud considers fraudulent reporting,4 possible loss of assets, and corruption 
resulting from the various ways that fraud and misconduct can occur.  

 Fraudulent Financial Reporting   

AU-C section 240, Consideration of Fraud in a Financial Statement Audit (AICPA, Professional 
Standards), defines fraud 
those charged with governance, employees, or third parties, involving the use of deception that 
results 5 AU-C section 
240 is consistent with the COSO framework in that both have the same fraud risk factors 
(incentive or pressure, opportunity, and attitudes or rationalizations).  

AU-  might be 
focused on employee fraud or misappropriation of assets. Misappropriation of assets is defined 
and discussed in the information that follows.  

The COSO framework defines fraudulent financial reporting as an intentional act designed to deceive 
users of external financial reports and that may result in a material omission from or 
misstatement of such financial reports.  

How might fraudulent financial reporting occur? Many commercially available accounting 
software packages allow the user to change beginning balances. An unscrupulous bookkeeper 
might change the beginning balance of cash in bank to hide a theft. This would permit the bank 
account balance to balance to the books and provide the appearance that the books are in order.  

 Fraudulent Nonfinancial Reporting  

Fraudulent nonfinancial reporting is defined in the COSO framework as an intentional act designed to 
deceive users of nonfinancial reporting, including sustainability reporting, health and safety, or 
employment activity, and that might result in reporting with less than the intended level of 
precision.  

For example, a local charity, such as a food bank, might provide an erroneous report of a larger 
number of clients served than were actually served when seeking funding from external sources 
for expansion.  

 Misappropriation of Assets  

Misappropriation of assets is defined in the COSO framework 
where the effect may cause a material omission or misstatement in the external financial reports.  

                                                   

4Both internal and external financial and nonfinancial reporting.  
5 www.aicpa.org/Research/Standards/AuditAttest/DownloadableDocuments/AU-C-00240.pdf 
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AU-C section 240 
and is often perpetrated by employees in immaterial amounts. The standard notes that 
misappropriation of assets can be perpetrated by management, who can override internal control 
and better disguise the theft. AU-C section 240 provides the following examples of how asset 
misappropriation can occur (examples of each have been provided for illustrative purposes):  

o Embezzling receipts.  

For example, at a local faith-based organization, the members who collect and count cash 
receipts collude and steal some of the donations.  

o Stealing physical assets or intellectual property.  

For example, during holiday periods, it is not uncommon for the office supply of Scotch 
tape to become curiously depleted.  

o Causing an entity to pay for goods and services not received.  

For example, a common scheme at many construction sites is for the site supervisor to 
tional 

  

o Using an entity s assets for personal use.  

For example, at a CPA firm, a member of the staff solicits his or her own clients and then uses 
r a fee.  

AU-C section 240 also states that misappropriation of assets is often accompanied by fictitious 
documents in order to conceal the fact that the assets are missing or have been pledged without 
proper authorization. For example, many fake vendor billing frauds require the perpetrator to 
make fictitious invoices.  

The COSO framework also lists illegal acts as a type of fraud. Illegal acts are defined as violations 
of laws or governmental regulations that could have a material direct or indirect impact on the 
external financial reports.  

For example, a steel fabricator might not comply with OSHA safety requirements and be subject 
to a major fine.  

 Safeguarding of Assets and Corruption  

The COSO framework also makes reference to safeguarding of assets and corruption schemes. It 
is noted that safeguarding of assets concerns controls to prevent the unauthorized and willful 
acquisition, use, or disposal of assets. Corruption schemes are typically classified into various 
subcategories such as illegal gratuities and kickbacks.  

Often, the professional literature has examples that overlap among the three major categories of 
safeguarding assets, misappropriation of assets, and corruption schemes. These three major 
categories contain schemes that occur because of failures in various transaction-processing systems.  

 Point of Focus Assesses Incentive and Pressures  

The assessment of fraud considers incentives and pressures.  

The COSO framework notes that incentives and pressures often result from, and are associated with, 
the control environment principle, enforces accountability. This principle notes that the entity should 
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consider such performance measures as tight versus loose budgets, incentives, and rewards (such as a 
bonus if certain sales targets are achieved). These factors, performance measures, and incentives and 
rewards can create pressure for employees to perpetrate a fraud. For example, a pressure could be that 
the employee must meet certain sales targets at least 7 months out of 12 consecutive months or lose 
employment. The employee might cheat and overstate sales in order to retain employment.  

 Point of Focus Assesses Opportunities  

The assessment of fraud considers opportunities for (1) unauthorized acquisition, use, or disposal of 
  

The COSO framework notes that opportunity is provided by weak control activities, inadequate 
monitoring activities, insufficient management oversight, and management override of control.  

The COSO framework provides the following examples of when opportunity for various categories 
of fraud (for example, fraudulent financial reporting, misappropriation of assets, and corruption 
schemes) increase (not necessarily a comprehensive list):  

 A complex or unstable organizational structure  

For example, a smaller entity with several owners and each owner is competing to become the 
dominant owner.  

 High turnover rates of employees within various departments such as accounting, operations, 
and IT  

For example, if the entity does not pay competitive salaries, then personnel who have received training 
at the entity might leave for positions that have a higher status or a better compensation package.  

 Ineffective design or poorly executed control activities  

For example, the entity might have a policy that credit reports be obtained on all new customers. 
However, if goods are shipped before the credit report is obtained, then there is a chance that 
the credit sale will not be fully collected, if at all.  

 Ineffective technology systems  

For example, an entity that outsourced its payroll processing to a cloud service provider and the 
  

 Point of Focus Assesses Attitudes and Rationalizations  

The assessment of fraud considers how management and other personnel might engage in or justify 
inappropriate actions.  

The COSO framework provides the examples similar to the following attitudes and rationalizations:  

 
  

 The perpetrator believes that the entity owes him or her because of reasons most likely 
associated with job dissatisfaction (for example, the perpetrator has not received a raise for 

property, and so forth).  
 A person not understanding or not caring about the penalties associated with his or her behavior.  

For example, an employee with a severe substance abuse condition who funds this dependency 
by stealing company assets most likely will not care about the consequences if caught.  
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AU-C SECTION 240 CONSIDERATION OF FRAUD IN A FINANCIAL 
STATEMENT AUDIT  

AU-C section 240 notes that there are two categories of fraud fraudulent financial reporting and 
misappropriation of assets.  

AU-C section 240 provides a list of fraud risk factors classified by either fraudulent financial reporting or 
misappropriation of assets. Additionally, within each classification, risk factors are categorized by the 
three aspects of fraud pressure, opportunity, and rationalization. Because the COSO framework refers 
specifically to fraud risk, the risk factors relating to fraudulent financial reporting mentioned in AU-C 
section 240 may be relevant and have been listed for reference in exhibit 4-1.  

  Exhibit 4-1 Fraud Risk Factors From AU-C Section 240   

Risk Factors Relating to Misstatements Arising From Fraudulent Financial Reporting  

The following are examples of risk factors relating to misstatements arising from fraudulent 
financial reporting:  

Incentives and Pressures to Commit Fraudulent Financial Reporting Risk Factors  

 Financial stability or profitability is threatened by economic, industry, or entity 
operating conditions, such as (or as indicated by)  

 high degree of competition or market saturation, accompanied by declining margins;  
 high vulnerability to rapid changes, such as changes in technology, product 

obsolescence, or interest rates;  
 significant declines in customer demand and increasing business failures in either 

the industry or overall economy;  
 operating losses making the threat of bankruptcy, foreclosure, or hostile takeover 

imminent;  
 recurring negative cash flows from operations or an inability to generate cash flows 

from operations while reporting earnings and earnings growth;  
 rapid growth or unusual profitability especially compared to that of other 

companies in the same industry; and  
 new accounting, statutory, or regulatory requirements.  

 Excessive pressure exists for management to meet the requirements or expectations of 
third parties due to the following:  

 Profitability or trend level expectations of investment analysts, institutional investors, 
significant creditors, or other external parties (particularly expectations that are unduly 
aggressive or unrealistic), including expectations created by management in, for 
example, overly optimistic press releases or annual report messages.  

 Need to obtain additional debt or equity financing to stay competitive, including 
financing of major research and development or capital expenditures.  
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  Exhibit 4-1 Fraud Risk Factors From AU-C Section 240 (continued)  

 Marginal ability to meet exchange listing requirements or debt repayment or other 
debt covenant requirements. 

 Perceived or real adverse effects of reporting poor financial results on significant 
pending transactions, such as business combinations or contract awards.  

 Need to achieve financial targets required in bond covenants.  
 Pressure for management to meet the expectations of legislative or oversight 

bodies or to achieve political outcomes, or both. 

 Information available indicates that the personal financial situation of management or 
those 
arising from the following:  

 Significant financial interests in the entity  
 Significant portions of their compensation (for example, bonuses, stock options, 

and earn-out arrangements) being contingent upon achieving aggressive targets for 
stock price, operating results, financial position, or cash flow  

 Personal guarantees of debts of the entity  

 Management or operating personnel are under excessive pressure to meet financial 
targets established by those charged with governance, including sales or profitability 
incentive goals.  

Opportunities to Commit Fraudulent Financial Reporting Risk Factors  

 
in fraudulent financial reporting that can arise from the following:  

 Significant related-party transactions not in the ordinary course of business or with 
related entities not audited or audited by another firm.  

 A strong financial presence or ability to dominate a certain industry sector that 
allows the entity to dictate terms or conditions to suppliers or customers that may 
result in inappropriate or non- -length transactions.  

 Assets, liabilities, revenues, or expenses based on significant estimates that involve 
subjective judgments or uncertainties that are difficult to corroborate.  

 Significant, unusual, or highly complex transactions (especially those close to period 
 

 Significant operations located or conducted across jurisdictional borders where 
differing business environments and regulations exist.  

 Significant bank accounts or subsidiary or branch operations in tax-haven 
jurisdictions for which there appears to be no clear business justification.  

 Use of business intermediaries for which there appears to be no clear business 
justification.  

 The monitoring of management is not effective as a result of the following:  

 Domination of management by a single person or small group (in a nonowner-
managed business) without compensating controls  

 Oversight by those charged with governance over the financial reporting process 
and internal control is not effective. 
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  Exhibit 4-1 Fraud Risk Factors From AU-C Section 240 (continued)  

 The organizational structure is complex or unstable, as evidenced by the following:  

 Difficulty in determining the organization or individuals that have controlling 
interest in the entity.  

 Overly complex organizational structure involving unusual legal entities or 
managerial lines of authority.  

 High turnover of senior management, legal counsel, or those charged with 
governance.  

 Internal control components are deficient as a result of the following:  

 Inadequate monitoring of controls, including automated controls and controls over 
interim financial reporting (when external reporting is required).  

 High turnover rates of employment of accounting, internal audit, or IT staff who are 
not effective.  

 Accounting and information systems that are not effective, including situations 
involving significant deficiencies or material weaknesses in internal control.  

 Weak controls over budget preparation and development and compliance with law 
or regulation.  

Attitudes and Rationalizations to Commit Fraudulent Financial Reporting Risk Factors  

 Communication
ethical standards by management, or the communication of inappropriate values or 
ethical standards that are not effective  

 
selection of accounting policies or the determination of significant estimates  

 Known history of violations of securities laws or other laws and regulations, or claims 
against the entity, its senior management, or those charged with governance, alleging 
fraud or violations of law and regulations  

 Excessive interest 
or earnings trend  

 The practice by management of committing to analysts, creditors, and other third 
parties to achieve aggressive or unrealistic forecasts  

 Management failing to remedy known significant deficiencies or material weaknesses in 
internal control on a timely basis  

 An interest by management in employing inappropriate means to minimize reported 
earnings for tax-motivated reasons  

 Low morale among senior management  
 The owner-manager makes no distinction between personal and business transactions.  
 Dispute between shareholders in a closely held entity  
 Recurring attempts by management to justify marginal or inappropriate accounting on 

the basis of materiality 
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  Exhibit 4-1 Fraud Risk Factors From AU-C Section 240 (continued)  

 A strained relationship between management and the current or predecessor auditor, 
as exhibited by the following:  

 Frequent disputes with the current or predecessor auditor on accounting, auditing, 
or reporting matters  

 Unreasonable demands on the auditor, such as unreasonable time regarding the 
 

 Restrictions on the auditor that limit access inappropriately to people or information 
or the ability to communicate effectively with those charged with governance  

 Domineering management behavior in dealing with the auditor, especially involving 

continuance of personnel assigned to, or consulted on, the audit engagement 

KNOWLEDGE CHECK  
3. An example of an attitude or a rationalization risk factor to commit fraudulent financial reporting is  

a. Management failing to remedy known significant deficiencies or material weaknesses in 
internal control on a timely basis.  

b. High turnover rates of employment of accounting, internal audit, or IT staff who are not 
effective.  

c. Weak controls over budget preparation, budget development, and compliance with law or 
regulation.  

d. Significant, unusual, or highly complex transactions (especially those close to period-end) 
 

RISK ASSESSMENT PRINCIPLE 9: IDENTIFIES AND ANALYZES 
SIGNIFICANT CHANGE  

The organization identifies and assesses changes that could significantly impact the system of internal 
control.  

The COSO framework provides the following three points of focus for this principle:  

 Point of Focus Assesses Changes in the External Environment.  

The risk identification process considers factors such as changes to the regulatory, economic, and 
physical environment in which the entity operates.  

An example of a changing regulatory environment of a local faith-based organization would be a new 
requirement to provide additional documentation in order to maintain a nontaxable status for federal 
income tax purposes. There is a risk that if the faith-based organization does not develop methods to 
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record and report this additional information in a timely manner, the organization could lose its 
nontaxable status.  

As an example of a change in the economic environment, consider a local tire store. If the economy 
were to have a downturn, then this might have a behavioral impact on consumers. Consumers could 
possibly retain their existing vehicles longer than planned. This in turn would increase the demand 
for new tires and, hence, the economic downturn could be economically beneficial for the local tire 
store.  

The changing physical environment (for example, weather patterns) can have a detrimental impact on 
an entity that is located in a resort area that caters to the snow skiing industry. If there is both a slight 
amount of precipitation and the temperatures during the peak skiing season are unusually warm, then 
local for-profit entities most likely would suffer adverse economic consequences due to a lack of 
demand (low number of skiers, tourists, and so forth).  

 Point of Focus Addresses Changes in the Business Model.  

The organization considers the potential impacts of new business lines, dramatically altered 
compositions of existing business lines, acquired or divested business operations on the system of 
internal control, rapid growth, changing reliance on foreign geographies, and new technologies.  

The owner-manager of a second-hand clothing store that sells only high-end fashions grew faster 
than anticipated partially due to the recession. The owner-
those consumers who were used to acquiring haute couture clothing and who were also adversely 
impacted financially due to the recession still desired to acquire high-end fashions, but at a much 
lower price. The owner-manager obtained the inventory of used luxury clothing from various sources 
(online advertising, and so on). Because of the dramatic growth of this niche market, the owner-
manager employed temporary staff during the winter busy season. The owner-manager was focused 
on making sales and not internal control. Unfortunately, some of the temporary staff were in 
collusion with several customers. Some of the temporary staff undercharged customers for 

  

 Point of Focus Assesses Changes in Leadership.  

The organization considers changes in management and respective attitudes and philosophies on the 
system of internal control.  

For example, a new management team at a used car dealership might be partially compensated based 
upon sales. The new management team might use its influence over the credit department to approve 
vehicle sales to customers who are classified as a high credit risk. If the dealership finances the sale, 
then there is a higher risk of an increase in bad debts due to this weakness in internal control 
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Summary  
This chapter addressed the key concepts related to the risk assessment component of internal control 
contained in the COSO framework issued in 2013. It also provided material to obtain an understanding 
of the related principles and points of focus.  

Objectives must be stated clearly in order to assess risk. Internal controls are designed based upon a risk 
assessment, risk tolerance, and the relative importance of the objective.  

Examples illustrated the risk assessment component of internal contr  and points of focus.  

Applicable professional standards that address risk assessment (AU-C section 315 and AU-C section 240) 
were covered.  

The incentives, pressures, and opportunity for financial reporting fraud factors that are contained in 
professional auditing standards cited in AU-C section 240 were provided in exhibit 4-1.  
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   Chapter 5

THE CONTROL  
ACTIVITIES COMPONENT OF 

INTERNAL CONTROL  

LEARNING OBJECTIVES  
After completing this chapter, you should be able to do the following:  

 Recall key points related to the control activities component of internal control and its related 
principles and points of focus, including examples.   

 Identify the professional standards (generally accepted auditing standards) that address the control 
activities component of internal control.  
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INTRODUCTION  

This chapter is based largely upon the 2013 COSO Internal Control Integrated Framework 
).1  

AICPA publication Internal Control for Toda . This appendix provides examples related to 
principles and points of focus of the COSO framework.  

THE COSO FRAMEWORK  

The COSO framework does the following related to the control activities component of internal control:  

 Incorporates the evolution in technology  
 Discusses the relationship between automated control activities and general controls over technology 

to emphasize the linkages to business processes, with the specifics on automated control activities 
and general controls over technology separated into separate sections to clarify the distinction 
between the two types of controls.  

 Explains that control activities constitute a range of control techniques while providing a more 
detailed description of these types and techniques of controls, and a method to categorize them; 
crafting distinct transaction-level controls from controls at other levels of the organization; and 
discussing in more detail information-processing objectives.  

 Focuses on the widespread concepts of what needs to be controlled as relates to general technology 
controls.  

 Clarifies that control activities are actions established by policies and procedures rather than being 
the policies and procedures themselves.  

CONTROL ACTIVITIES  

The COSO framework states that control activities are the actions established through policies and 

of objectives are implemented and operating. Control activities are performed at all levels of the entity, at 
different phases within business processes, and over the technology environment. Control activities may 
be preventive or detective in nature and may incorporate a range of manual and automated activities such 
as authorizations and approvals, verifications, reconciliations, and business performance reviews. 
Segregation of duties is typically designed into the selection and development of control activities. If the 

                                                   

1This chapter is based in part on Internal Control Integrated Framework, (Commissioned by COSO Authored by 
PWC) (AICPA: Durham, NC), May, 2013. Three volume set is available at:   
http://www.aicpastore.com/AST/AICPA_CPA2BIZ_Specials/EBooks/ebooks_bestsellers/PRDOVR~PC-
990025/PC-990025.jsp?selectedFormat=eBook 
 AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of Material Misstatement  (AICPA, 
Professional Standards). All auditing standards are available at the AICPA website: 
www.aicpa.org/Research/Standards/Pages/default.aspx. 
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implementation of the segregation of duties control is not practical, then management selects and 
develops other control activities.  

Control activities 
very much a part of the processes by which an entity strives to achieve those objectives.  

Control activities 
s over the security of its information 

technology influences the processing of accurate and valid consumer transactions, the safeguarding of 

website. In this example, control activities are necessary to support the reporting (accurate and valid 
consumer transactions), compliance (safeguarding information in accordance with policies), and 
operations (availability of the website) objectives.  

The principles and associated points of focus for the control activities component of internal control are 
discussed in detail in the following material. Examples have been provided to illustrate select points of 
focus in the discussion to follow.  

KNOWLEDGE CHECK  

1. The control activity of keeping high-valued merchandise in a locked display cabinet at a retail store 
achieves which internal control objective?    

a. Reporting  
b. Compliance 
c. Operations 
d. Profitability 

CONTROL ACTIVITIES PRINCIPLE 10: SELECTS AND DEVELOPS  
CONTROL ACTIVITIES  
Following is the first principle of the control activities component of internal control:  

The entity selects and develops control activities that assist in mitigating risks to the achievement 
of objectives to appropriate levels.  

The following six points of focus emphasize important characteristics relating to this principle:  

 Point of Focus Integrates With Risk Assessment  

Control activities help ensure that risk responses that address and mitigate risks are carried out.  

Control activities are especially aligned with the risk assessment component of internal control. 
Management identifies and puts into operation actions needed to implement specific risk responses. 
Control activities are designed and placed into operation when the entity desires to reduce or share a 
particular risk. Control activities are those actions that help ensure that responses to assessed risks are 
performed correctly and within an appropriate time frame.  
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For example, an entity might perceive a risk regarding inadequate segregation of duties. The 
or 

this account. The entity might elect to accept this risk (inadequate segregation of duties) because this 
particular bank account has a small balance continuously, is not used for processing cash receipts or 
disbursements, and does not have an overdraft protection feature. However, if the bookkeeper has 
the previously mentioned incompatible duties and also has access to the bank operating account 
which has a balance that is material to the financial statements, then the entity might share this risk 
by having the employee bonded. The entity might also decrease the risk due to an inadequate 
segregation of duties by implementing controls such as having the owner-manager review 
transactions in the operating account on a daily basis (detective control) and requiring owner-
manager approval for disbursements over a certain dollar amount (for example, $2,000, a preventive 
control).  

 Point of Focus Considers Entity-Specific Factors  

Management considers how the environment, complexity, nature, and scope of its operations, as well 
as the specific characteristics of its organization, affect the selection and development of control 
activities.  

Because each entity has its own set of objectives and implementation methods, there will be 
differences in objectives, risks, risk response, and related control activities. Even if two entities have 
identical objectives and structures, their control activities could be different. This could be due to 
different factors such as each entity having management with different attitudes towards internal 
control and different risk tolerances.  

The COSO framework provides the following examples of entity-specific variables that can affect 
the control activities needed to support the system of internal control:  

 The environment and complexity of an entity, and the nature and scope of its operations, both 
physically and logically, affect its control activities.  

For example, a small not-for-profit entity might outsource the control activity of independent 
bank reconciliation to a CPA firm in order to achieve the control principle concerning adequate 
segregation of duties. The entity might also implement a logical access control that requires two 
individuals to enter separate passwords for any cash disbursement greater than a certain dollar 
amount.  

 Highly regulated entities generally have more complex risk responses and control activities than 
less-regulated entities.  

For example, an entity that is a community bank must comply with extensive regulations 
regarding loans, deposits, and daily financial ratios. The nature and extent of documentation and 
procedures are quite extensive in order to provide assurance that the community bank complies 
with regulatory requirements. Many nonregulated entities are not as complex and oftentimes 
control activities exist but are not documented.  

 The scope and nature of risk responses and control activities for multinational entities with 
diverse operations generally address a more complex internal control structure than those of a 
domestic entity with less-varied activities.  

This is, most likely, partially due to varying cultural and legal issues present in different countries.  

 An entity with a sophisticated enterprise resource planning (ERP) system will have different 
control activities than an entity that uses an off-the-shelf computer accounting system.  
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Off-the-shelf computer accounting software generally has been tested by a wide range and 
number of users when compared with a sophisticated ERP system.  

 An entity with decentralized operations and an emphasis on local autonomy and innovation 
presents different control circumstances than another whose operations are constant and highly 
centralized.  

This is due to the 

environment.  

 Point of Focus Determines Relevant Business Processes  

Management decides which relevant business processes require control activities.  

Transaction controls are the most basic control activities in an entity because they address risk 

financial consolidations process to the customer support process at a particular operating unit.  

The controls to mitigate these risks are often classified into various transaction-processing systems, 
such as revenue, purchasing, payroll, and so forth.  

A generally accepted way to consolidate these business process risks into a more manageable form is 
to categorize them according to information processing objectives of completeness, accuracy, and 
validity.  

The following information-processing objective definitions are used in the COSO framework .  

 Completeness Transactions that occur are recorded. For instance, an organization can mitigate 
the risk of not processing all transactions with vendors by selecting actions and transaction 
controls that support the objective that all invoice transactions are processed within the accounts 
payable system (process).  

An example of transactions that occur but are not recorded is when assets are misappropriated. 
Many misappropriation of assets schemes occur without the need to record the transaction in 
order to hide the theft. For example, an employee could steal an item of inventory and not 
record the theft. This type of theft would most likely not be discovered until a physical inventory 
count is conducted and the physical inventory count does not reconcile with the books (for 
example, the books have a higher amount of inventory because the theft was not recorded).  

 Accuracy Transactions are recorded at the correct amount and in the right account (and on a 
timely basis) at each stage of processing.  

For example, a small retail entity might have barcodes attached to all inventory items. These 
items are scanned when a sale occurs, prompting the system to access a file of updated inventory 
prices and data to provide assurance that the correct amount of revenue and cost of goods sold 
are recorded. The inventory and cash or accounts receivable are also correctly updated for each 
sale.  

 Validity Recorded transactions represent economic events that actually occurred and were 
executed according to prescribed procedures. Validity is generally achieved through control 
activities that include the author
established policies and procedures (such as approval by a person having the authority to do so).  



5-6 Copyright 2017 AICPA  Unauthorized Copying Prohibited 

For example, the board of directors (those charged with governance) might require its approval 
before management can purchase assets that cost more than $10,000.  

Untimely Transaction Processing and Restricted Access  

The COSO framework notes that the risk of untimely transaction processing may be considered 
a separate risk or included as part of the completeness or accuracy information-processing 

illness, not pay vendors within a stated time period and the entity might incur unexpected costs, 
such as the loss of a purchase discount.  

The COSO framework also notes that restricted access is a significant consideration for most 
business processes and is often included as an information-processing objective. Without suitably 
limiting access over transactions in a business process, the control activities in that business 
process can be overridden and segregation duties may not be obtained.  

Restricted 
Many accounting software packages used by entities are delivered with default access rights. 
Appropriate management personnel should establish access rights for application and operating 
system software, data items, and so forth for employees that are in accordance with the 

 

 Point of Focus Evaluates a Mix of Control Activity Types  

Control activities include a range and variety of controls and may include a balance of approaches to 
mitigate risks, considering both manual and automated controls, and preventive and detective 
controls.  

Examples of these approaches and types of controls are provided in the following information.  

The mix of transaction control activities that can be chosen and developed include the following 
(types included are obtained from the COSO framework):  

 Authorizations and Approvals An authorization provides assurance that a transaction is valid (it 

usually takes the form of an approval by a higher level of management or of verification and a 
determination if the transaction is valid.  

Authorization has classically been categorized into two categories general and specific. For 

transactions and does not need to seek approval to execute these routine transactions. Specific 

ve any wire transfer 
in excess of $10,000.  

 Verifications Verifications compare two or more items with each other or compare an item with 
a policy and perform a follow-up action when the two items do not match or the item is not 
consistent with policy.  

Fo
greater than $5,000 requires an additional approval by the owner-manager before a check can be 
processed. Any disbursement that exceeds $5,000 is placed in a suspense file. The owner-
manager accesses the suspense file on a daily basis, reviews supporting documentation for the 
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disbursement, and then accesses the disbursement system using a password to either authorize or 
deny the disbursement.  

The previous example shows automated and preventive controls (the system automatically places 
any disbursement greater than $5,000 in a suspense file) and detective and manual controls (the 
owner-manager reviews all items in the suspense file and then decides to authorize or deny the 
disbursement.)  

 Physical Controls Equipment, inventories, cash, and other sensitive assets are physically 
safeguarded (they are kept in locked or guarded storage areas with physical access restricted to 
authorized personnel) and are periodically counted and compared with the information 
contained on the books.  

For example, an entity that is a one-location jewelry store places all high-valued jewelry in a 
locked safe that is located in the back of the store. The safe cannot be viewed by customers or 
others in the sales area of the store. The safe has a time lock, which allows it to be unlocked only 
during normal business hours. Jewelry in the sales area of the store is placed in locked glass 
display cabinets. Policy requires that only one item of jewelry be displayed at a time to a potential 
customer. Only those employees who have annual background and credit checks have keys to 
the locked glass display cabinets. The owner-manager and the owner-
are the only individuals who have knowledge of the combination of the time lock safe. A security 
guard is present during business hours, and surveillance cameras are displayed prominently. Signs 
are placed at strategic locations within and outside of the store indicating that the store is under 
surveillance.  

All jewelry is inventoried at the beginning and end of each day. The high-valued inventory that is 
always stored in the safe is counted by either the owner-manager or the owner-
relatives.2 The owner-manager or the owner-
that is to be placed in the glass display cabinets to the sales clerks at the start of each day. The 
inventory in the glass display cabinets is inventoried by the sales clerks. The sales clerks return all 
glass display cabinet jewelry to the owner-manager or owner-
of the day. This glass display cabinet jewelry is then placed in the safe.  

All inventory counts (glass cabinet display and safe inventories) are recorded and reviewed on a 
daily basis by the owner-manager who takes appropriate action if there is a difference between 
the count and the amount recorded on the books. The placement of jewelry in locked glass 
cabinets and a safe that can be accessed by only authorized individuals are physical preventive 
controls against employee theft or robbery.  

This example also illustrates that the same control activity need not be applied to the entire 
population. In the jewelry store example, different controls were established for inventory items 
based upon a risk assessment. All high-valued inventory is accessible only by the owner-manager 
and the owner- -valued 
jewelry items were displayed in glass cabinets only during normal business hours.  

                                                   

2Additional controls over the high-valued jewelry should be implemented should a customer desire to view an item 
that is normally kept in the safe. For example, any high-valued jewelry item can be viewed by customers only in a 
separate room that has additional physical access controls (for example, separate locks) and a viewing also requires 
the presence of an armed guard. 
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 Controls Over Standing Data Standing data, such as the vendor master file, is often used to 
support transaction processing. Control activities over the processes to populate, update, and 
maintain the accuracy, completeness, and validity of this data are put in place by the 
organization.  

For example, a common billing fraud scheme is for an unscrupulous employee to access the 
vendor 
who has incompatible functions (for example, bookkeeping, access to assets [checks], and 

nk account). The 

entation that are needed to generate a 
fraudulent check. The bookkeeper will then intercept the check, and this embezzlement will 
most likely not be detected by the owner-manager due to both the owner-manager trusting the 
bookkeeper a  (access to assets, 
bookkeeping, and independent reconciliation).  

Even if the payables system had the previously noted automated control that any disbursement 
greater than $5,000 needs the owner-
control by generating fraudulent checks in amounts less than the threshold that requires an 
additional control procedure (for example, all fraudulent checks would be equal to or less than 
$5,000).  

Controls over standing data should include a requirement that, based upon risk, certain changes 
to standing data, such as vendor address, would require an additional approval by an appropriate 
employee (preventive control). The system might also have an automated control such that 
changes to the vendor master file require the user to enter the information for a data item twice. 
If the information that is entered twice is not the same, then an automated error routine is 
initiated that notifies the user of the error and of the need to reenter the information. This 
automated control helps ensure that the recorded information is both accurate and complete.  

Another possible control over standing data could be that a member of management might be 
assigned the responsibility to review changes in certain critical fields (vendor address or discount 
terms) on a daily basis and take appropriate action for any noted anomalies (manual and 
detective control).  

 Reconciliations Reconciliations compare two or more data elements and, if differences are 
identified, action is taken to bring the data into agreement. Reconciliations generally address the 
completeness or accuracy of processing transactions.  

An example of reconciliation includes comparing the balance of cash per the books with the 
balance of cash per the bank by appropriate personnel. Another example would be comparing a 
physical count of inventory with the amounts contained on the books. Often, these controls are 
categorized as manual and detective as they frequently require an appropriate employee to take 
corrective action if the amounts do not reconcile.  

 Supervisory Controls Supervisory controls assess whether other transaction control activities (for 
example, verifications, reconciliations, authorizations and approvals, controls over standing data, 
and physical control activities) are being performed completely, accurately, and according to 
policy and procedures. Management normally uses judgment to select and develop supervisory 
controls over higher risk transactions.  
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In one of the previous examples, the IT accounts payable system required the owner-
approval for any disbursement greater than $5,000. This was considered by management to be a 
high-risk transaction and, as previously noted, is an example of automated, preventive, detective, 
and manual control.  

It is important to note that higher risk is not necessarily associated just with transactions or items 
of a significant monetary value. For example, one entity that is a retail store placed the low-
priced costume jewelry near the sales registers. This is because the store had experienced a 
volume of theft of these items and it was believed that placement of this inventory near the sales 
register would decrease the extent of shoplifting as the inventory was under relatively constant 
observation by the check-out clerk.  

 Point of Focus Considers at What Level Activities Are Applied  

Management considers control activities at different levels in the entity.  

The COSO framework states that in addition to controls that operate at the transaction-processing 
level, the organization selects and develops a mix of control activities that operate more broadly and 
that usually occur at higher levels in the entity.  

Furthermore, the COSO framework notes that these broader control activities usually are business 
performance or analytical reviews involving comparisons of operating or financial data with some 
criteria (for example, budget or industry statistics). The comparisons are made and corrective actions 
are taken when the relationships are not in accordance with policy or expectations. Also, transaction 
controls and business performance reviews at different levels operate in conjunction to provide a 

the organization.  

For example, an entity that is a not-for-profit might adopt a budget based upon an expectation that 
the amount of cash donations obtained by volunteers who collect the donations outside major retail 
stores during certain holidays would be similar to previous years. The donor would place cash in a 
locked bucket that would be collected by the not-for-
opened and the cash counted in the presence of several staff members.  

Unfortunately, the cash donations collected by volunteers were much lower than the historical 
experience, which served as the basis for the budgeted amount of cash donations. It was believed 
that controls over the cash donations against theft were adequate. Therefore, management 
hypothesized that, due to the recession, the public was not financially able to be as generous as in the 
past. However, a young volunteer provided an additional reason for cash donations to be lower than 
expected. The volunteer noted that approximately 20 percent to 25 percent of the public no longer 

make purchases. Management decided to continue with the volunteer collection of donations during 
holidays. However, in addition to being provided with locked buckets to accept cash donations, 
volunteers were also provided with a Square that could be attached to a smartphone to enable debit 
or credit card donations.3  

 Point of Focus Addresses Segregation of Duties  

Management segregates incompatible duties, and where such segregation is not practical, 
management selects and develops alternative control activities.  

                                                   

3A Square is a device that attaches to a smartphone to enable the swiping of debit or credit cards for subsequent 
processing. 
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The Updated Framework notes that when selecting and developing control activities, management 
should consider whether duties are segregated to reduce the risk of error or inappropriate or 
fraudulent actions. Such consideration should include the legal environment, regulatory requirements, 
and stakeholder expectations. This segregation of duties generally involves separating the 
responsibility for recording, authorizing and approving transactions, and handling the related asset.  

The Foreign Corrupt Practices Act of 1977, passed by Congress, notes the following functions 
should be separated in order to achieve an adequate segregation of duties:  

 Transaction
(authorization function).  

 Transactions are recorded as necessary to permit preparation of financial statements in 
accordance with generally accepted accounting principles or any other criteria applicable to such 
statements, and to maintain accountability for assets (bookkeeping function).  

 
authorization (access to assets function).  

 The recorded accountability for assets is compared with the existing assets at reasonable intervals 
and appropriate action is taken with respect to any differences (independent reconciliation 
function).4  

Historically, the descriptions of the different duties that should be separated have been classified into 
bookkeeping, access to assets, authorization of transaction, and independent reconciliation functions.  

The Updated Framework states that segregation of duties may not be practical, cost effective, or 
feasible. For instance, small entities may lack sufficient resources to achieve ideal segregation of 
duties, and the cost of hiring additional staff may be prohibitive. In these situations, management 
institutes alternative control activities.  

CONTROL ACTIVITIES AND TECHNOLOGY  

The COSO framework addresses two ways that control activities and technology are interrelated.  

First, technology supports business processes, and controls should be implemented to lessen the risk that 
the 
For example, a community bank that uses packaged software will perform tests of major software 
updates before implementing the software updates in a live operating environment.  

Second, technology is used to automate control activities. An example of an automated control in an 

receiving report before a payment can be made. Sometimes the control is wholly automated such as the 
automatic resending of an email message that failed to transmit the first time. There could also be a 
combination of manual and automated controls. For example, the automated control notifies the 
appropriate user that the email failed to send. The system could then prompt the user to select an option 
to send the email later when system problems have been resolved or cancel the transmission.  

                                                   

4www.thecaq.org/docs/reports-and-publications/caq_icfr_042513.pdf?sfvrsn=2 
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CONTROL ACTIVITIES PRINCIPLE 11: SELECTS AND DEVELOPS GENERAL 
CONTROLS OVER TECHNOLOGY  

The second control activities principle is that the organization selects and develops general control 
activities over technology to support the achievement of objectives.  

The following four points of focus emphasize important characteristics relating to this principle:  

 Point of Focus Determines Dependency Between the Use of Technology in Business Processes and Technology 
General Controls  

Management understands and determines the dependency and linkage among business processes, 
automated control activities, and technology general controls.  

The COSO framework states that reliability within business processes, including automated controls, 
is dependent upon the selection, development, and distribution of general control activities over 
technology (technology general controls). Technology general controls over the acquisition of 
technology are employed to provide assurance that automated controls work as they should when 
first developed and implemented. Technology general controls should also provide assurance that 
information systems continue to operate correctly after they are implemented.  

Furthermore, the COSO framework notes that technology general controls include control activities 
over the technology infrastructure, security management, technology acquisition, development, and 
maintenance. Technology general controls apply to all types of technology, from applications on a 
mainframe computer or server, desktop, end-user computing (such as spreadsheets), portable 
computer, and mobile device environments. These controls are also applicable to operational 
technology, such as a computer-aided manufacturing (CAM) environment. The scope and rigidity of 
general technology control activities will differ for each of these technologies due to numerous 
issues, such as the complexity of the technology and the risk of the underlying business process being 
supported. For example, at a medical practice, there might be increased concerns regarding patient 
data that is maintained by a third-party service organization when compared with maintaining this 
sensitive information in-house.  

Similar to transaction-processing system controls, technology general controls may include both 
manual and automated control activities.  

 Point of Focus Establishes Relevant Technology Infrastructure Control Activities  

Management selects and develops control activities over the technology infrastructure, which are 
designed and implemented to help ensure the completeness, accuracy, and availability of technology 
processing.  

The COSO framework  states that technology requires an infrastructure in which to operate, ranging 
from communication networks for connecting technologies with each other and the rest of the 
entity, to various computing resources (servers, laptops, and so forth) for applications to operate.  

 Point of Focus Establishes Relevant Security Management Process Control Activities  

Management selects and develops control activities that are designed and implemented to restrict 
technology access rights to authorized users commensurate with their job responsibilities and to 

  

The COSO framework notes that security management includes subprocesses and control activities 

transactions. Security management generally addresses access rights at the data, operating system 
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(system software), network, application, and physical layers (such as administrative rights). Security 
controls regarding access safeguard an entity from inappropriate access and unauthorized use of the 
system. Access controls also support appropriate segregation of duties. Security threats can originate 
from internal or external sources. By preventing unauthorized use of (and changes to) the system, 
data and program integrity are safeguarded from malevolent intent (for example, an external hacker) 
or error (for example, an employee is not provided with certain access rights [such as making changes 
to a database] until after having received proper training and experience in order to decrease the 
likelihood of errors).  

An example of adverse financial consequences due to a security breach conducted by external 

quarter earnings to drop 46 percent. Over 40 million customer debit and credit cards were 
compromised and personal information was stolen from over 70 million individuals.5  

 Point of Focus Establishes Relevant Technology Acquisition, Development, and Maintenance Process Control 
Activities  

Management selects and develops control activities over the acquisition, development, and 
  

The COSO framework states that technology general controls support the acquisition, development, 
and maintenance of technology.  

For example, a small entity might, due to lack of continued support for its accounting software, elect 
to use a web-based package. General controls relevant to this point of focus would be an 
investigation of the features and capabilities of the web-based package, the types of connectivity that 
are permitted to access the web-based package, the projected downtime associated with the web-
based package, and so forth.  

CONTROL ACTIVITIES PRINCIPLE 12: DEPLOYS THROUGH  
POLICIES AND PROCEDURES  

The third control activities component of internal control principle is that the organization deploys 
control activities through policies that establish what is expected and procedures that put policies into 
action.  

These six points of focus emphasize important characteristics relating to this principle:  

 Point of Focus   

Management establishes control activities -
to-day activities through policies establishing what is expected and relevant procedures specifying 
actions.  

 should be done to effect control. A government 
agency might establish a conflict of interest policy, which includes a prohibition against agency 
employees from accepting a gift of any amount from a vendor. Procedures that could be 
implemented to provide assurance that this portion of the policy is adhered to would include 

                                                   

5 http://online.wsj.com/news/articles/SB10001424052702304255604579406694182132568?mg=reno64-
wsj&url=http%3A%2F%2Fonline.wsj.com%2Farticle%2FSB10001424052702304255604579406694182132568 
.html 

http://www.thecaq.org/docs/reports-and-publications/caq_icfr_042513.pdf?sfvrsn=2
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activities such as (1) requiring employee training at time of initial hiring concerning the policy and  
(2) having all employees sign a statement annually that they understand and have complied with this 
portion of the policy.  

The COSO framework notes that unwritten policies can be effective where the policy has existed for 
a long time and is a well-understood practice. This can be particularly applicable in smaller entities 
where communications channels involve a minimum number of management levels and there is close 
interaction with, and supervision of, personnel.  

However, the COSO framework notes further that unwritten policies and procedures can be easier 
to thwart, be expensive to the entity if there is employee turnover, and can decrease accountability. If 
the policies and procedures are subject to external party review, such as a local community bank that 
is visited annually by regulators, then the policies and procedures would be expected to be formally 
documented.  

 Point of Focus Establishes Responsibility and Accountability for Executing Policies and Procedures  

Management establishes responsibility and accountability for control activities with management (or 
other designated personnel) of the business unit or function in which the relevant risks reside.  

In the example of the jewelry store discussed previously, the owner-manager would assign the daily 
count of inventory to certain experienced supervisors. Another employee might be assigned the 
responsibility for activating burglar alarms.  

 Point of Focus Performs in a Timely Manner  

Responsible personnel perform control activities in a timely manner as prescribed by the policies and 
procedures.  

The procedures should include when a control activity and any follow-up corrective actions are 
performed. Untimely procedures can reduce the value of the control activity.  

In the jewelry store example, the owner-manager should compare daily the physical inventory count 
reports with the inventory per the books. A delay in the review might increase the likelihood of not 
detecting cumulatively material inventory shortages due to employee or customer theft or error.  

 Point of Focus Takes Corrective Action  

Responsible personnel investigate and act on matters identified as a result of executing control 
activities.  

If necessary, corrective action should be taken.  

In the jewelry store example, the owner-manager investigated a shortage in the physical inventory 
that is kept in the glass display cabinets. The amount of inventory on the daily count sheets was 
lower than the amount on the books. Another count was made by the owner-manager (follow-up 
action). It was discovered that the actual inventory kept in the glass display cabinets did indeed agree 
with the books. Upon investigation, it was discovered that a recently hired employee assisted in the 
daily count and made an error in recording the amount on the daily count sheet. The owner-manager 
instructed supervisors to closely monitor the recently hired employee until the employee could 
properly perform assigned tasks (corrective action).  

 Point of Focus Performs Using Competent Personnel  

Competent personnel with sufficient authority perform control activities with diligence and 
continuing focus.  

A well-designed control activity often cannot be performed without competent personnel with 
sufficient authority to perform the control activity.  
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An example of the need to have control activities performed by competent employees who exercise 
-manager. 

Often, the owner-
performing a review of the supporting documentation for the disbursement. If the bookkeeper is 

likely not be detected.  

This point of focus also notes that the individual who performs the control activity should have the 
authority to take corrective action. For example, a consumer might observe that an item that went on 
sale that day has a price that is lower than the price that is displayed on the sales register. The 
consumer notifies the clerk who then contacts the store manager to override the system and allow 
the item to be sold at the correct lower price (corrective action). The store manager then contacts the 
appropriate IT or other personnel to review all items that were placed on sale to provide assurance 
that the correct sales price was entered into the database (corrective action).  

 Point of Focus Reassess Policies and Procedures  

Management periodically reviews control activities to determine their continued relevance, and 
refreshes them when necessary.  

Management should reassess policies, procedures, and related control activities periodically for 
continued appropriateness and effectiveness. For example, an entity might elect to change its travel 
policy to allow employees to have meal expenses reimbursed at a per diem amount rather than the 
actual meal cost. Therefore, the employee policy manual should be updated to reflect this change.  

KNOWLEDGE CHECK  

2. The principles for the control activities component of internal control are:  

a. Evaluates relevant technology infrastructure control activities and establishes relevant 
technology acquisition, development, and maintenance process control activities. 

b. Selects and develops control activities and general controls over technology and deploys 
through policies and procedures. 

c. Takes corrective action, performs using competent personnel and in a timely manner. 
d. Evaluates a mix of control activity types, integrates with risk assessment, and considers 

entity-specific factors 

3. Which point of focus is associated with the deploys through policies and procedures principle of the 
control activities component of internal control? 

a. Evaluates a mix of control types. 
b. Establishes Relevant Security Management Process Control Activities. 
c. Addresses segregation of duties. 
d. Performs in a timely manner. 

http://online.wsj.com/news/articles/SB10001424052702304255604579406694182132568?mg=reno64-
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Summary  
This chapter defined and addressed the key concepts related to the control activities component of 
internal control contained in the COSO framework issued in 2013. It also provided material to obtain an 
understanding of the control activities component of internal control and the related principles and 
points of focus.  

Examples illustrated select principles and points of focus.  
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   Chapter 6

THE INFORMATION AND 
COMMUNICATION COMPONENT  

OF INTERNAL CONTROL  

LEARNING OBJECTIVES  
After completing this chapter, you should be able to do the following:  

 Recall key points related to the information and communication component of internal control and 
its related principles and points of focus, including examples.   

 Identify applicable professional standards (generally accepted auditing standards) that address the 
information and communication component of internal control.  
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INTRODUCTION  

This chapter is largely based upon the 2013 COSO Internal Control Integrated Framework (COSO 
framework), and AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of 
Material Misstatement (AICPA, Professional Standards).1  

AICPA publication Smart Business. This appendix provides examples related to 
principles and points of focus of the COSO framework.  

THE COSO FRAMEWORK  

The COSO framework does the following related to the information and communication component of 
internal control:  

 Stresses the significance of the quality of information  
 Discusses expectations for verifying to a source and for retention of information when information is 

  
 Discusses the effect of regulatory requirements on reliability and safeguarding of information  
 Discusses the volume and sources of information in consideration of the increased complexity of 

business processes, increased interaction with external parties, and technological advances  
 Addresses the effect of technology and other communication mechanisms on the speed, means, and 

quality of information flow  
 Provides material on information and communication needs between the entity and third parties, 

including customers and suppliers; emphasizes the importance of taking into account how processes 
may occur outside the entity, such as cloud service providers; and explains how the entity needs to 
obtain information from, and communicate with, parties that operate outside its legal and operational 
boundaries.  

THE COSO FRAMEWORK  

The COSO framework states that information is required in order for the entity to perform internal 
control responsibilities to support the achievement of its objectives. Management obtains or produces 
and uses information from both internal and external sources to support the functioning of internal 
control. This information should be of a certain quality and it should be relevant.  

                                                   

1This chapter is based in part on Internal Control Integrated Framework, (Commissioned by COSO Authored by 
PWC) (AICPA: Durham, NC), May, 2013. Three volume set is available at:   
http://www.aicpastore.com/AST/AICPA_CPA2BIZ_Specials/EBooks/ebooks_bestsellers/PRDOVR~PC-
990025/PC-990025.jsp?selectedFormat=eBook 
http://www.aicpastore.com/AST/Main/CPA2BIZ_Primary/InternalControls/PRDOVR~PC-990025/PC-
990025.jsp. AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of Material Misstatement 
(AICPA, Professional Standards).All auditing standards are available at the AICPA website: 
www.aicpa.org/Research/Standards/Pages/default.aspx. 
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Furthermore, the COSO framework notes that communication is the constant, iterative process of 
providing, sharing, and obtaining essential information. Internal communication is the method by which 
information is circulated throughout the entity. Communication permits employees to receive a clear-cut 
message from management that control responsibilities are to be taken seriously. External 
communication has two aspects. External communication permits incoming communication of relevant 
external information and it also provides information to external parties in accordance with their 
requirements and expectations.  

The COSO framework states that the information and communication component of internal control 
supports the functioning of all components of internal control (control environment, risk assessment, 
control activities, and monitoring activities). Together with the other internal control components, the 

objectives relevant to internal and external reporting. The information and communication 
controls help enable the entity to use the correct information within the system of internal control and to 
carry out internal control responsibilities.  

AU-C SECTION 315  

AU-C section 315 includes the following statement about the information system and the related 
business processes relevant to financial reporting:  

Information System Financial Reporting  
The information system relevant to financial reporting objectives, which includes the accounting system, 
consists of the procedures and records designed and established to do the following:  

 Initiate, authorize, record, process, and report entity transactions (as well as events and conditions) 
and maintain accountability for the related assets, liabilities, and equity.  

For example, an entity that is a local restaurant has an order entry method for customers that allows 
the customer to record and pay for the order on an input device such as a smart terminal located on 
the dining table. Food and beverage inventory is updated when the server delivers and the customer 
accepts the order.  

 Resolve incorrect processing of transactions (for example, transaction suspense files and procedures 
followed to clear suspense items out on a timely basis).  

 The entity that is a small restaurant should develop error correction procedures for any number of 
possible mistakes. For example, if the restaurant is temporarily out of the desired beverage or food 
item(s), then an error correction procedure might be for the system to suggest other similar menu 
items.  

 Process and account for system overrides or bypasses to controls.  

For example, the customer might be allowed to input an order from only a standard menu. Any 
substitute items must be entered by the server.  

 Transfer information from transaction-processing systems to the general ledger.  

The information system posts sales totals and updates other accounts automatically each day so that 
inventory and other accounts are updated.  
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 Capture information relevant to financial reporting for events and conditions other than transactions, 
such as the depreciation and amortization of assets and changes in the net realizable value of 
accounts receivables; and provide assurance that information that must be disclosed is accumulated, 
recorded, processed, summarized, and reported appropriately in the financial statements.  

Standard journal entries are prepared for financial reporting purposes for accrual accounting 
purposes (depreciation, for example). The owner-manager is consulted monthly concerning the 
estimate of uncollectible accounts and other estimates. The owner-manager maintains the separate 
ledger that contains loans to or from the owner-manager and the business for financial reporting 
disclosure purposes.  

The principles and associated points of focus for the information and communication component of 
internal control are discussed in detail in the following material. Examples have been provided to 
illustrate select points of focus in the discussion to follow.  

INFORMATION AND COMMUNICATION PRINCIPLE 13: USES  
RELEVANT INFORMATION  
Following is the first principle of the information and communication component of internal control:  

The organization obtains or generates and uses relevant, quality information to support the 
functioning of internal control.  

The COSO framework provides the following five points of focus related to this principle (examples 
have been included for illustrative purposes):  

 Point of Focus Identifies Information Requirements  

A process is in place to identify the information required and expected to support the functioning of 
  

 (those charged with 
governance) and senior management and summarized in a manner such that management and others 
can understand objectives and their role in achieving those objectives.  

compliance objectives is to obtain a health inspection score that is consistently greater than 95 
percent. The criteria used by the county inspector to generate a health inspection score are obtained 
and controls are designed to provide assurance that the restaurant meets or exceeds these standards. 
For example, one of the criteria might state the refrigerator should be maintained at a certain 

temperature gauge every two hours to ensure co   

 Point of Focus Captures Internal and External Sources of Data  

Information systems capture internal and external sources of data.  

To continue with the locally owned franchised restaurant example, the capture of the internal source 

  

The COSO framework provides an example of an internal source of data of a personnel time 
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An example of an external source of data that is provided is a regulatory body. The related example 
of external data would be new requirements or standards.  

 Point of Focus Processes Relevant Data into Information  

Information systems process and transform relevant data into information.  

The COSO framework notes that entities develop information systems to obtain, capture, and 
process data from internal and external sources into information to meet well-defined information 
requirements. Information systems include people, processes, data, and technology that support 
business processes managed internally as well as those business processes that are supported through 
relationships with outsourced service providers (such as cloud computing providers), and other third 
parties (such as customers or suppliers) who interact with the entity.  

Information may be acquired in a number of ways (manually, automated, or a combination of manual 
and automated methods). For example, some general ledger systems require the user to manually 
enter journal entries to the general ledger that are obtained from various accounting subsystems.  

Information can also be obtained through the use of information technology, such as in the case of a 
faith-based entity that receives a daily report of donations made at its website that is managed by a 
third party (automated acquisition of information). This daily report can be used to prepare a journal 
entry to the general ledger and also is a source of information to reconcile the bank account.  

In some instances, captured information and underlying data require a series of both manual and 
automated processes to provide assurance the information and data are at the relevant level and the 
necessary level of specificity. For example, when an owner-manager of an entity decides to extend 
credit, manual processes need to be performed such as performing a credit check before establishing 

limit with the sum of the current charges and account balance before additional credit sales are 
permitted or denied.  

In other cases, information may be obtained directly from an internal or external source. For 
example, a community bank might compare the current interest rate it pays on deposits (internal 
source) with rates paid by similar financial institutions that are published weekly in a local newspaper 
(external source). The community bank might adjust its deposit rate based upon a comparison of its 
deposit ra   

Another aspect of information is that management designs and implements control processes 
concerning the integrity of data input into information systems and over the completeness and 
accuracy of processing such data into information used by other controls. For example, the entity 
might maintain a batch control total of the number of hours worked for a particular time period that 

utput of 
total hours that were paid. Management might also perform an overall analytical review procedure to 
provide assurance that the total payroll amount was reasonable.  

The COSO framework states that the nature and extent of information requirements, the complexity 
and volume of information, and the dependence on external parties (such as cloud service providers) 
affect the gamut of information systems complexity, including the extent of technology that is 
implemented.  

 Point of Focus Maintains Quality Throughout Processing  

Information systems produce information that is timely, current, accurate, complete, accessible, 
protected, and verifiable and retained. Information is reviewed to assess its relevance in supporting 
the internal control components.  
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Information quality is necessary to maintain an effective system of internal control. Erroneous or 
missing data, and the information derived from such data, could adversely affect management 
decision making.  

The COSO framework provides the following characteristics of quality information:  

 Accessible Information is easily obtained by users who need it. The users know what types of 
information is available and where it is located. For example, an employee would know where 
and how to access information concerning insurance coverage.  

 Correct The underlying data is accurate and complete. Information systems include 
authentication controls to help ensure accuracy and completeness of information, including 
exception resolution procedures. For example, the owner-manager might decide to increase a 

exceeds the current credit limit. This decision would be based upon certain assumptions 
regarding the historical and current accounts receivable data that the current balance is correct, 

tory is accurate 
and complete.  

 Current The data is from current sources and is gathered at the frequency needed.  

For example, an entity would prepare monthly financial statements (frequency) using the current 
ces.  

 Protected Access to sensitive information is restricted to authorized personnel.  

For example, an entity that is a medical office often requires security codes to restrict access to 
patient health information in order to comply with HIPPA requirements.  

 Retained Information is available for a certain time period to facilitate inquiries and inspections 
by external parties.  

For example, a retail store has a policy that it will permit customers to return items and receive 
store credit for any return within two years of the original sales date. The entity would need to 
retain detailed customer sales records for at least two years in order to provide assurance of 
compliance with this policy.  

 Sufficient There is sufficient information at the degree of detail relevant to information 
requirements.  

For example, in variance analysis of sales at an entity that has five local retail locations, it might 
be beneficial to isolate variances by store or by department within each store or by salesperson 
within each store. It is important that the data is available to generate these detailed reports.  

 Timely The information is obtainable from the information system when needed.  

For example, in an actual case, the local owner of a multi-location pizza franchise pays hourly 
pizza delivery personnel on a daily basis by 9:00 AM the following day. The owner needs to have 
the total amount of net pay each day by 8:00 AM in order to transfer the correct amount to the 

 

 Valid Information comes from authorized sources, is collected according to set procedures, 
and represents actual events accurately.  
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basis in order to reconcile the bank account. In order to access the bank account, the 
bookkeeper uses a password that is changed every day, and enters a security code that is sent to 

evice in a text message. Once the bookkeeper accesses the bank 
account, the reconciliation provides some assurance that cash receipts and disbursement 
transactions from various locations actually occurred since the transactions have been posted to 
the enti  

 Verifiable Information is supported by evidence from the source, for confirmation that the 
information is what it purports to be.  

For example, if a geographically remote unit of an entity states that it has eight employees, then 
that information can be verified in numerous ways; for example, a webcam can be placed at the 
business to observe the number of personnel.  

The COSO framework notes that information that is gathered from outsourced service providers (such as those 

entity depends) should be governed by the same internal control expectations set for information that is obtained 
directly by the entity.  

 Point of Focus Considers Costs and Benefits The nature, quantity, and precision of information 
communicated are commensurate with and support the achievement of objectives.  

For example, information might be more costly if it is required to be more precise or to be timelier. 
A day trader in the stock market would want to have a high degree of assurance that stock market 
prices were both as current and as accurate as possible.  

KNOWLEDGE CHECK  
1. Which does NOT appropriately describe a characteristic of quality information?  

a. Summarized.  
b. Timely.  
c. Valid.  
d. Verifiable.  

INFORMATION AND COMMUNICATION PRINCIPLE 14:  
COMMUNICATES INTERNALLY  

The organization internally communicates information, including objectives and responsibilities for 
internal control, necessary to support the functioning of internal control.  
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The following points of focus contained in the COSO framework emphasize important characteristics of 
this principle (examples have been included for illustrative purposes):  

 Point of Focus Communicates Internal Control Information  

A process is in place to communicate required information to enable all personnel to understand and 
carry out their internal control responsibilities.  

might have many of these policies contained in personnel manuals and objectives might be posted on 
placards. For example, for an entity that is a manufacturer of engine parts, a compliance objective 
might be to have a product defect rate of no more than .0001 percent. A placard with both the 
desired and actual percentages of daily product defect rate is prominently placed at the entrance to 
the factory for all employees to see.  

The entity should communicate the importance, relevance, and benefits of effective internal control. 
Management and other employees should be cognizant of their roles and responsibilities with regard 
to internal control. The entity should clearly state its expectations regarding the reporting of any 
significant items that affect internal control. For example, this includes the reporting of weaknesses 
in internal control or personnel failure to comply with internal control policies and procedures.  

 Point of Focus Communicates With the Board of Directors  

There is communication between management and the board of directors so that both have 
  

The information that relates to internal control that is communicated to the board (those charged 
with governance) often addresses noteworthy matters about the adherence to, changes in, or issues 
arising from, the system of internal control.  

In this example, the entity is a small retail store. One employee observed another employee prepare a 
manual receipt for some of the cash sales. The transaction was not recorded. The policy that all 
transactions are to be recorded on the sales register or terminal was violated. This failure to comply 
with internal control procedures should be reported to the owner-manager for appropriate action.  

 Point of Focus Provides Separate Communication Lines  

Separate communication channels, such as whistleblower hotlines, are in place and serve as fail-safe 
mechanisms to enable anonymous or confidential communication when normal channels are 
inoperative or ineffective.  

The COSO framework stresses that entities should consider implementing separate lines of 
communication in order for anonymous or confidential information to flow to the appropriate 
parties. A whistleblower hotline that allows for anonymity might be used by an employee to report 
inappropriate behavior by a supervisor as the employee might fear that if his or her identity were 
known, then he or she would be dismissed. This anonymous and confidential whistleblower hotline 
could be maintained either internally or externally.  

 Point of Focus Selects Relevant Method of Communication  

The method of communication considers the timing, audience, and nature of the information.  

Communication methods could include emails, webcasts, performance appraisals, and text messages.  

In a smaller entity, the method of communication might be more informal than in a larger entity and 
may not be documented. However, there might be a need to document policies and procedures, such 
as an infrequently performed and intricate procedure like annual procedures to close out the books.  
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INFORMATION AND COMMUNICATION PRINCIPLE 15:  
COMMUNICATES EXTERNALLY  

The organization communicates with external parties regarding matters affecting the functioning of 
internal control.  

The following points of focus contained in the COSO framework emphasize important characteristics of 
this principle:  

 Point of Focus Communicates to External Parties  

Processes are in place to communicate relevant and timely information to external parties including 
shareholders, partners, owners, regulators, customers, and financial analysts and other external 
parties.  

For example, assume a boutique that sells specialty coffees online sends its customer a notification 
when an order is shipped, along with the 

also be informed of the expected delivery date.  

 Point of Focus Enables Inbound Communications  

Open communication channels allow input from customers, consumers, suppliers, external auditors, 
regulators, financial analysts, and others providing management and the board of directors with 
relevant information.  

For example, an entity that has five convenience stores allows the local fuel distributor to access its 
system daily regarding fuel sales so that the fuel distributor will know when to deliver additional fuel 
supplies.  

 Point of Focus Communicates With the Board of Directors  

Relevant information resulting from assessments conducted by external parties is communicated to 
the board of directors.  

For example, a local community bank engages a third party annually to conduct a vulnerability 
assessment regarding its IT system 
controls. The board of directors (those charged with governance) reviews an executive summary of 
the report and makes inquiries as to the action, if any, that will be taken by the entity to mitigate any 
noted risks.  

 Point of Focus Provides Separate Communication Lines  

Separate communication channels, such as whistleblower hotlines, are in place and serve as fail-safe 
mechanisms to enable anonymous or confidential communication when normal channels are 
inoperative or ineffective.  

As noted previously, a whistleblower hotline could be established and maintained within the entity. 
Alternatively, the whistleblower hotline could be outsourced to a third party.  

 Point of Focus Selects Relevant Method of Communication  

The method of communication considers the timing, audience, and nature of the communication as 
well as legal, regulatory, and fiduciary requirements and expectations.  
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KNOWLEDGE CHECK  

2. The characteristics of quality information is associated with which principle of the information and 
communication component of internal control?  

a. Uses relevant information. 
b. Communicates internally.  
c. Communicates externally. 
d. Enables inbound communication.  
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Summary  
This chapter defined and addressed the key concepts related to the information and communication 
component of internal control contained in the COSO framework issued in 2013. It also provided 
material to obtain an understanding of the related principles and points of focus.  

Examples illustrated the information and communication  and 
points of focus.  

Professional standards that address the information and communication component of internal control 
were also discussed.  
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   Chapter 7

THE MONITORING ACTIVITIES 
COMPONENT OF  

INTERNAL CONTROL  

LEARNING OBJECTIVES  
After completing this chapter, you should be able to do the following:  

 Recall key points related to the monitoring activities component of internal control and its related 
principles and points of focus, including examples.  

 Identify applicable professional standards (generally accepted auditing standards [GAAS]) that relate 
to the monitoring activities component of internal control.  
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INTRODUCTION  

This chapter is based largely upon the 2013 COSO Internal Control Integrated Framework (COSO 
framework), and AU-C section 265, Communicating Internal Control Related Matters Identified in an Audit 
(AICPA, Professional Standards).1  

AICPA publication . This appendix provides examples related to 
principles and points of focus of the Updated Framework.  

THE COSO FRAMEWORK  
The COSO framework does the following related to the monitoring activities component of internal 
control:  
 Classifies monitoring activities into two categories, ongoing evaluations and separate evaluations  
 Includes a requirement for a baseline understanding in establishing and evaluating ongoing and 

separate evaluations  
 Addresses the use of technology and external service providers  

MONITORING ACTIVITIES  

The COSO framework notes that ongoing evaluations, separate evaluations, or some combination of the 
two is used to determine whether or not each one of the five components of internal control (including 
controls to provide assurance that the principles within each component) is present and functioning. 
Ongoing evaluations, that are included within business processes at different levels of the entity, should 
provide timely information. Separate evaluations, conducted periodically, will vary in scope and frequency 
depending on risk assessment, effectiveness of ongoing evaluations, and other management issues. The 
findings from ongoing evaluations or separate evaluations are assessed in accordance with benchmarks 
established by regulators, standard-setting bodies, or management and the board of directors (those 
charged with governance). Deficiencies are communicated to management and the board of directors 
(those charged with governance) and others (such as regulators) as appropriate.  

                                                   

1 This chapter is based in part on Internal Control Integrated Framework, (Commissioned by COSO Authored by 
PWC) (AICPA: Durham, NC), May, 2013. Three volume set is available at:   
http://www.aicpastore.com/AST/AICPA_CPA2BIZ_Specials/EBooks/ebooks_bestsellers/PRDOVR~PC-
990025/PC-990025.jsp?selectedFormat=eBook 
AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of Material Misstatement (AICPA, 
Professional Standards). All auditing standards are available at the AICPA website: 
www.aicpa.org/Research/Standards/Pages/default.aspx. 
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Ongoing Evaluations  

The COSO framework states that ongoing evaluations are generally performed by line operating or 
functional managers who are competent and have sufficient knowledge to understand what is being 
evaluated. Entities frequently use technology to support ongoing evaluations.  

Regular managerial activities provide information as to the extent that managers and other appropriate 
employees are aware of the timeliness and accuracy of information provided by the system. For example, 
management might tour the shipping department to observe goods being shipped and correlate that 
information with daily sales amounts recorded in the general ledger. A monthly production meeting 
would also be an example of ongoing monitoring.  

Training seminars, planning sessions, and other meetings these meetings allow management to obtain 
feedback on whether controls over financial reporting are functioning as intended. For example, 
management might learn that certain pieces of property, plant, and equipment do not have the requisite 
identification information.  

Separate Evaluations  
A separate evaluation is a review of the overall internal control system or specific components of internal 

effectiveness. The COSO framework states that separate evaluations are beneficial in providing a fresh 
view as to whether each one of the five internal control components is present and functioning.  

The scope and frequency of the separate evaluation depends upon the risk being controlled and the 
importance of the controls that reduce the risk. Controls that affect higher risks will be evaluated more 
frequently. Evaluation of an entire internal control system would be less frequent and would be 
performed annually or after a major strategy or management change, major acquisitions or dispositions, 
or other major changes.  

The COSO framework states that separate evaluations are often conducted through the internal audit 
function. Because separate evaluations are conducted periodically by independent managers, employees, 
or external reviewers to provide feedback with greater objectivity, evaluators need to be knowledgeable 

 activities function, and understand what is being 
evaluated.  

Approaches available to perform separate evaluations include the following:  

 Internal audit evaluations  
 Other objective evaluations  
 Cross operating unit or functional evaluations  
 Benchmarking and peer evaluations  
 Self-evaluations  

Some companies use benchmarking to compare their internal controls to similar companies. However, 
the person using the benchmarking should consider the differences in the comparison entities in terms of 
objectives, facts, and circumstances.  

Documentation in a Separate Evaluation  
Documentation   
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Larger entities typically have written policy manuals, organization charts, written job descriptions, 
operating instructions, information systems flowcharts, and other formal documentation. Smaller entities 
usually have less documentation. Many controls in smaller entities are informal and not documented, yet 
are performed regularly and are highly effective. These controls can be tested in the same manner as 
documented controls are tested. It is important to note that controls that are not documented do not 
indicate an ineffective internal control, or one that cannot be evaluated.  

Documentation makes the evaluation more efficient, helps employees understand how the system works, 
and makes it easier to modify the system when such a need arises.  

The nature and extent of documentation normally will become more substantive when statements about 
the system or evaluation are made to additional parties. For example, if management were to make a 
statement to external parties concerning internal control system effectiveness, then it should consider 
developing and retaining documentation to support the statement.  

In addition, management should consider documenting the evaluation process as well.  

How to Conduct a Separate Evaluation  
The following is an outline suggested by the author of an action plan for management who directs 
evaluations of internal control systems. These steps in this plan include  

 d upon the categories of objectives, internal control 
components, and activities;  

 identifying ongoing monitoring activities that routinely provide assurance that internal control is 
effective;  

 analyzing control evaluation work by internal auditors and considering control-related findings of 
external auditors;  

 prioritizing the higher risk areas that need immediate attention;  
 developing an evaluation program with short- and long-range segments based upon the previously 

mentioned prioritization;  
 having all the parties conducting the evaluation meet to address scope, timeframe, tools to be used, 

methodology, input from internal and external auditors and regulators, means of reporting findings, 
and expected documentation;  

 monitoring the progress and review findings; and  
 ensuring that necessary follow-up actions are taken and modifying subsequent evaluation segments as 

needed.  

The principles and associated points of focus for the monitoring activities component of internal control 
are discussed in detail in the following material. Examples have been provided to illustrate select points 
of focus in the discussion to follow.  

MONITORING ACTIVITIES PRINCIPLE 16: CONDUCTS ONGOING OR  
SEPARATE EVALUATIONS  

The COSO framework states, with respect to this principle, that the organizations selects, develops, and 
performs ongoing or separate evaluations (or both) to ascertain whether the components of internal 
control are present and functioning.  
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The COSO framework provides the following seven points of focus for this principle:  

 Point of Focus Considers a Mix of Ongoing and Separate Evaluations  

Management includes a balance of ongoing and separate evaluations.  

For example, for a small entity, the owner-manager might perform an ongoing monitoring activity of 
observing sales at a retail business and comparing that observation for reasonableness with the total 
amount of all transactions recorded on the sales registers and also with the amount that comprised 
the bank deposit. A separate evaluation could be for the owner-manager to engage a CPA firm to 
review the current sales transaction processing system for any design or other flaws that might have 
an adverse impact on internal control.  

 Point of Focus Considers Rate of Change  

Management considers the rate of change in business and business processes when selecting and 
developing ongoing and separate evaluations.  

For example, a for-profit entity might implement a new revenue stream by establishing an electronic 
storefront that is developed and managed internally. New ongoing monitoring controls would need 
to be established to, for example, provide assurance that daily cash revenue received was actually 
deposited into the bank account. A separate evaluation could be conducted to provide assurance that 
the system has adequate controls to prevent or detect both internal and external access threats (such 
as a disgruntled employee or an external hacker).  

 Point of Focus Establishes Baseline Understanding  

The design and current state of an internal control system are used to establish a baseline for ongoing 
and separate evaluations.  

Management must understand how the current internal control system works in order to perform 
monitoring activities.  

 Point of Focus Uses Knowledgeable Personnel  

Evaluators performing ongoing and separate evaluations have sufficient knowledge to understand 
what is being evaluated.  

The COSO framework states that the evaluator (such as independent managers, employees, and 

activities function and understand what is being evaluated.  

As an example, consider a local community bank with 10 branches. Each branch manager should be 

monitoring at his or her respective branch and to be competent to perform separate evaluations at 
other branches.  

 Point of Focus Integrates With Business Processes  

Ongoing evaluations are built into the business processes and adjust to changing conditions.  

For example, the accounts receivable IT system will automatically deny additional credit to any 
customer if the customer has not made a payment for the past two months.  

 Point of Focus Adjusts Scope and Frequency  

Management varies the scope and frequency of separate evaluations depending on risk.  
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For example, a local government agency learned of a massive security breach at several national retail 
store chains that compromised customer credit and debit card information, and other sensitive 
personal information. The entity then elected to have more frequent vulnerability studies conducted 
by third parties to provide assurance that the agency maintains current security measures to mitigate 
the risk caused by these types of security breaches.  

 Point of Focus Objectively Evaluates  

Separate evaluations are preformed periodically to provide objective feedback.  

Outsourced Service Providers  
The COSO framework  does not list outsourced service providers as a separate point of focus. However, 
it is noted that entities that use outsourced service providers (warehousing or healthcare claims 
processing, for example) should obtain an understanding of the processes and controls associated with 

affects 
internal control.  

tem 
of internal control by  

1. 
control as it relates to the entity;  

2. reviewing an independent audit or examination report (for example, a system and organization 
controls (SOC) for service organizations report2); or  

3. determining whether there is sufficient control over processing provided by the outsourced service 
provider by considering the type of processing and reporting provided by the outsourced service 
provider and the information conveyed between the entity and the outsourced service provider.  

MONITORING ACTIVITIES PRINCIPLE 17: EVALUATES AND  
COMMUNICATES DEFICIENCIES  

The COSO framework states, with regard to this principle, that the organization evaluates and 
communicates internal control deficiencies in a timely manner to those parties responsible for taking 
corrective action, including senior management and the board of directors as appropriate.  

The following three points of focus contained in the COSO framework, relate to this principle:  

 Point of Focus Assesses Results  

Management and the board of directors, as appropriate, evaluate the findings of ongoing and 
separate evaluations.  

                                                   

2 Formerly, SOC referred to service organization control. By redefining that acronym, the AICPA enables the 
introduction of new internal control examinations that may be performed (a) for other types of organizations, in 
addition to service organizations and (b) on either system-level or entity-level controls of such organizations. The 
four examinations in the SOC suite of services are: (1) SOC 1®-SOC for Service Organizations: ICFR; (2) SOC 2®-
SOC for Service Organizations: Trust Services Criteria; (3) SOC 3®- SOC for Service Organizations: Trust Services 
Criteria for General Use; (4) SOC for Cybersecurity. 
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Evaluation of the ongoing and separate evaluation findings might identify weaknesses in the system 
of int
the evaluation might result in an identification of opportunities to enhance the efficiency of the 
system of internal control or where changes can be made to 
objectives will be obtained.  

For example, the board of directors for a local not-for-profit might be presented with a finding that 
there are inadequate segregation of duties in the cash receipts system that is so severe that errors or 
irregularities could occur that would be material to the financial statements and not be prevented or 
detected by employees in the normal course of performing their assigned duties. The noted finding is 
that the person who records transactions to accounts receivable also has access to cash. The board of 
directors might also be presented with an alternative (opportunity) to implement a more efficient 
method of processing cash rec

counts receivable. The 
bookkeeper will not have access to cash, as all customer cash payments are sent directly to the bank.  

 Point of Focus Communicates Deficiencies  

Deficiencies are communicated to parties responsible for taking corrective action and to senior 
management and the board of directors, as appropriate.  

Relevant discussion of this point of focus is provided in a following section.  

 Point of Focus Monitors Corrective Actions  

Management tracks whether deficiencies are remediated on a timely basis.  

For example, in the local not-for-profit discussed previously, management or the board of directors 
would obtain assurance (through inquiry or written reports) that the entity did indeed establish a 
bank lock box to receive all cash receipts.  

KNOWLEDGE CHECK  

1. Which point of focus related to the evaluates and communicates deficiencies principle of the 
monitoring component of internal control addresses whether deficiencies are remediated on a timely 
basis?  

a. Assess results. 
b. Communicates deficiencies. 
c. Monitors corrective actions. 
d. Considers rate of change. 
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Reporting Deficiencies  

DEFINITIONS, COMMUNICATIONS, AND SPECIFIED PARTIES  
Definitions and Communications  
AU-C section 265 provides the following definitions regarding deficiencies in internal control:  

A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to 
prevent or detect and correct misstatements on a timely basis.  

A deficiency in design exists when (a) a control necessary to meet the control objective is missing 
or (b) an existing control is not designed properly so that, even if the control operates as 
designed, the control objective would not be met. A deficiency in operation exists when a properly 
designed control does not operate as designed or when the person performing the control does 
not possess the necessary authority or competence to perform the control effectively.  

A material weakness is defined as a deficiency, or a combination of deficiencies, in internal control, 

statements will not be prevented, or detected and corrected, on a timely basis.  

A significant deficiency is defined as a deficiency, or a combination of deficiencies, in internal control 
that is less severe than a material weakness yet important enough to merit attention by those 
charged with governance (such as the board of directors).  

AU-C section 265 states that when law or regulation requires the auditor to communicate deficiencies in 
internal control that the auditor has identified during the audit using specific terms, but such terms have 
not been defined, the auditor may use the definitions, requirements, and guidance in AU-C section 265 to 
comply with the law or regulation. The requirements of AU-C section 265 are applicable, regardless of 
whether that law or regulation may require the auditor to use specific terms or definitions.  

The external auditor guidance in AU-C section 265 requiring the auditor to communicate significant 
deficiencies and material weaknesses in writing to those charged with governance reflects the importance 
of these matters and assists those charged with governance in fulfilling their oversight responsibilities. 
The auditor is required to make this communication no later than 60 days following the report release 
date.  

The COSO framework   

This is a different term than GAAS uses. Major deficiency is defined as an internal control deficiency or combination of 
deficiencies that severely reduces the likelihood that an entity can achieve its objectives.  

Specified Parties  

AU-C section 265 provides a restricted use paragraph in the example communication letter as follows:  

This communication is intended solely for the information and use of management, [identify the 
body or individuals charged with governance], others within the organization, and [identify any 
governmental authorities to which the auditor is required to report] and is not intended to be, 
and should not be, used by anyone other than these specified parties.  
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AU-C section 265 notes, with regard to governmental entities, that a written communication indicating 
that no material weaknesses were identified during the audit may be required to be furnished to 

ntal authority 
as a specified party in the restricted use paragraph. The auditor is not permitted to add other parties as 
specified parties.  

KNOWLEDGE CHECK  

2. A deficiency (or a combination of deficiencies) in internal control, such that there is a reasonable 

detected and corrected, on a timely basis is the definition of  

a. Significant deficiency.  
b. Material weakness.  
c. Internal control deficiency.  
d. Major deficiency.  
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Indicators of Material Weaknesses in Internal Control  
AU-C section 265 lists the following four examples as indicators of material weaknesses in internal 
control over financial reporting:  

 Identification of fraud, whether or not material, on the part of senior management  
 Restatement of previously issued financial statements to reflect the correction of a material 

misstatement due to fraud or error  
 Identification by the auditor of a material misstatement of financial statements under audit in 

internal control  
 ose charged with 

governance  

CONTROL DEFICIENCIES EXAMPLES: AU-C SECTION 265  

AU-C section 265 contains an appendix that provides examples of circumstances that may be control 
deficiencies, significant deficiencies, or material weaknesses. These are noted in the information that 
follows.  

Deficiencies in the Design of Controls  
The following are examples of circumstances that may be deficiencies, significant deficiencies, or material 
weaknesses related to the operation of controls:  

 Inadequate design of controls over the preparation of the financial statements being audited.  
 Inadequate design of controls over a significant account or process  
 Inadequate documentation of the components of internal control  
 Insufficient control consciousness within the organization (for example, the tone at the top and the 

control environment)  
 Evidence of ineffective aspects of the control environment, such as indications that significant 

transactions in which management is financially interested are not being scrutinized appropriately by 
those charged with governance.  

 Evidence of an ineffective entity risk assessment 

have identified.  
 Evidence of an ineffective response to identified significant risks (for example, absence of controls 

over such a risk)  
 Absent or inadequate segregation of duties within a significant account or process  
 Absent or inadequate controls over the safeguarding of assets (this applies to controls that the 

auditor determines would be necessary for effective internal control over financial reporting).  
 Inadequate design of IT general and application controls that prevents the information system from 

providing complete and accurate information consistent with financial reporting objectives and 
current needs.  

 Employees or management who lack the qualifications and training to fulfill their assigned functions: 
For example, in an entity that prepares financial statements in accordance with generally accepted 
accounting principles (GAAP), the person responsible for the accounting and reporting function 
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preparing its financial statements.  
 Inadequate design of monitoring controls used to assess the design and operating effectiveness of the 

  
 Absence of an internal process to report deficiencies in internal control to management on a timely 

basis.  
 Absence of a risk assessment process within the entity when such a process would ordinarily be 

expected to have been established.  

Deficiencies in the Operation of Controls  

The following are examples of circumstances that may be deficiencies, significant deficiencies, or material 
weaknesses related to the operation of controls:  

 Failure in the operation of effectively designed controls over a significant account or process (for 
example, the failure of a control such as dual authorization for significant disbursements within the 
purchasing process)  

 Failure of the information and communication component of internal control to provide complete 
and accurate output because of deficiencies in timeliness, completeness, or accuracy (for example, the 
failure to obtain timely and accurate consolidating information from remote locations that is needed 
to prepare the financial statements).  

 Failure of controls designed to safeguard assets from loss, damage, or misappropriation: This 
circumstance may need careful consideration before it is evaluated as a significant deficiency or 
material weakness. For example, assume that a company uses security devices to safeguard its 
inventory (preventive controls) and also performs timely periodic physical inventory counts 
(detective control) with regard to its financial reporting. Although the physical inventory count does 
not safeguard the inventory from theft or loss, this count prevents a material misstatement of the 
financial statements if performed effectively and timely. Therefore, given that the definitions of 
material weakness and significant deficiency relate to the likelihood of misstatement of the financial 
statements, the failure of a preventive control (such as inventory tags) will not result in a significant 
deficiency or material weakness if the detective control (physical inventory counts) prevents a 
misstatement of the financial statements. Material weaknesses relating to controls over the 
safeguarding of assets would exist only if the company does not have effective controls (considering 
both safeguarding and other controls) to prevent, or detect and correct, a material misstatement of 
the financial statements.  

 Failure to perform reconciliations of significant accounts: For example, accounts receivable 
subsidiary ledgers are not reconciled to the general ledger account in a timely or accurate manner.  

 Undue bias or lack of objectivity by those responsible for accounting decisions (for example, 
consistent understatement of expenses or overstatement of allowances at the direction of 
management)  

 Misrepresentation by entity personnel to the auditor (an indicator of fraud)  
 Management override of controls  
 Failure of an application control caused by a deficiency in the design or operation of an IT general 

control.  
 An observed deviation rate that exceeds the number of deviations expected by the auditor in a test of 

the operating effectiveness of a control. For example, if the auditor designs a test in which he or she 
selects a sample and expects no deviations, the finding of one deviation is a non-negligible deviation 

was not obtained.  
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KNOWLEDGE CHECK  

3. What is an example of a failure in the operations of internal control as contained in AU-C section 
265?  

a. The absence of an internal process to report deficiencies in internal control to management 
on a timely basis.  

b. Absent or inadequate segregation of duties within a significant account or process.  
c. Failure of an application control caused by a deficiency in the design or operation of an IT 

general control.  
d. Inadequate documentation of the components of internal control.  
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Illustrative Written Communications  
Exhibits 7-1 and 7-2 provide illustrative written communications to management and those charged with 
governance of material weakness and significant deficiencies, as illustrated in exhibits A and B of AU-C 
section 265. 

  Exhibit 7-1 Example of a Written Communication Regarding Significant 
Deficiencies and Material Weaknesses Identified During an Audit of Financial 
Statements  

To Management and [identify the body of individuals charged with governance, such as the 
] of ABC Company  

In planning and performing our audit of the financial statements of ABC Company (the 

internal control over financial reporting (internal control) as a basis for designing our auditing 
procedures that are appropriate in the circumstances for the purpose of expressing our opinion 
on the financial statements, but not for the purpose of expressing an opinion on the 
effectiveness o

  

Our consideration of internal control was for the limited purpose described in the preceding 
paragraph and was not designed to identify all deficiencies in internal control that might be 
[material weaknesses or material weaknesses or significant deficiencies] and therefore, [material 
weaknesses or material weaknesses or significant deficiencies] may exist that were not 
identified. However, as subsequently discussed, we identified certain deficiencies in internal 
control that we consider to be [material weaknesses or significant deficiencies or material 
weaknesses and significant deficiencies].  

A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to 
prevent, or detect and correct misstatements on a timely basis. A material weakness is a 
deficiency, or a combination of deficiencies, in internal control, such that there is a reasonable 

prevented, or detected and corrected on a timely basis. [We consider the following deficiencies 
]  

[Describe the material weaknesses that were identified and an explanation of their potential 
effects.] 

[A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that 
is less severe than a material weakness, yet important enough to merit attention by those 

control to be significant deficiencies:]  

 



7-14 Copyright 2017 AICPA  Unauthorized Copying Prohibited 

  Exhibit 7-1 Example of a Written Communication Regarding Significant 
Deficiencies and Material Weaknesses Identified During an Audit of Financial 

Statements (continued)  

[Describe the significant deficiencies that were identified and an explanation of their potential 
effects.]  

[If the auditor is communicating significant deficiencies and did not identify any material 
weaknesses, the auditor may state that none of the identified significant deficiencies are 
considered to be material weaknesses.]  

This communication is intended solely for the information and use of management, [identify the 
body or individuals charged with governance], others within the organization, and [identify any 
governmental authorities to which the auditor is required to report] and is not intended to be, 
and should not be, used by anyone other than these specified parties.3 

 

  Exhibit 7-2 Example of a Written Communication Indicating That No Material 
Weaknesses Were Identified During the Audit of a Not-for-Profit 
Organization  

To Management and [identify the body or individuals charged with governance, such as the 
] of NPO Organization  

In planning and performing our audit of the financial statements of NPO Organization (the 

standards generally accepted in the United States of Amer
internal control over financial reporting (internal control) as a basis for designing audit 
procedures that are appropriate in the circumstances for the purpose of expressing our opinion 
on the financial statements, but not for the purpose of expressing an opinion on the 

  

A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to 
prevent, or detect and correct, misstatements on a timely basis. A material weakness is a 
deficiency, or a combination of deficiencies, in internal control, such that there is a reasonable 

prevented, or detected and corrected, on a timely basis.  

 

                                                   

3Paragraph .13 of AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of Material 
Misstatement (AICPA, Professional Standards). Paragraphs .A61 .A67 of AU-C section 315 provide guidance on 
obtaining an understanding of internal control relevant to the audit. 
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  Exhibit 7-2 Example of a Written Communication Indicating That No Material 
Weaknesses Were Identified During the Audit of a Not-for-Profit 

Organization (continued) 

Our consideration of internal control was for the limited purpose described in the first 
paragraph and was not designed to identify all deficiencies in internal control that might be 
material weaknesses. Given these limitations, during our audit we did not identify any 
deficiencies in internal control that we consider to be material weaknesses. However, material 
weaknesses may exist that have not been identified.  

[If one or more significant deficiencies have been identified, the auditor may add the following: 
Our audit was also not designed to identify deficiencies in internal control that might be 
significant deficiencies. A significant deficiency is a deficiency, or a combination of deficiencies, 
in internal control that is less severe than a material weakness, yet important enough to merit 
attention by those charged with governance. We communicated the significant deficiencies 
identified during our audit in a separate communication dated [date].]  

This communication is intended solely for the information and use of management, [identify the 
body or individuals charged with governance], others within the organization, and [identify any 
governmental authorities to which the auditor is required to report] and is not intended to be, 
and should not be, used by anyone other than these specified parties.4 

                                                   

4Paragraph .13 of AU-C section 315, Understanding the Entity and Its Environment and Assessing the Risks of Material 
Misstatement (AICPA, Professional Standards). Paragraphs .A61 .A67 of AU-C section 315 provide guidance on 
obtaining an understanding of internal control relevant to the audit. 



7-16 Copyright 2017 AICPA  Unauthorized Copying Prohibited 

Summary  
This chapter defined and addressed the key concepts related to the monitoring activities component of 
internal control contained in the COSO framework issued in 2013. It also provided material to obtain an 
understanding of the monitoring activities component of internal control and the related principles and 
points of focus. Examples illustrated select principles and points of focus 

AU-C section 265, as it relates to the monitoring activities component of internal control, was reviewed. 
Definitions and examples of control deficiency, significant deficiency, and material weakness in internal 
control were provided.  
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   Chapter 8

DOCUMENTATION:  
GUIDANCE AND TOOLS  

LEARNING OBJECTIVES  
After completing this chapter, you should be able to do the following:  

 Recall forms of and uses of tools such as questionnaires, flowcharts, narratives, and control matrices 
to assist in documenting internal controls over financial reporting.  

 Identify organizations that provide various tools to assist in documenting internal controls.  

INTRODUCTION  

There are numerous tools that can be used to assist the auditor or management in documenting internal 
controls over financial reporting. The more common tools will be addressed in this chapter. These tools 
include questionnaires, flowcharts, narratives, and control matrices. Certain tools are more appropriate in 
certain circumstances. These topics will be addressed in this chapter.  
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Internal Control Questionnaires  
Internal control questionnaires (ICQs) have been used by auditors for decades to document the presence 
or absence of controls. The traditional format is a yes, no, or not available checklist approach. ICQs 
typically document the presence or absence of a procedure and the personnel who perform the 
procedure.  

Exhibit 8-1 contains an abbreviated ICQ for processing sales transactions. Numerous websites have 
sample ICQs, for example, the Office of the Comptroller of Currency as an ICQ that covers various 
transaction processing systems and other internal control components at 
https://www.occ.gov/publications/publications-by-type/comptrollers-handbook/index-comptrollers-
handbook.html.  

There are different methods for completing an ICQ. These include completing the questionnaire after the  

 discussion with appropriate personnel about a particular system or component of internal control;  
 observation and walkthrough of the system by the auditor;  
 auditor performs tests of the system; and  
 circulation of the questionnaire to various personnel and having them complete the ICQ.  

If the auditors discuss a particular system with appropriate personnel, then there might be a bias for the 
is accomplishes two objectives on the part of the 

respondent. The respondent tells the auditor what the auditor wants to hear and the respondent spends 
less time with the auditor. The respondent can then perform other assigned tasks. It is important for 
senior management to communicate to employees the importance of cooperating with auditors and 
taking the time to consider each question and provide reliable responses.  

Another method to complete an ICQ is to circulate the questionnaire to a large number of personnel. 
This method is suggested when there is a large, pervasive system where standard procedures are followed 
by a significant number of personnel. This approach allows the auditor to assess if standard company-
level procedures are being followed and understood organization-wide. This method would not be 
appropriate for systems that are narrow in scope and involve a smaller number of personnel, such as a 
general ledger system. A weakness in this approach is that the respondent might not understand a 
particular question. The questionnaire should provide for a path of communication to the auditor so that 
the respondent can have access to clarification if needed.  

The method to complete an ICQ based upon observation of a process and a walkthrough of the system 
allows the auditor to complete the questionnaire after having performed audit procedures.1 The weakness 
in this approach is that employees might follow procedures when they know they are being observed and 
then not follow procedures when they are not being observed.  

A more reliable method for completion of an ICQ may be waiting until after the system has been tested. 
Tests of the system provide evidence whether the system description obtained through inquiry, 
observation, and walkthroughs is actually being practiced. However, information noted in the 
questionnaire may affect the planned test work and should be considered in that manner.  

                                                   

1In a walkthrough, the auditor obtains an understanding of the major classes of transactions by taking a transaction 
and following the processing from the transaction origination to its ultimate posting on the general ledger. 
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INTERNAL CONTROL QUESTIONNAIRES ISSUES  

Some critics of ICQs note that ICQs do not address the sequence of procedures and might not include 
all relevant questions or classify controls as preventive or detective. Additionally, ICQs typically do not 
contain open-ended questions.  

It is important to document the sequence of procedures as a control might be present and the auditor 
might conclude the control is good and the system is functioning properly when, in fact, the system is 
dysfunctional. For example, the author had received a fellowship from a large CPA firm while pursuing 
studies at a university. The fellowship check was sent directly to the university each fall. The author went 
to summer school (prior to the fall semester) and received an invoice in early June for summer school 
tuition. The invoice was paid upon receipt. The author then went to the university bursar in the fall 
semester to obtain his fellowship check. The university stated that the check would not be issued until the 
summer school tuition had been paid.  

Somewhat confused, the author went home, obtained the cancelled check for the summer school tuition, 
and presented the document to the university bursar. An investigation was made and it was discovered 
that the university sent invoices out at the first of the month but did not update the subsidiary accounts 
receivable (debit to the student accounts receivable) for the invoice until the end of the month. Because 
the author paid the invoice upon receipt, the university credited unapplied cash and then debited a 
subsidiary student account for all unapplied cash. This student account was the last one listed in the 

had a credit balance in his subsidiary account receivable of 
more than $50,000. The author suggested the university contact this student and pay him that amount 
because a credit in accounts receivable is in reality a payable. The university did not comply.  

university cash receipts system and posting to subsidiary accounts receivable was a sound system. For 
example, an ICQ would have questions such as the following for a cash receipts system:  

1. Are cash receipts deposited in fact daily?  
2. Are invoices posted to the subsidiary accounts receivable on a timely basis?2  
3. Are cash receipts reconciled daily with postings to the subsidiary accounts receivable ledger and the 

deposit to the bank?  

The use of flowcharting, which shows sequence of activities, would have shown that postings of cash 
receipt to the subsidiary account was done daily, whereas the posting of the invoice to the subsidiary 
accounts receivable ledg
this process not result in 

  

If the ICQ was a standard ICQ and not tailored to a specific system, then the standard ICQ might omit 
questions relevant to the specific system or include a large number of questions that are not appropriate 
to the system being evaluated.  

As noted previously, often an open-ended question will reveal characteristics of the system that cannot be 
obtained from an ICQ.  

                                                   

2  



8-4 Copyright 2017 AICPA  Unauthorized Copying Prohibited 

subsidiary accounts receivable should have included an open-

that there was a problem in the posting of unapplied cash.  

Finally, ICQs typically do not classify controls as either preventive or detective. A preventive control is 
usually less costly than a detective control. A detective control identifies a problem after the problem has 
occurred. Costs associated with correcting the problem will be incurred. A preventive control stops a 
problem from occurring. Obviously, when preventive controls exist, costs associated with correction of a 
problem should not be incurred. Detective controls are often performed at a time significantly later than 
when the problem occurred. For example, many companies reconcile inventory to the books on an 
annual basis. Problems in recording, theft, and other issues associated with inventory are not detected 
until the end of the year and adjustments to the books are oftentimes recorded only on an annual basis.  

A matrix approach can be used to classify internal controls as either preventive or detective. The matrix 
approach will be addressed in the following exhibit. 

  Exhibit 8-1 Sample Abbreviated Sales Processing ICQ 

 Personnel  N/A  No  Yes 

Processing Sales Transactions        

Information necessary to prepare invoices (for 
example, prices, discount policies) is clearly 
communicated to billing personnel on a timely 
basis. 

                

Prenumbered invoices are prepared promptly 
after goods are shipped. 

                

Quantities on the invoices are compared to 
shipping documents. 

       

The prices on the invoices are current.        

The people who perform the billing function are 
independent of 

       

Sales        

Credit        

Collection        

Invoices are mailed to customers on a timely basis.        
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Narratives  
A narrative is a written description of internal controls. Information is obtained similar to the means to 
complete an internal control questionnaire observation, inquiry, reading procedures manuals, and 
walkthroughs. The transactions for each major accounting transaction processing system are described 
including the initiation of the transaction, all processing that occurs, and the output of the transaction 
(that is, reports, paper or electronic documents). It is important to note that the processing system could 
be either manual or electronic. In addition, the controls surrounding the processing system should be 
documented including segregation of duties. Exhibit 8-3 contains an example of a narrative for a cash 
receipts processing system.  
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Flowcharts  
A flowchart is a pictorial description of activities and who performs these activities. The activities are 
shown in sequence. Often, in systems flowcharts, organizational units are contained in columns and the 
activity flows between the columns (functional units). This assists the reader in quickly assessing 
problems with improper segregation of duties.  

There are commonly two types of flowcharts, systems flowcharts and program flowcharts. Internal 
control documentation at higher or macro levels would be contained on systems flowcharts and at lower 
or micro levels would be on program flowcharts.3 This section will focus on systems flowcharts.  

Flowcharts typically flow from top to bottom and left to right.  

There are numerous commercially available and complimentary flowchart packages available to assist in 
constructing flowcharts. Some examples of these packages include Microsoft VISIO (www.visio.com), 
SmartDraw (www.smartdraw.com), and EDrawSoft (www.EDrawSoft.com).  

Microsoft Excel also has most all of the symbols that would be used to make a systems flowchart. 
Microsoft provides a free template for systems flowcharts at: 
https://templates.office.com/?legRedir=true&CorrelationId=837109e8-775d-40b2-8f87-9f862880b159.  

Some of the more common flowchart symbols and their descriptions are contained in exhibit 8-2.  

An example of a flowchart based upon a narrative is contained in exhibit 8-3. 

  Exhibit 8-2 Flowchart Symbols 

 

TTerminator Indicates the starting or ending point of the process. 

 

PProcess Describes a particular process, such as posting to accounts 
receivable  

 

DDocument A printed document or report (hardcopy). 

 

DDecision A decision. Lines representing different decisions (typically 
 

 

IInput or Output Data or information being entered or leaving the 
system.  
 

 

                                                   

3Also, data flow diagrams are another documentation method. In a data flow diagram, the source, content, and 
destination of the data is documented and the physical nature (that is, paper, electronic, and so on) is not 
considered. 
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  Exhibit 8-2 Flowchart Symbols (continued) 

 

CConnector Information flow is on the same page of the flowchart. 
Connectors that continue the flow from another connector have the 
same letter in the connector. 

 FFlow Line The flow line shows the direction of the system flow. 

 

MMerge Indicates a step where two or more sublists or subprocesses 
are merged into one. 

 

MManual Process The process requires human intervention. 

 

DData storage Used to indicate stored data. 

 

DDisplay Data is displayed, for example on a computer screen. 

 

OOff-PPage Connector Used to show the process continues onto 
another page  

 

MMagnetic Disk Data is stored on magnetic disk.  

 

MMultidocument Several documents or multiple copies of the same 
document.  

 

MManual Input Data is entered by keying, scanning, or other methods.  

 

MManual File The letter 
 

 

 

A  
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  Exhibit 8-3 Illustration of Narrative and Systems Flowchart  

Narrative  

Assume the following for a cash receipts system and posting to a subsidiary accounts receivable 
ledger.  

Mail containing cash receipts (check) is identified by information on the envelope and is sent to 
the mail receipts department. The mail is opened by two individuals who list each individual 
payment and the amount remitted on a three-part mail receipt list. Both individuals initial the 
mail receipt list and one copy of the mail receipt list is sent to accounts receivable subsidiary 
bookkeeper for posting to the subsidiary accounts receivable ledger. The cash and another 
copy of the mail receipt list is sent to the cashier. The third copy is retained in the mail receipts 
department, initialed by both individuals who opened and listed the mail receipts. This mail 
receipts list is then filed by date.4 

The accounts receivable subsidiary bookkeeper who posts to the subsidiary accounts receivable 
ledger then posts transactions to each individual subsidiary account. The files are maintained on 
a computer, and the bookkeeper performs the data entry. When the posting process is 
completed, the accounts receivable subsidiary bookkeeper compares the total posted to the 
subsidiary accounts receivable ledger with the total on the copy of the mail receipts list sent to 
bookkeeping by the mail receipts department. If both amounts agree, then the copy of the mail 
receipts list is initialed by the accounts receivable subsidiary bookkeeper and filed by date. If 
the totals do not agree, then the accounts receivable subsidiary bookkeeper compares the 
posting to each individual account, reads the mail receipts list, and performs other error 
correction procedures until the amounts reconcile with one another.  

The cashier recounts the cash and prepares the daily deposit. If the cash does not equal the 
total amount on the mail receipt list, then the cashier takes appropriate action, such as notifying 
management of the discrepancy. The cashier takes the deposit to the bank and obtains a 
duplicate deposit ticket, which is attached to the mail receipts list sent to the cashier by the mail 
receipts department. These two documents are filed by date. Other aspects of this system, not 
included in the flowchart are as follows:  

1. The general ledger department posts to the accounts receivable control account 
monthly.  

2. As part of the monitoring function, the internal auditor will select a sample of days and 
compare the information on the copy of the mail receipts list in the mail receipts 
department with the mail receipts held by the cashier and the bookkeeper. The internal 
auditor will trace postings from the mail receipts list to individual accounts in subsidiary 
accounts receivable ledger. The total cash to be deposited and the date on the mail 
receipts list will be compared with similar data on the duplicate deposit ticket with the 
amount on the bank statement. Finally, the internal auditor will select a sample month 
to ensure that the amounts posted to the accounts receivable control account are 
correct. 

                                                   

4

is not included in this example. 
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  Exhibit 8-3 Illustration of Narrative and Systems Flowchart (continued)  

A flowchart of this process follows. Note that the procedures performed by the general ledger 
bookkeeper and internal audit department are not presented to keep the flowchart concise. Also, 

system. 
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KNOWLEDGE CHECK  
1. An advantage of a flowchart when compared with internal control questionnaires is  

a. Internal control questionnaires classify controls as preventive or detective.  
b. Flowcharts depict the sequence of activities.  
c. Flowcharts require risks to the organization to be identified.  
d. Flowcharts are written descriptions of internal controls.  
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Control Matrices  
One of the early uses of control matrices was in the area of information technology auditing. One type of 
control matrix lists exposures in one column and control(s) to mitigate the listed exposures in another 
column. The cells were checked if a control was present to mitigate certain exposure(s).  

Another approach to a control matrix requires the identification of risks to the organization by listing these 
risks in one column and the controls to mitigate the risks in another column. Instead of placing a check 
mark in the cell to indicate if the c

more cost efficient and effective when compared with detective controls. Therefore, management and 
auditors place a high priority on preventive controls when assessing whether the system of internal control 
over financial reporting is reliable. Additionally, a single control may mitigate multiple risks. 

  Example 8-1  

Assume the following system for credit sales at a retail store. A customer selects goods, takes 
them to a sales clerk at a POS register, and then pays for the goods with a credit card. The clerk 
scans the barcode for each item and places the items in a shoppin
descriptions and prices are displayed on a small screen for the customer to observe during the 
recording process. The store has security cameras in place to observe all operations.  

Signs located throughout the store indicate that the store has security cameras and that 
shoplifters will be prosecuted. The clerk receives a base salary and a commission on all sales.  

The accounts receivable system performs a routine to assess if the current amount of the sale, 
when added to the acco

  

In order to use the control matrix approach, the exposures (risks) in the system must first be identified. 
There are numerous risks in this case. For example, the customer might be an imposter, a perpetrator 
who has either counterfeited a credit card or who has stolen a credit card. The barcode on the item 
might have been switched so that a l
item. The clerk might be in collusion with the customer and place additional items that were not paid 
for in the shopping bag. There are other risks, but these will suffice for the illustration.  

What are the controls? First, the clerk scans items at the point of sale. This permits prompt 

observe that he or she is being charged the proper amount. (The sales clerk works on commission 
and might not record discounts on marked-down items in order to increase his or her 
commission.) There is a camera to observe operations. If individuals know there is a security 
camera, often indicated by signs throughout the store, then the camera is a preventive control. If 
the stores have the cameras that are discretely hidden and there is no notification that security 
cameras exist, then the cameras would be a detective control. Finally, another control would be 
that the 

illustration.  

Following is a control matrix for illustration. 
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 Exhibit 8-4 Control Matrix 

Internal Controls 
Fraudulent Sale 
to Perpetrator 

Switching Bar 
Codes 

Collusion 
Between Clerk 
and Customer 

Security camera P/D P/D P/D 

System credit check P P P 

Signs indicating the presence of 
a security camera 

P P P 

Note that not all controls or exposures were presented. This matrix is for illustrative purposes only. 
The security camera could be either a preventive or detective control, depending upon if there 
are signs posted indicating the presence of a security camera. If the signs are posted, then a 
perpetrator might have an incentive not to use a stolen or fabricated credit card due to the 
perpetrator being recorded by the security camera. The security camera would also record the 
switching of barcodes by the customer or inappropriate action by the clerk (for example, not 
recording the sale to an accomplice, recording a lower sales price than that which is on the 
barcode, and so on).  

Even if a sale was made to a perpetrator with a stolen credit card, or if barcodes were switched, or 
if the clerk was in collusion with a co-conspirator, then, if sales were recorded, the amount of the 
exposure would not exceed the credit limit for a particular account.  

The camera and signs would be the primary control against the exposures. The secondary control, 
credit limit, helps to counter the risk in case the primary control (the security camera) is not 
working. The primary control (security camera) has a higher level of assurance at reducing the 
exposure risk than does the secondary control.  

There is also a classification of controls known as tertiary controls. Tertiary controls are not 
considered reliable, but they might provide a red flag to employees who are involved in the 
system. For example, the clerk might notice that the perpetrator with either a stolen or fabricated 
credit card is fidgeting. This might cause the clerk to alert the store security department. However, 
just because a person is fidgety is not necessarily reliable evidence that the person is a criminal. 

KNOWLEDGE CHECK  
2. The type of controls that are not as reliable as other controls but might provide a red flag to 

employees involved with a particular system is known as  

a. Tertiary controls.  
b. Processing controls.  
c. Output controls.  
d. Input controls.  
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3. The following flowchart symbol is   

a. Document.  
b. Process.  
c. Input or output.  
d. Manual process.  
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Summary  
This chapter addressed documentation tools and examples provided for management or auditors to use 
in documenting the system of internal control over financial reporting. Advantages and disadvantages of 
the methods were addressed. References to other guidance on documentation tools were provided. 
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   Chapter 9

ILLUSTRATIVE CASE  

LEARNING OBJECTIVE  

After completing this chapter, you should be able to do the following:  

 Recognize a flowchart and an internal control questionnaire.  

OVERVIEW  

The purpose of this case is to provide a comprehensive example of one major subsystem and several 
methods of documentation. The case involves a revenue system for a manufacturing company. The 
revenue system has several subsystems. These are order processing, production, shipping, invoicing, and 
cash receipts. You are to read the case and complete different types of documentation.  
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Case  
This case involves a furniture manufacturing company that produces goods made to order. The company 
uses a job cost system. The individuals who will document this system (documenters) request senior 
management to prepare a memo that stresses the importance to employees of cooperating in this 
documentation endeavor. The memo is prepared and sent to all appropriate personnel.  

The documenters meet and schedule appointments with appropriate operations personnel in order to 
obtain an understanding of how the revenue system works. Following is a narrative of this process.  

NARRATIVE  

The documenters have prepared the following narrative of the production system.  

Summary  
All sales are to companies, such as retail establishments, hotels, and hospitals. All sales orders originate 
from customers. The company does not have a sales department. Rather, the company has been 
established for over 100 years and its outstanding reputation is well known in the industry.  

Order Processing  
Customers can place orders by phone, 
taken by phone, then the order takers enter the information into the information technology (IT) system. 
The phone order is assigned a sequential number by the IT system. If the order is by fax, the fax is 
integrated with the IT system and an electronic image of the preformatted order form is entered into the 
IT system. The form is then routed to workstations where data entry personnel enter the order 
information into the IT system. This transaction is assigned a sequential number. If an order is obtained 
over the Internet, then the order information is automatically entered into the IT system by the customer 
and the order is assigned a sequential number. The customer must use a company-provided password to 

passwords, which restrict access to certain data and processes.  

The next step in the process is for the order to enter into the costing system. This is an automated 
process. For example, if a hospital ordered five beds of a particular type, then the costing system would 

to obtain the current price of raw materials. Labor prices are contained in the payroll system and are fixed 
  

After determining the standard cost of a particular order, the company sets the price at twice the standard 
cost. The system will add the total dollar amount of this order to the outstanding balance in the 

department is contacted to assess whether additional credit will be extended or denied.  

The company will then fax, email, or use the postal service to send a sales order confirmation of the 
terms of the agreement (that is, items ordered, delivery date, sales price, and so on) to the customer. The 
customer must confirm all terms before the order is sent to the production department.  
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Production  

After receiving a confirmation of the terms of the agreement, the order is sent to production planning 
where the order is scheduled for production in accordance with the sales terms. A materials requisition 
report is prepared indicating the raw materials needed for production. This request is presented to the 
stores department by production personnel and the goods are released. The production personnel must 
sign a receipt for the raw materials received.  

The raw materials are entered into production and flow through various manufacturing stages. 
Employees are required to enter the time worked on each job into a computer terminal at the end of each 
day. This enables production and other departments to track the progress of the work-in-process. 
Overhead is allocated throughout production based upon direct labor hours. Standards are established at 
the start of each job and management is provided with a daily variance analysis. The hours charged to all 
jobs are compared with payroll by senior management as a test of reasonableness that personnel are 
actually working and charging time to jobs.  

After the goods are finished, they are transferred to an inspection department. The inspection 
department enters the job order number and items that passed inspection. These goods are then 
transferred to shipping. The inspection department performs data entry and records the movement of the 
goods from the inspection department to the shipping department. The items that did not pass 
inspection are sent back to production for resolution. A production order is required to rework items that 
did not pass inspections or make an entirely new item to replace the failed item. A report of items that 
did not pass inspection, together with the reason for failure, is prepared daily and given to senior 
management.  

Shipping  
The shipping department ships out items with the terms free on board (FOB) destination (for example, 
title passes to the buyer when the buyer receives the good). A packing list is included with the goods that 
are shipped. This document is automatically produced by the IT system after the inspection department 
has entered data indicating that the goods had passed inspection. The shipping department enters the 
items into the system daily that were shipped. This, in turn, causes an invoice to be prepared (either 

me the 
invoice is a paper document.1 Accounts receivable, sales, and cost of goods sold are increased and 
finished goods inventory is decreased when the goods are shipped (for purposes of illustration, all files 
are on one database). Invoices are sent to the customer the same day that the goods are shipped.  

REQUIREMENTS  
1. Prepare an internal control questionnaire for the production process.  

Draw a freehand systems flowchart for the shipping process. The three headings should be Shipping 
Department, IT Department, and Customer. See the following pages for documentation tools that 
can be used to answer the previous questions.  

                                                   

1Some companies send a shipping notice when goods are shipped. However, in this example, the invoice serves as 
the shipping notice and the invoice is sent the day the goods are shipped.  
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1. Use the following format to prepare an internal control questionnaire for the production system (an 
example question is provided):  

 Personnel N/A Yes No 

Production System     

1. Are only valid orders entered into production? Order Processing   Y  

2.     

3.     

4.       

5.     

6.     

7.       

8.     

9.     

10.       

11.     

12.     

13.       

14.     
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Chapter 10   

INTERNAL CONTROL FOR  
SMALLER ENTITIES  

LEARNING OBJECTIVES  
After completing this chapter, you should be able to do the following:  

 Identify characteristics of smaller entities, whether public or private, not-for-profit, or governmental.  
 Recall challenges to smaller entities in establishing effective internal controls.  
 Identify how smaller entities can increase their efficiencies over assessing internal control.  

INTRODUCTION  

Internal control has been a major topic for corporate management and auditors of publicly held 
companies ever since the Sarbanes-Oxley Act of 2002 (SOX) was passed by Congress. SOX also 
established the Public Company Accounting Oversight Board (PCAOB), a private sector, not-for-profit 

audits of public companies in order to protect the interests 
of investors and further the public interest in the preparation of informative, accurate and independent 
audi 1  

One of the PCAOB standards that has a significant impact on public companies is Auditing Standard 
No. 5, An Audit of Internal Control Over Financial Reporting That Is Integrated with an Audit of Financial 
Statements (AICPA, PCAOB Standards and Related Rules, Auditing Standards).  

                                                   

1 http://pcaobus.org/Pages/default.aspx 
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In an integrated audit of internal control over financial reporting and the financial statements, the auditor 
should design his or her testing of controls to accomplish the objectives of both audits simultaneously  

 rep-
orting as of year-end and  

 s for purposes of the 
audit of financial statements.  

  

Management must  

1. accept responsibili   
2. 

control criteria;  
3. support its evaluation with sufficient evidence, including documentation; and  
4. 

  

Typically, companies have tested and evaluated their effectiveness of internal control over financial 
reporting using three methodologies:  

 Hiring a CPA firm, separate from the firm that performs the audit of financial statements and 
internal control over financial reporting, to provide internal services.  

 Increasing the number of internal auditors and training existing internal auditors in SOX compliance 
work.  

 Performing a control self-assessment, whereby the company uses staff and line personnel to do the 
SOX compliance work.  
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Internal Control Considerations for Smaller Entities  

SMALLER COMPANY CHARACTERISTICS  

A question asked by many readers is, what are the distinguishing features of a small company, including a 
small publicly held company? Some studies use, among other characteristics, number of employees. 
Revenue, number of locations, and market area have been used in addition to number of employees to 
classify companies by size into different categories.  

The COSO framework notes that the following criteria might also be used to distinguish a smaller entity:2  

 Fewer lines of business or fewer products within lines  
 Concentration of marketing focus  
 Leadership by management with significant ownership interest or rights  
 Fewer levels of management with wider spans of control  
 Less complex transaction processing systems  
 Employees having a wider range of duties  
 Limited ability to maintain deep resources in line and support staff positions  

Some of these criteria that distinguish smaller companies are also characteristic of many large publicly 
held companies. For example, William Ford, Jr. is the chairman of the board of Ford Motor Company. 
He and other family members have a significant ownership interest in Ford (an owner-manager 
involvement typically characteristic of smaller businesses). Hence, there will always be some overlap 
between small and large companies in terms of the criteria used to differentiate companies by size.  

This author believes that still yet another criterion can be used to distinguish smaller from larger public 
companies. The amount of outsourcing of functions could be a criterion in that larger companies tend to 
outsource more as compared with smaller companies.  

COST AND BENEFIT OF INTERNAL CONTROL  

Accounting and auditing literature has consistently addressed the principle that the cost of internal 
controls should not exceed the benefits derived from implementing the control. The following example 
illustrates this principle. 

  Example 10-1  

Assume that a jewelry store has an annual loss due to shoplifting of $40,000. The s
considered hiring a security guard to deter shoplifting. The owner would not pay the security guard 
more than $40,000 a year. If the owner were to pay a salary greater than $40,000 a year, the cost of 
the control (the security guard) would exceed the expected benefit from eliminating all shoplifting. 

                                                   

2 COSO, Internal Control Integrated Framework ay 2013. 
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Numerous academicians and practitioners have also used probability theory to estimate the benefits of an 
internal control. Assume, in the previous example, that it is estimated that a security guard would 

$40,000 or more) would exceed the benefit of $32,000 (80% × $40,000, the amount of shoplifting that is 
e store owner would investigate other means to reduce shoplifting, 

as the cost of the control would be $8,000 more than the benefit.  

Accounting and auditing literature also has addressed the diminishing benefit of adding more and more 
controls. For example, assume in the previous case that the security guard is 80 percent effective in 
preventing shoplifting. The owner of the store might also install a camera system. It is estimated that the 
presence of these two controls would increase the likelihood of preventing shoplifting to 85 percent. Still 
the store manager might implement a third control, using mystery shoppers to observe operations.3 This 
additional control, when combined with the other two, might increase the likelihood of preventing 
shoplifting to 90 percent. Therefore, adding controls beyond a certain point does not have a significant 
impact on reducing the probability of an undesirable event occurring (in this case, shoplifting).  

HOW INTERNAL CONTROLS BENEFIT SMALL PUBLIC COMPANIES  

Historically, companies have gone public to have the benefit of access to public markets; public markets 
provide the funds for expansion and growth. An additional benefit that has been cited by numerous 
academics and others is that the cost of capital (that is, interest rates, and so on) are lower for publicly 
held companies due to the stringent regulatory requirements, which include annual audits of historical 
financial statements. Thus, a strong system of internal control over financial reporting might reduce costs 
of capital.  

Many company spokespersons have complained about the costs of complying with SOX Section 404 on 
internal control reporting. Other corporate leaders have claimed benefits obtained from complying with 
Section 404 through streamlining existing systems, eliminating redundant systems, eliminating duplicate 
controls, and creating documentation that is useful for training and operations. Brad Hayes is the former 
CFO of LabCorp (a Fortune 500 company) and has stated on several occasions how Section 404 has 
helped his company achieve economies of scale in numerous areas.  

                                                   

3A mystery shopper is a person hired by the company to pretend to be a customer to conduct surveillance for illegal 
acts, or for other observational purposes. 
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Internal Controls Appropriate for Smaller Companies  
Management of smaller entities might view internal control as an additional overhead burden and that 
management might not perceive valued benefits from implementing a system of internal control. The 
following are listed within the COSO framework as challenges to smaller companies relative to internal 
control:  

 Obtaining sufficient resources to achieve adequate separation of duties.  
 activities with significant opportunities for improper 

management override of processes to appear that business performance goals have been met.  
 Recruiting individuals with requisite expertise to serve on the board of directors and committees.  
 Recruiting and retaining personnel with sufficient experience and skill in operations, reporting, 

compliance, and other disciplines.  
 Taking critical management attention from running the business in order to provide sufficient focus 

on internal control.  
 Controlling information technology and maintaining appropriate general and application control over 

computer information systems with limited technical resources.  

The COSO framework suggests that smaller public companies can meet these previously mentioned 
challenges and implement cost-effective and efficient controls. The methods to implement cost-effective 
and efficient controls are addressed in the following information.  

SEGREGATION OF DUTIES  

Management might compensate for the lack of an adequate number of employees that allows for 
segregation of duties oring function. 
Some examples given in the guide are as follows:  

 Review reports of detail transactions  
 Review selected transactions  
 Observe assets periodically  
 Check reconciliations  

MANAGEMENT OVERRIDE  

Many smaller companies are dominated by one or a few members of management who can override 
internal controls. The risk of management override can possibly be mitigated by having a corporate 
culture where integrity and ethical values are held in high esteem and practiced every day. Other options 
include having an effective internal audit function and a qualified board of directors and audit committee 
that takes its responsibilities seriously in preventing or detecting instances of inappropriate management 
override.  

Another option to mitigate management override includes the establishment of an effective 
whistleblower program where company personnel feel comfortable reporting any irregularities. These 
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programs should provide anonymity of the complainant and assurances that each reported infraction will 
be investigated.  

The effectiveness of whistleblower programs and a control over management override has been 
questioned ever since its implementation. As an example, the first and a landmark case concerning the 
whistleblower portion of the Sarbanes-Oxley legislation occurred at the Bank of Floyd (a unit of Cardinal 
Bankshares, Corp.), located in the small farming community of Floyd, Virginia. This case lasted more 
than following his 
allegation of accounting improprieties by Leon Moore, the chairman and also a bank director. The case 
was appealed several times, ultimately to the U.S. Supreme Court, which refused to hear the case. Mr. 
Welch lost the case and, regardless of the outcome, the length of time it took to bring the case to a 
conclusion, including several confounding court rulings, legal fees, and stress might cause even the most 
ardent employee to think twice before becoming a whistleblower.  

BOARD OF DIRECTORS  

The COSO framework states that an effective board of directors has the following characteristics and 
relevant skills: (1) independent directors, (2) internal control mindset, (3) market and entity knowledge, 
(4) financial expertise (including financial reporting), (5) legal and regulatory expertise, (6) social and 
environmental expertise, (7) incentives and compensation knowledge, and (8) relevant systems and 
technology knowledge. Smaller businesses often have problems attracting directors with the requisite 
skills and experience. However, smaller public companies must, in order to comply with standards and 
regulations, actively seek out independent directors with financial, accounting, and other expertise to 

oard, providing both a monitoring function of management and counsel.  

for both board members and audit committee members. CPAs who are interested in serving on these 
boards or committees can obtain additional information at: 
http://www.aicpa.org/Volunteer/Pages/Volunteer.aspx.  

KNOWLEDGE CHECK  

1. COSO states that characteristics of an effective board of directors include  

a. Having a member with financial reporting expertise.  
b. Having only individuals who are also members of management.  
c. Having only outside directors.  
d. Having monthly meetings.  

INFORMATION TECHNOLOGY  

Many smaller companies do not have the technical or financial resources to develop software in-house 
and rely principally on third parties. Many of the risks that are associated with in-house development are 
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thereby diminished. Some of these risks include developing systems that are not delivered on time, that 
are over budget, or that contain errors. The COSO framework notes that the program changes made 
exclusively by software developers could reduce these risks. It is also noted that purchased software 
might have access control functions that permit the company to employ functions providing segregation 
of duties enforced by the software. The software might also contain embedded application controls, such 
as a general ledger package that will not allow posting of a journal entry unless the total of the debit 
amount equals the total of the credit amount.  

The author cautions the reader with regard to the many benefits noted concerning purchased software. 

user. Additionally, many software updates are automatically downloaded. This author has noted 
numerous instances in which various perpetrators have downloaded viruses and key-logging software to 
unsuspecting users who have used the Internet to download updates. Another concern of the author is 
the extent and integrity of access and other controls employed by third-party service providers that 
process significant transactions for the company.  

MONITORING ACTIVITIES  

Management often routinely performs monitoring activities as part of running the business. 
 function, such as review of reports, is often difficult to 

classify as either a control activity or a monitoring function. A control activity relates to a specific risk 
although a monitoring activity assesses whether controls are operating as intended.  
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Additional Efficiency Opportunities  
Companies can enhance their efficiencies over assessing internal control by  

 taking a risk-based approach to internal control;  
 perceiving internal control as an integrated process;  
 right-sizing documentation; and  
   

FINANCIAL REPORTING OBJECTIVES  

The overall financial reporting objective is for management to prepare reliable financial statements that 
do not contain material misstatements. Management establishes sub-objectives to the financial reporting 
objective, which might be influenced by regulatory agencies or other factors. The starting point is to use 

can materially affect the financial statements.  

For example, assume that the company is a manufacturing entity. A sub-objective could be that all sales 
are recorded in the proper time period (completeness). Most manufacturing companies will recognize 
revenue based upon the shipping terms free on board (FOB) destination or shipping point. There will be 
a process to manufacturing such as preparing a production plan, obtaining materials and labor, and 
performing a final inspection of the product. Management would then focus on controls to help ensure 
that the completeness assertion is fulfilled by accounting for the numerical sequence of approved 
customer orders, production orders, materials requisition reports, labor cost allocations, and work-in-
process forms. All shipping documents issued several days before and after year-end would be examined 
for terms of sale and traced back to the ledgers to provide assurance that sales were recorded. These 
critical procedures would help provide assurance that all revenue is recorded in the proper time period 
(sub-objective of financial reporting).  

There could still be a problem with revenue recognition if the company manufactures a significant 
amount of special-ordered goods. Typically revenue from these goods should be recognized when the 
goods are completed. Management should then focus on implementing controls to provide assurance 
that special-ordered goods are recorded as revenue in the period when they are completed. These 
procedures should also provide assurance that revenue is recognized in the proper time period (sub-
objective of financial reporting). In this case, revenue would be recognized after the finished good is 
inspected, not when it is shipped.  

RISK ASSESSMENT  

Risk assessment is performed by members of management when they consider the risks to key business 
objectives, which include reliable financial reporting. Quantitative and qualitative factors should be 
considered. In the preceding manufacturing example, there might be a qualitative risk that the company 
may produce a substandard pr
defective product might be shipped to a customer. There is a risk of litigation if the manufacturing defect 
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ultimately results in harm to a customer. A key objective, producing quality products, might not be 
obtained.  

An example of quantitative risks in the manufacturing example would be having a poor cost accounting 
system that does not capture all costs. The company might inadvertently price a product at less than the 
cost of production if the system does not allocate overhead properly to work in process and finished 
goods.  

Risk is often considered in designing and implementing internal control, whereas risks to objectives are 
identified to determine how risks are to be managed. Of particular importance is that many of the 

 

column of popular marketed internal control questionnaires.  

Risk analysis should be tailored to each company. As an analogy, an ill person can access 
www.webmd.com on the Internet to obtain a standard diagnosis and treatment for ailments (analogous to 
the standard internal control approach). This approach assumes that all ill persons will exhibit the same 
symptoms, and so on. The better method is to visit a doctor and have the physician conduct tests to 
reach a diagnosis about a particular patient (analogous to the risk-based approach for a particular 

gy have been cited to be 
high in the first year due to the time invested to tailor internal controls to a particular environment. The 
payoff is that efficiencies are gained in subsequent years due to elimination of unnecessary and redundant 
procedures.  

Another inefficient approach is to document accounting systems without considering whether the 
process is related to the ability to achieve reliable financial reporting.  

INTERNAL CONTROL AS AN INTEGRATED PROCESS  

Internal control should be viewed as an integrated and a somewhat sequential process. The five 
components of internal control are control environment, risk assessment, control activities, information 
and communication, and monitoring activities. The integrated process proceeds as follows. First, 
management sets financial reporting objectives (and sub-objectives). Next, management identifies and 
assesses the risks that could cause these objectives not to be achieved. Management then considers how 
these risks might be controlled by the system of internal control.  

The five components should be viewed as integrated and working together. All components need to be 
present and functioning in order for the system of internal control to be deemed effective. Management 
should consider the impact of each internal control component in reducing the risk of material 
misstatement in the financial statements.  

For example, a smaller company might not have adequate control activities for an outside service 
provider of payroll services. One bookkeeper might provide the input data to the payroll service and also 
review the payroll summary report that is provided by the payroll service after processing has been 
completed. These incompatible control activities, data entry (bookkeeping) and review of output reports 
(independent reconciliation), by the same individual represents a control weakness. Management might 
mitigate this weakness in control activities by increasing the extent and depth of their monitoring 
activities. For example, management might use analytical review procedures to estimate gross payroll by 
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multiplying the average wage times the hours worked. If this management estimate were significantly at 
variance with the gross payroll provided by the payroll service organization, then management would 
investigate the reason for the variance. Additionally, management could, in a manufacturing environment, 
compare hours worked with hours charged to jobs and investigate significant variances.  

RIGHT-SIZING DOCUMENTATION  

There are several reasons for documentation of business processes, procedures, and other components of 
internal control. First, documentation will allow for uniform practices throughout the business. Various 
locations will have references on how to handle a variety of transactions (sales returns, for example, at a 
retail store). Documentation also provides a definition of job responsibilities to different areas in the 
company, assists in training personnel, and also provides support for management to report on the 
effectiveness of internal control.  

There may be a distinction between large and small business concerning the depth and breadth of 
documentation that might be required to assess the effectiveness of internal control over financial 
reporting. For example, in smaller companies, there are usually fewer employees and closer management 
supervision on a day-to-day basis through observation and review of daily or weekly reports. There is also 
the opportunity for more meetings with senior-level management to communicate expectations and 
policies.  

Because senior and other levels of management have a frequent and direct interaction with employees, 
management can make an assessment as to whether controls are working. However, management will 
need to provide the auditor who will be attesting to the effectiveness of internal control, if applicable, 

reporting.  

KNOWLEDGE CHECK  

2. Companies can enhance their efficiencies over assessing internal control by  

a. Right-sizing documentation.  
b. Performing solely substantive tests.  
c. Considering all risks.  
d. Perceiving internal control as a separate process.  
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Summary  
This chapter provided an overview of internal control considerations for smaller entities. Many of these 
characteristics are appropriate for nonpublic companies and not-for-profit organizations. The cost-
benefit aspects of internal control were addressed. Efficiencies that can be gained by smaller companies 
over internal control were discussed and included risk assessment, financial reporting objectives, and 
documentation.  
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  Appendix A

INTERNAL CONTROL EXAMPLES 

 

This appendix is included for supplementary purposes only  
and is not required for CPE credit. 

The examples contained in this appendix are from the AICPA publication, Internal 
. 
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ACCOUNTING AND AUDITING 
GLOSSARY 

Account  Formal record that represents, in words, money or other unit of measurement, certain 
resources, claims to such resources, transactions or other events that result in changes to those resources 
and claims.  

Account Payable  Amount owed to a creditor for delivered goods or completed services.  

Account Receivable  Claim against a debtor for an uncollected amount, generally from a completed 
transaction of sales or services rendered.  

  Formal document that communicates an independent ac
expression of limited assurance on financial statements as a result of performing inquiry and analytic 
procedures (Review Report); (2) results of procedures performed (type of Attestation Report); (3) non-
expression of opinion or any form of assurance on a presentation in the form of financial statements 
information that is the representation of management (Compilation Report); or (4) an opinion on an 
assertion made by management in accordance with the Statements on Standards for Attestation 

audit.  

Accounting  Recording and reporting of financial transactions, including the origination of the 
transaction, its recognition, processing, and summarization in the financial statements.  

Accounting Change  Change in (1) an accounting principle; (2) an accounting estimate; or (3) the 
reporting entity. The correction of an error in previously issued financial statements is not an accounting 
change. 

Accrual Basis  Method of accounting that recognizes revenue when earned, rather than when 
collected. Expenses are recognized when incurred rather than when paid.  

Accrued Expense  An expense incurred during an accounting period for which payment is not due 
until a later accounting period. This results from the purchase of services which at the time of accounting 
have only been partly performed, are not yet billable, or have not been paid for. 

Accumulated Depreciation  Total depreciation pertaining to an asset or group of assets from the time 
the assets were placed in service until the date of the financial statement or tax return. This total is the 
contra account to the related asset account.  

Additional Paid in Capital  Amounts paid for stock in excess of its par value or stated value. Also, 
other amounts paid by stockholders and charged to equity accounts other than capital stock. 

Adjusting Entries  Accounting entries made at the end of an accounting period to allocate items 
between accounting periods. 
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Amortization  The process of reducing a recognized liability systematically by recognizing revenues or 
by reducing a recognized asset systematically by recognizing expenses or costs. In accounting for 
postretirement benefits, amortization also means the systematic recognition in net periodic 
postretirement benefit cost over several periods of amounts previously recognized in other 
comprehensive income, that is, gains or losses, prior service cost or credits, and any transition obligation 
or asset.  

Analytical Procedures  Substantive tests of financial information which examine relationships among 
data as a means of obtaining evidence. Such procedures include (1) comparison of financial information 
with information of comparable prior periods; (2) comparison of financial information with anticipated 
results (e.g., forecasts); (3) study of relationships between elements of financial information that should 

information with industry norms.  

Annual Report  The annual report to shareholders is the principal document used by most public 
companies to disclose corporate information to their shareholders. It is usually a state-of-the-company 
report, including an opening letter from the Chief Executive Officer, financial data, results of continuing 
operations, market segment information, new product plans, subsidiary activities, and research and 
development activities on future programs. The Form 10-K, which must be filed with the SEC, typically 

 

Assertion   are embodied in financial 
statement components and for which the auditor obtains and evaluates evidential matter when forming 

 

Audit Risk  The risk that the auditor may unknowingly fail to modify appropriately his/her opinion on 
financial statements that are materially misstated. 

Audit Sampling  Application of an audit procedure to less than 100% of the items within an account 
balance or class of transactions for the purpose of evaluating some characteristic of the balance or class.  

  Written communication issued by an independent certified public accountant (CPA) 

includes a statement that the audit was conducted in accordance with generally accepted auditing 
standards (GAAS), which require that the auditor plan and perform the audit to obtain reasonable 
assurance about whether the financial statements are free of material misstatement, as well as a statement 
that the auditor believes the audit provides a reasonable basis for his/her opinion. 

Bad Debt  All or portion of an account, loan, or note receivable considered to be uncollectible. 

Balance Sheet  Basic financial statement, usually accompanied by appropriate disclosures that describe 

liabilities, and the equity of its owners. Also known as a statement of financial condition.  

Bond  One type of long-term promissory note, frequently issued to the public as a security regulated 

are issued as bearer instruments. 

Book Value  Amount, net or contra account balances, that an asset or liability shows on the balance 
sheet of a company. Also known as carrying value.  
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Business Combinations  Combining of two entities. Under the purchase method of accounting, one 
entity is deemed to acquire another and there is a new basis of accounting for the assets and liabilities of 
the acquired company.  

Business Segment  Any division of an organization authorized to operate, within prescribed or 
otherwise established limitations, under substantial control by its own management.  

Capital Stock  Ownership shares of a corporation authorized by its articles of incorporation. The 
the aggregate 

amount of the par value or stated value of all stock issued by a corporation.  

Capitalized Cost  Expenditure identified with goods or services acquired and measured by the amount 
of cash paid or the market value of other property, capital stock, or services surrendered. Expenditures 
that are written off during two or more accounting periods.  

Carrying Value  Amount, net or contra account balances, that an asset or liability shows on the balance 
sheet of a company. Also known as book value.  

Cash Basis  A special purpose framework in which revenues and expenditures are recorded when they 
are received and paid. 

Cash Equivalents  Short-term (generally less than three months), highly liquid investments that are 
convertible to known amounts of cash.  

Cash Flows  Net of cash receipts and cash disbursements relating to a particular activity during a 
specified accounting period.  

Casualty Loss  Sudden property loss caused by theft, accident, or natural causes.  

Change in Engagement  A request, before the completion of the audit (review), to change the 
engagement to a review or compilation (compilation) of financial statements. 

Class Actions  A federal securities class action is a court action filed on behalf of a group of 
shareholders under Rule 23 of the Federal Rules of Civil Procedure. Instead of each shareholder bringing 
an individual lawsuit, one or more shareholders bring a class action for the entire class of shareholders.  

Common Stock  Capital stock having no preferences generally in terms of dividends, voting rights, or 
distributions.  

Companies, Going Public  Companies become public entities for different reasons, but usually to 
raise additional capital. The SEC has prepared a guide for companies  Q&A: Small Business and the 
SEC  that provides a basic understanding about the various ways companies can become public and 
what securities laws apply. The SEC also has a list of some of the registration and reporting forms and 
related regulations that pertain to small and large companies.  

Comparative Financial Statement  Financial statement presentation in which the current amounts 
and the corresponding amounts for previous periods or dates also are shown.  

Compilation  Presentation in the form of financial statements information that is the representation of 

accounting principles (GAAP).  
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Comprehensive Income  Change in equity of a business entity during a period from transactions and 
other events and circumstances from nonowner sources. The period includes all changes in equity except 
those resulting from investments by owners and distributions to owners.  

Confirmation   party verifying 
the accuracy of information requested.  

Consolidated Financial Statements  Combined financial statements of a parent company and one or 
more of its subsidiaries as one economic unit.  

Consolidation  The presentation of a single set of amounts for an entire reporting entity. Consolidation 
requires elimination of intra-entity transactions and balances. 

Contingent Liability  Potential liability arising from a past transaction or a subsequent event.  

Continuing Accountant  An accountant who has been engaged to audit, review, or compile and report 
on the financial statements of the current period and one or more consecutive periods immediately prior 
to the current period. 

Control Risk  Measure of risk that errors exceeding a tolerable amount will not be prevented or 
 

Controls Tests  Tests directed toward the design or operation of an internal control structure policy or 
procedure to assess its effectiveness in preventing or detecting material misstatements in a financial 
report.  

Current Asset  Asset that one can reasonably expect to convert into cash, sell, or consume in 
operations within a single operating cycle, or within a year if more than one cycle is completed each year.  

Current Liability  Obligation whose liquidation is expected to require the use of existing resources 
classified as current assets, or the creation of other current liabilities.  

Current Value    
(2) In finance, the amount determined by discounting the future revenue stream of an asset using 
compound interest principles.  

Debt  General name for money, notes, bonds, goods, or services which represent amounts owed.  

Definite Criteria  A special purpose framework using a definite set of criteria having substantial 
support that is applied to all material items appearing in financial statements, such as the price-level basis 
of accounting. 

Depreciation  Expense allowance made for wear and tear on an asset over its estimated useful life.  

Derivatives  Derivatives are financial instruments whose performance is derived, at least in part, from 
the performance of an underlying asset, security or index. For example, a stock option is a derivative 
because its value changes in relation to the price movement of the underlying stock. 

Detection Risk  Risk that the auditor will not detect a material misstatement.  

Disclosure  Process of divulging accounting information so that the content of financial statements is 
understood.  

Discount  Reduction from the full amount of a price or debt.  
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Dividends  Distribution of earnings to owners of a corporation in cash, other assets of the corporation, 
 

Earnings Per Share (EPS)  The amount of earnings attributable to each share of common stock. For 
convenience, the term is used to refer to either earnings or loss per share. 

Employee Stock Options Plans  An employee stock ownership plan is an employee benefit plan that 
is described by the Employee Retirement Income Security Act of 1974 and the Internal Revenue Code of 
1986 as a stock bonus plan, or combination stock bonus and money purchase pension plan, designed to 
invest primarily in employer stock. Also called an employee share ownership plan.Employee Stock 

which are retirement plans. 

Employee Stock Ownership Plans (ESOPs)  An employee stock ownership plan (ESOP) is a 

employees. With an ESOP, you never buy or hold the stock directly. This type of plan should not be 
confused with employee stock options plans, which are not retirement plans. Instead, employee stock 

period of time. 

Equity  Residual interest in the assets of an entity that remains after deducting its liabilities. Also, the 

two being assets and liabilities.  

Equity Security  Any security representing an ownership interest in an entity (for example, common, 
preferred, or other capital stock) or the right to acquire (for example, warrants, rights, and call options) or 
dispose of (for example, put options) an ownership interest in an entity at fixed or determinable prices. 
However, the term does not include convertible debt or preferred stock that by its terms either must be 
redeemed by the issuing entity or is redeemable at the option of the investor.  

Error  Act that departs from what should be done; imprudent deviation, unintentional mistake or 
omission.  

Executive Compensation: Where to Find in SEC Reports  The federal securities laws require clear, 
concise and understandable disclosure about compensation paid to CEOs and certain other high-ranking 
executive officers of public companies. You can locate information about executive pay in (1) the 

-K; and (3) registration 
statements filed by the company to register securities for sale to the public. 

Expenditures  Expenditures to which capitalization rates are to be applied are capitalized expenditures 
(net of progress payment collections) for the qualifying asset that have required the payment of cash, the 
transfer of other assets, or the incurring of a liability on which interest is recognized (in contrast to 
liabilities, such as trade payables, accruals, and retainages on which interest is not recognized). 

Extraordinary Items  Events and transactions distinguished by their unusual nature and by the 
infrequency of their occurrence. Extraordinary items are reported separately, less applicable income taxes, 

 

Fair Disclosure, Regulation FD  On August 15, 2000, the SEC adopted Regulation FD to address the 
selective disclosure of information by companies and other issuers. Regulation FD provides that when an 
issuer discloses material nonpublic information to certain individuals or entities  generally, securities 
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the basis of the information  the issuer must make public disclosure of that information. In this way, the 
new rule aims to promote the full and fair disclosure. 

Fair Market Value  Price at which property would change hands between a buyer and a seller without 
any compulsion to buy or sell. 

Federal Securities Laws  The laws that govern the securities industry, include the Securities Act of 
1933; Securities Exchange Act of 1934; Investment Company Act of 1940; Investment Advisers Act of 
1940; and Public Utility Holding Company Act of 1935.  

Financial Statements  Presentation of financial data including balance sheets, income statements and 
statem
position at a point in time and its results of operations for a period then ended.  

First In, First Out (FIFO)  Accounting method of valuing inventory under which the costs of the first 
goods acquired are the first costs charged to expense. Commonly known as FIFO.  

Fiscal Year  Period of 12 consecutive months chosen by an entity as its accounting period which may 
or may not be a calendar year.  

Fixed Asset   

Foreign Currency Translation  Restating foreign currency in equivalent dollars; unrealized gains or 
 foreign operation is substantially 

liquidated.  

Form 10-K  This is the report that most publicly traded companies file with the SEC on an annual basis. 

companies choose to send their Form 10-K to their shareholders instead of sending a separate annual 
report. Currently, Form 10-
fiscal year. 

Form 10-Q  The Form 10-Q is a report filed quarterly by most reporting companies. It includes 

r 
and is currently due within 45 days of the close of the quarter. In addition to Form 10-Q, companies 
provide annual reports to their shareholders and file Form 10-K on an annual basis with the SEC. 

Form 8-K  aterial events or corporate changes that have 
previously not been reported by the company in a quarterly report (Form 10-Q) or annual report (Form 
10-K). 

Forms 3, 4, 5  Corporate insiders-

Securities Exchange Act of 1934  must file with the SEC a statement of ownership regarding those 
securities. The initial filing is on Form 3. Changes in ownership are reported on Form 4. Insiders must 
file a Form 5 to report any transactions that should have been reported earlier on a Form 4 or were 
eligible for deferred reporting.  

Fraud  Willful misrepresentation by one person of a fact inflicting damage on another person.  

Gain  Excess of revenues received over costs relating to a specific transaction.  

General Ledger   
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Generally Accepted Accounting Principles (GAAP)  Conventions, rules, and procedures necessary 
to define accepted accounting practice at a particular time. The highest level of such principles is set by 
the Financial Accounting Standards Board (FASB).  

Generally Accepted Auditing Standards (GAAS)  Standards set by the American Institute of 
lities and judgment in 

the performance of his/her audit and in the actual report.  

Going Concern  Assumption that a business can remain in operation long enough for all of its current 
plans to be carried out.  

Going Private   it reduces the number of its shareholders to fewer 
than 300 and is no longer required to file reports with the SEC. 

Goodwill  An asset representing the future economic benefits arising from other assets acquired in a 
business combination or an acquisition by a not for profit entity that are not individually identified and 
separately recognized.  

Gross Income  A tax term meaning all income from whatever source derived, except as otherwise 
provided in the income tax code. 

Guaranty  Legal arrangement involving a promise by one person to perform the obligations of a second 
person to a third person, in the event the second person fails to perform.  

Hedges  Protect an entity against the risk of adverse price or interest-rate movements on its assets, 
liabilities, or anticipated transactions. A hedge is used to avoid or reduce risks by creating a relationship 
by which losses on positions are counterbalanced by gains on separate positions in another market. 

Historical Cost  The generally accepted method of accounting used in the primary financial statements 
that is based on measures of historical prices without restatement into units, each of which has the same 
general purchasing power. 

Income  Inflow of revenue during a period of time. 

Income Statement  Summary of the effect of revenues and expenses over a period of time.  

Income Tax Basis  A special purpose framework that the reporting entity uses or expects to use to file 
its income tax return for the period covered by the financial statements. 

Initial Public Offerings (IPO)  IPO stands for initial public offering and occurs when a company first 
sells its shares to the public. 

Initial Public Offerings, Lockup Agreements  Lockup agreements prohibit company insiders  
including employees, their friends and family, and venture capitalists  from selling their shares for a set 

and its underwriter typically enter into a lockup agreement to ensure that shares owned by these insiders 
do not enter the public market too soon after the offering. 

Insider Trading  
when corporate insiders  officers, directors, and employees  buy and sell stock in their own companies. 
Illegal insider trading refers generally to buying or selling a security, in breach of a fiduciary duty or other 
relationship of trust and confidence, while in possession of material, nonpublic information about the 
sec
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Intangible Asset  Asset having no physical existence such as trademarks and patents.  

Interest  Payment for the use or forbearance of money.  

Interim Financial Statements  Financial statements that report the operations of an entity for less 
than one year. 

Internal Control  Process designed to provide reasonable assurance regarding achievement of various 
management objectives such as the reliability of financial reports.  

Inventory  Tangible property held for sale, or materials used in a production process to make a 
product.  

Investment  Expenditure used to purchase goods or services that could produce a return to the 
investor. 

Journal  Any book containing original entries of daily financial transactions. 

Last In, First Out (LIFO)  Accounting method of valuing inventory under which the costs of the last 
goods acquired are the first costs charged to expense. Commonly known as LIFO.  

Lease  Conveyance of land, buildings, equipment, or other assets from one person (Lessor) to another 
(Lessee) for a specific period of time for monetary or other consideration, usually in the form of rent. 

Leasehold  Property interest a lessee owns in the leased property.  

Ledger  Any book of accounts containing the summaries of debit and credit entries. 

Lessee  Person or entity that has the right to use property under the terms of a lease.  

Lessor  Owner of property, the temporary use of which is transferred to another (lessee) under the 
terms of a lease.  

Liability  Debts or obligations owed by one entity (Debtor) to another entity (Creditor) payable in 
money, goods, or services.  

Listing and Delisting Requirements  Before a company can begin trading on an exchange or the 
 The exchanges and 

the Nasdaq Stock Market set their own standards for listing and continuing to trade. The SEC does not 
set listing standards. The initial listing requirements mandate that a company meet specified minimum 
thresholds for the number of publicly traded shares, total market value, stock price, and number of 
shareholders. After a company starts trading, it must continue to meet different standards set by the 
exchanges or the Nasdaq Stock Market. Otherwise, the company can be delisted. These continuing 
standards usually are less stringent than the initial listing requirements.  

Long-Term Debt  Debt with a maturity of more than one year from the current date.  

Loss  Excess of expenditures over revenue for a period or activity. Also, for tax purposes, an excess of 
basis over the amount realized in a transaction.  

Lower of Cost or Market  
ally accepted 

accounting principles (GAAP) requires that certain assets (e.g., inventories) be carried at the lower of cost 
or market.  
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Management Discussion and Analysis (MD&A)  SEC requirement in financial reporting for an 
explanation by management of significant changes in operations, assets, and liquidity.  

Manipulation  Manipulation is intentional conduct designed to deceive investors by controlling or 
artificially affecting the market for a security. Manipulation can involve a number of techniques to affect 
the supply of, or demand for, a stock. They include spreading false or misleading information about a 
company; improperly limiting the number of publicly-available shares; or rigging quotes, prices, or trades 
to create a false or deceptive picture of the demand for a security. 

Marketable Securities  Stocks and other negotiable instruments which can be easily bought and sold 
on either listed exchanges or over-the-counter markets. 

Mark-to-Market  
its market value.  

Matching Principle  The concept that all costs and expenses incurred in generating revenues must be 
recognized in the same reporting period as the related revenues. 

Materiality  Magnitude of an omission or misstatements of accounting information that, in the light of 
surrounding circumstances, makes it probable that the judgment of a reasonable person relying on the 
information would change or be influenced.  

Mergers  Mergers are business transactions involving the combination of two or more companies into 
a single entity
shareholders if the merger will have a significant impact on the company. 

Modified Cash Basis  A special purpose framework that begins with the cash basis method (see Cash 
Basis) and applies modifications having substantial support, such as recording depreciation on fixed 
assets or accruing income taxes. 

Nasdaq  Nasdaq stands for the National Association of Securities Dealers Automated Quotation 
System. Unlike the New York Stock Exchange where trades take place on an exchange, Nasdaq is an 
electronic stock market that uses a computerized system to provide brokers and dealers with price 
quotes. The National Association of Securities Dealers, Inc. owns and operates The Nasdaq Stock 
Market. 

Net Assets  Excess of the value of securities owned, cash, receivables, and other assets over the 
liabilities of the company.  

Net Income  Excess or deficit of total revenues and gains compared with total expenses and losses for 
an accounting period. 

Net Sales  Sales at gross invoice amounts less any adjustments for returns, allowances, or discounts 
taken.  

Net Worth  Similar to equity, the excess of assets over liabilities.  

Nonpublic Entity  Any entity other than (a) one whose securities trade in a public market either on a 
stock exchange (domestic or foreign) or in the over-the-counter market, including securities quoted only 
locally or regionally; (b) one that makes a filing with a regulatory agency in preparation for the sale of any 
class of its securities in a public market; or (c) a subsidiary, corporate joint venture, or other entity 
controlled by an entity covered by (a) or (b). 
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No-Par Stock  Stock authorized to be issued but for which no par value is set in the articles of 
incorporation. A stated value is set by the board of directors on the issuance of this type of stock. 

No-Par Value  Stock or bond that does not have a specific value indicated.  

Notional  Value assigned to assets or liabilities that is not based on cost or market (e.g., the value of a 
service not yet rendered).  

Objectivity  Emphasizing or expressing the nature of reality as it is apart from personal reflection or 
feelings; independence of mind. 

Paid in Capital  ch was paid in by the stockholders, as opposed 
to capital arising from profitable operations.  

Par Value  Amount per share set in the articles of incorporation of a corporation to be entered in the 
capital stocks account where it is left permanently and signifies a cushion of equity capital for the 
protection of creditors.  

Parent Company  Company that has a controlling interest in the common stock of another.  

Predecessor Accountant  An accountant who (a) has reported on the most recent compiled or 
reviewed financial statements or was engaged to perform but did not complete a compilation or review of 
the financial statements, and (b) has resigned, declined to stand for reappointment, or been notified that 
his or her services have been or may be terminated. 

Preferred Stock  Type of capital stock that carries certain preferences over common stock, such as a 
prior claim on dividends and assets.  

Premium  (1) Excess amount paid for a bond over its face amount. (2) In insurance, the cost of 
specified coverage for a designated period of time.  

Prepaid Expense  Cost incurred to acquire economically useful goods or services that are expected to 
be consumed in the revenue-earning process within the operating cycle.  

Prescribed Form  Any standard preprinted form designed or adopted by the body to which it is to be 
submitted, for example, forms used by industry trade associations, credit agencies, banks, and 
governmental and regulatory bodies other than those concerned with the sale or trading of securities. A 
form designed or adopted by the entity whose financial statements are to be compiled is not considered 
to be a prescribed form. 

Present Value  Current value of a given future cash flow stream, discounted at a given rate. 

Principal  Face amount of a security, exclusive of any premium or interest. The basis for interest 
computations.  

Proxy Statement  The SEC requires that shareholders of a company whose securities are registered 
under Section 12 of the Securities Exchange Act of 1934 receive a proxy statement prior to a shareholder 
meeting, whether an annual or special meeting. The information contained in the statement must be filed 
with the SEC before soliciting a shareholder vote on the election of directors and the approval of other 
corporate action. Solicitations, whether by management or shareholders, must disclose all important facts 
about the issues on which shareholders are asked to vote. 

Purchase Method of Accounting  Accountin
 



Copyright 2017 AICPA  Unauthorized Copying Prohibited Accounting and Auditing Glossary 11 

Quiet Period  
the federal securities laws. The quiet period extends from the time a company files a registration 

the federal securities laws limit what information a company and related parties can release to the public. 
Rule 134 of the Securities Act of 1933 discusses these limitations.  

Ratio Analysis  Comparison of actual or projected data for a particular company to other data for that 
company or industry in order to analyze trends or relationships.  

Real Property  Land and improvements, including buildings and personal property that is permanently 
attached to the land or customarily transferred with the land.  

Receivables  Amounts of money due from customers or other debtors.  

Reconciliation  Comparison of two numbers to demonstrate the basis for the difference between 
them.  

Registration Under the Securities Act of 1933  
Securities Act of 1933 has two basic objectives: (1) To require that investors receive financial and other 
significant information concerning securities being offered for public sale; and (2) To prohibit deceit, 
misrepresentations, and other fraud in the sale of securities. The SEC accomplishes these goals primarily 
by requiring that companies disclose important financial information through the registration of 
securities. This information enables investors, not the government, to make informed judgments about 

 

Regulation D Offerings  Under the Securities Act of 1933, any offer to sell securities must either be 
registered with the SEC or meet an exemption. Regulation D (or Reg D) provides three exemptions from 
the registration requirements, allowing some smaller companies to offer and sell their securities without 
having to register the securities with the SEC.  

Regulatory Basis  A special purpose framework that the reporting entity uses to comply with the 
requirements or financial reporting provisions of a governmental regulatory agency to whose jurisdiction 
the entity is subject. An example is a basis of accounting insurance companies use pursuant to the rules of 
a state insurance commission. 

Reissued Report  A report issued subsequent to the date of the original report that bears the same date 
as the original report. A reissued report may need to be revised for the effects of specific events; in these 
circumstances, the report should be dual-dated with the original date and a separate date that applies to 
the effects of such events. 

Related Party Transaction  -
length relationship (e.g., a relationship with independent, competing interests). The most common is 
between family members or controlled entities. For tax purposes, these types of transactions are generally 
subject to a greater level of scrutiny.  

Research and Development (R&D)  Research is a planned activity aimed at discovery of new 
knowledge with the hope of developing new or improved products and services. Development is the 
translation of research findings into a plan or design of new or improved products and services.  

Retained Earnings  Accumulated undistributed earnings of a company retained for future needs or for 
future distribution to its owners.  
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Revenue Recognition  Method of determining whether or not income has met the conditions of being 
earned and realized or is realizable.  

Revenues  Sales of products, merchandise, and services; and earnings from interest, dividend, rents.  

Review  Accounting service that provides some assurance as to the reliability of financial information. 
In a review, a certified public accountant (CPA) does not conduct an examination under generally 
accepted auditing standards (GAAS). Instead, the accountant performs inquiry and analytical procedures 
that provide the accountant with a reasonable basis for expressing limited assurance that there are no 
material modifications that should be made to the statements for them to be in conformity with GAAP 
or, if applicable, with a special purpose framework. 

Risk Management  Process of identifying and monitoring business risks in a manner that offers a 
 

Security  Any kind of transferable certificate of ownership including equity securities and debt 
securities.  

Short-Term  Current; ordinarily due within one year. 

SSARS  Statements on Standards for Accounting And Review Services issued by the AICPA 
Accounting and Review Services Committee (ARSC). 

Start-up Costs  (1) Costs, excluding acquisition costs, incurred to bring a new unit into production. (2) 
Costs incurred to begin a business.  

Statement of Cash Flows  A statement of cash flows is one of the basic financial statements that is 
required as part of a complete set of financial statements prepared in conformity with generally accepted 
accounting principles. It categorizes net cash provided or used during a period as operating, investing and 
financing activities, and reconciles beginning and ending cash and cash equivalents.  

Statement of Financial Condition  Basic financial statement, usually accompanied by appropriate 
disclosures that describe the basis of accounting used in its preparation and presentation as of a specified 

balance sheet.  

Statutory Basis  See Regulatory Basis. 

Straight-Line Depreciation  Accounting method that reflects an equal amount of wear and tear during 
-line depreciation of a $10,000 asset 

expected to last ten years is $1,000. 

Strike Price  Price of a financial instrument at which conversion or exercise occurs.  

Submission of Financial Statements  
the accountant has prepared either manually or through the use of computer software. 

Subsequent Event  Material event that occurs after the end of the accounting period and before the 

statements. 

Successor Accountant  An accountant who has been invited to make a proposal for an engagement to 
compile or review financial statements and is considering accepting the engagement or an accountant 
who has accepted such an engagement. 
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Tangible Asset  Assets having a physical existence, such as cash, land, buildings, machinery, or claims 
on property, investments or goods in process. 

Tax  Charge levied by a governmental unit on income, consumption, wealth, or other basis.  

Third Party  All parties except for members of management who are knowledgeable about the nature 
of the procedures applied and the basis of accounting and assumptions used in the preparation of the 
financial statements. 

Trade Date  Date when a security transaction is entered into, to be settled on at a later date. 
Transactions involving financial instruments are generally accounted for on the trade date.  

Treasury Bill  Short-term obligation that bears no interest and is sold at a discount. 

Treasury Bond  Long-term obligation that matures more than five years from issuance and bears 
interest.  

Treasury Note  Intermediate-term obligation that matures one to five years from issuance and bears 
interest.  

Treasury Stock  Stock reacquired by the issuing company. It may be held indefinitely, retired, issued 
upon exercise of stock options, or resold.  

Trial Balance  A trial balance consists of a listing of all of the general ledger accounts and their 
corresponding debit or credit balances. Also, in a trial balance, no attempt is made to establish a 
mathematical relationship among the assets, liabilities, equity, revenues, and expenses except that total 
debits equal total credits. 

Unearned Income  Payments received for services which have not yet been performed.  

Updated Report  A report issued by a continuing accountant that takes into consideration information 
that he/she becomes aware of during his/her current engagement and that re-expresses his/her previous 
conclusions or, depending on the circumstances, expresses different conclusions on the financial 
statements of a prior period as of the date of his/her current report. 

Valuation Allowance  
acquisition cost to reflect its market value by use of a contra account.  

Variance  Deviation or difference between an estimated value and the actual value.  

Work in Progress  Inventory account consisting of partially completed goods awaiting completion and 
transfer to finished inventory.  

Working Capital  Excess of current assets over current liabilities. 

Working Papers  (1) Records kept by the auditor of the procedures applied, the tests performed, the 
information obtained, and the pertinent conclusions reached in the course of the audit. (2) Any records 
developed by a certified public accountant (CPA) during an audit.  

Yield  Return on an investment an investor receives from dividends or interest expressed as a 
percentage of the cost of the security. 
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The AICPA offers a free, daily, e-mailed newsletter covering 
financial articles as well as video content, research and analysis concerning CPAs and 
those who work with the accounting profession. Visit the CPA Letter Daily news box on the 
www.aicpa.org home page to sign up. You can opt out at any time, and only the AICPA can 
use your e-mail address or personal information. 
 
Have a technical accounting or auditing question? So did 23,000 other professionals who 
contacted the AICPA's accounting and auditing Technical Hotline last year. The objectives 
of the hotline are to enhance members' knowledge and application of professional 
judgment by providing free, prompt, high-quality technical assistance by phone concerning 
issues related to: accounting principles and financial reporting; auditing, attestation, 
compilation and review standards. The team extends this technical assistance to 
representatives of governmental units. The hotline can be reached at 1-877-242-7212. 
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SOLUTIONS  

CHAPTER 1  

Solutions to Knowledge Check Questions  

1.  
a. Correct. Generally accepted auditing standards do not require the auditor to test and rely upon 

internal control to reduce substantive tests. If the auditor tests internal control and assesses the 
control to be effective, then the auditor can reduce substantive tests. The auditor could also elect 
not to test and rely upon internal control and would then perform expanded substantive tests. 

b. Incorrect. Generally accepted auditing standards state that the auditor is required to evaluate the 
design of controls relevant to the audit and determine whether the relevant controls have been 
implemented. This assists the auditor in identifying risks and the design of subsequent internal 
control and substantive tests. 

c. Incorrect. Generally accepted auditing standards require the auditor to document the basis for 
assessing control risk. This documentation provides evidence of work performed and supports 

-based or substantive approach to the audit. 
d. Incorrect. Generally accepted auditing standards require the auditor to obtain an understanding 

of the entity and its environment including internal control, during the risk assessment process. 
This assists the auditor in planning the audit, designing audit tests, and correlating audit findings 
with the knowledge obtained by the auditor during this phase of the engagement. 

2.  
a. Incorrect. External auditors may be responsible for performing an examination of internal 

control over financial reporting.  
b. Incorrect. Government regulators are responsible for ensuring that an entity complies with 

various statutes, laws, and regulations.  
c. Correct. Financial management has been long recognized as being responsible for developing 

and maintaining a system of internal control over financial reporting. 
d. Incorrect. The audit committee provides a monitoring function over the system of internal 

control. 



2 Solutions Copyright 2017 AICPA  Unauthorized Copying Prohibited 

3.  
a. Incorrect. Confirmation is a substantive procedure that involves a response from a third party. 

The number and type of confirmation is determined by the auditor after the auditor has 
performed all risk assessment procedures and assessed audit risk. 

b. Correct. Inspection is a risk assessment procedure that usually involves the auditor reviewing 
internal control manuals, minutes of meetings, and management reports 

c. Incorrect. Account analysis is a substantive procedure that involves the auditor reviewing the 
detailed items that make up an account balance.  

d. Incorrect. Tests of details is a substantive procedure that involves the auditor obtaining evidence 
to support certain selected transactions.   

4.  
a. Incorrect. Trend analysis is the analysis of changes in account balances over time.  
b. Incorrect. Ratio analysis is the comparison of relationships between accounts, the comparison of 

an account with nonfinancial data, or the comparison of information between firms in an 
industry.  

c. Correct. Regression analysis is the use of statistical models to quantify expectations and 
incorporate risk and precision.  

d. Incorrect. Reasonableness testing is an analysis of account balances or changes in account 
balances that uses current information and considers the changes in the environment to develop 
an explicit prediction of the account balance or relationship.  

CHAPTER 2  

Solutions to Knowledge Check Questions  

1.  
a. Correct. The control environment is a set of standards, processes, and structures that provides 

the basis for carrying out internal control.  
b. Incorrect. The activity process concerned with the identification, analysis, and response to risk is 

risk assessment.  
c. Incorrect. Control activities help to carry out the management directives to mitigate the risks to 

the predefined objectives of the entity.  
d. Incorrect. Communication is used to provide the entity with the information it needs to enable 

its system of internal control.  
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2.  
a. Incorrect.  entity-

component -level cont
component, whereas COSO categorizes monitoring activities as a separate internal control 
component.  

b. Correct. A entity-  
in that both have a pervasive effect on the other components of internal control. 

c. Incorrect.  entity-  
-

COSO categorizes risk assessment as a separate internal control component. 
d. -

-
information and communication component, whereas COSO categorizes information and 
communication as a separate internal control component. 

CHAPTER 3  
Solutions to Knowledge Check Questions  

1.  
a. Correct. The COSO framework stresses the foundational aspect of the control environment for 

a sound system of internal control by explaining the linkages between various components of 
internal control to stress the foundational aspect of the control environment. 

b. Incorrect. The COSO framework discusses governance roles in an entity due to differences in 
structure, requirements, and challenges across different jurisdictions, sectors, and types of 
entities.   

c. Incorrect. The COSO framework emphasizes the linkages between risk and performance to 
allocate resources to achieve objectives.  

d. Incorrect. The COSO framework notes that internal control should include consideration of 
outsourced service providers and other external parties (such as outsourcing e-commerce to a 
cloud service provider). 
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2.  
a. Correct. A point of focus contained in the control environment notes that the board of directors 

(those charged with governance) is involved in exercising oversight for the development and 
performance of internal control through each of the five components of internal control. This 
control is provided at a high level within the entity. 

b. Incorrect. A point of focus contained in the control environment notes that the board of 
directors (those charged with governance), not the internal audit department, is involved in 
exercising oversight for the development and performance of internal control through each of 
the five components of internal control. 
among entities and can include performing procedures to provide assurance that entity personnel 

 
c. Incorrect. A point of focus contained in the control environment notes that the board of 

directors (those charged with governance), not the human resources department, is involved in 
exercising oversight for the development and performance of internal control through each of 
the five components of internal control. Human resources responsibilities can vary among 
entities and can include procedures to help ensure that the entity recruits and retains qualified 
personnel. 

d. Incorrect. A point of focus contained in the control environment notes that the board of 
directors (those charged with governance), not the external auditors, is involved in exercising 
oversight for the development and performance of internal control through each of the five 
components of internal control. 
control and is responsible for examining financial statements and other services for the entity.  

CHAPTER 4  

Solutions to Knowledge Check Questions  

1.  
a. Incorrect. Complies with applicable accounting standards is a point of focus of an external 

financial reporting objective, not an operations objective. Operations objectives are generally 
concerned with meeting internal and external goals, such as a restaurant having a goal to service a 
certain number of customers during lunch. 

b. Incorrect. Complies with applicable accounting standards is a point of focus of an external 
financial reporting objective, not an internal reporting objective. An internal reporting objective 
could be financial or nonfinancial and internal standards can be established by management. For 
example, CPA firms might inform personnel of an acceptable number of billable hours and take 
action if the objective is not obtained. 

c. Correct. Complies with applicable accounting standards is a point of focus of an external 
financial reporting objective. Some larger entities have teams that meet quarterly to address 
forthcoming accounting standards to provide assurance that the entity is in a position to 
implement any new or changed accounting standards. 

d. Incorrect. Complies with applicable accounting standards: is a point of focus of an external 
financial reporting objective, not an external nonfinancial reporting objective. External 
nonfinancial reporting objectives would focus on compliance with standards issued by 
nonaccounting regulatory bodies, such as an oil company reporting an estimate of the amount of 
oil in an oil field based upon standards issued by a governmental agency. 
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2.  
a. Incorrect. Specifies suitable objectives is a risk assessment principle, not point of focus, that is 

required before the entity can determine how to respond to risk.  
b. Correct. Determines how to respond to risks is a point of focus associated with the identifies and 

analyzes risk principle and can include responses such as risk avoidance and risk acceptance. 
c. Incorrect. Identifies and analyzes significant change is a separate risk assessment principle and 

includes consideration of items such as succession planning.  
d. Incorrect. Assesses fraud risk is a separate risk assessment principle and addresses various types 

of fraud, including fraudulent financial reporting and misappropriation of assets. 

3.  
a. Correct. Management failing to remedy known significant deficiencies or material weaknesses in 

internal control on a timely basis is an example of an attitude or a rationalization risk factor to 
commit fraudulent financial reporting. 

b. Incorrect. High turnover rates of employment of accounting, internal audit, or IT staff who are 
not effective is an example of an opportunity risk factor to commit fraudulent financial reporting 
as there might not be adequate monitoring of employees compliance with policies and 
procedures. 

c. Incorrect. Weak controls over budget preparation, budget development, and compliance with 
law or regulation is an example of an opportunity risk factor to commit fraudulent financial 
reporting as perpetrators might believe that any fraud they commit will not be detected. 

d. Incorrect. Significant, unusual, or highly complex transactions (especially those close to period-
end) that pose difficult 
factor to commit fraudulent financial reporting as unduly aggressive or unacceptable accounting 
principles might be adopted. 

CHAPTER 5 

Solutions to Knowledge Check Questions  

1.  
a. Incorrect. Reporting objectives in this example would be obtained if there was a communication 

of the results of a daily inventory to appropriate personnel. 
b. Incorrect. Monitoring objectives in this example would be obtained if there were surveillance 

cameras recording all activity at the convenience store. 
c. Correct. Operations objectives are met as high-valued merchandise is safeguarded from certain 

types of theft. 
d. Incorrect. Although profitability is an objective for many entities, it is not one of the internal 

control objectives contained in the COSO framework. 



6 Solutions Copyright 2017 AICPA  Unauthorized Copying Prohibited 

2.  
a. Incorrect. Evaluates relevant technology infrastructure control activities and establishes relevant 

technology acquisition, development, and maintenance process control activities are points of 
focus for the control activities principle selects and develops general controls over technology. 

b. Correct. Selects and develops control activities and general controls over technology, and 
deploys through policies and procedures are the principles for the control activities component 
of internal control. There are several points of focus that relate to this principle. 

c. Incorrect. Takes corrective action, performs using competent personnel and in a timely manner 
are points of focus for the deploys through policies and procedures principle for the control 
activities component of internal control. 

d. Incorrect. Evaluates a mix of control activity types, integrates with risk assessment, and considers 
entity-specific factors are points of focus for the selects and develops controls activities principle 
for the control activities component of internal control. 

3.  
a. Incorrect. Evaluates a mix of control activity types is a point of focus for the selects and 

develops control activities principle of the control activities component of internal control.   
b. Incorrect. Considers at what level activities are applied is a point of focus for the selects and 

develops controls over technology principle of the control activities component of internal 
control.   

c. Incorrect. Addresses segregation of duties is a point of focus for the selects and develops control 
activities principle of the control activities component of internal control.  

d. Correct. Performs in a timely manner is a point of focus for the deploys through policies and 
procedures principle of the control activities component of internal control. 

CHAPTER 6  
Solutions to Knowledge Check Questions  

1.  
a. Correct. Sufficient information should be available at the degree of detail relevant to information 

requirements, not just in a summarized manner.  
b. Incorrect. Timely information is obtained from the information system when needed.  
c. Incorrect. Valid information is acquired from authorized sources, collected according to set 

procedures, and represented by events that truly occurred.  
d. Incorrect. Verifiable information is supported by evidence from the source, for confirmation that 

the information is what it purports to be.  
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2.  
a. Correct. The characteristics of quality information is associated with the uses relevant 

information principle of the information and communication component of internal control.  
b. Incorrect. The communicates internally principle of the information and communication 

component of internal control addresses communicating internally information necessary to 
support the functioning of internal control. 

c. Incorrect. The communication externally principle of the information and communication 
component of internal control addresses communicating with external parties regarding matters 
affecting the function of internal control. 

d. Incorrect. Enables inbound communications is a point of focus for the communicates externally 
principle of the information and communication component of internal control.  

CHAPTER 7  

Solutions to Knowledge Check Questions  

1.  
a. Incorrect. Assesses results is a point of focus for monitoring activities that addresses 

management and the board of directors, as appropriate, evaluating the findings of ongoing and 
separate evaluations. 

b. Incorrect. Communicates deficiencies is a point of focus for monitoring activities that addresses 
communicating deficiencies to parties responsible for taking corrective action and to senior 
management and the board of directors, as appropriate.  

c. Correct. Monitors corrective actions is a point of focus for monitoring activities that addresses 
management tracking whether deficiencies are remediated on a timely basis. 

d. Incorrect. Considers rate of change is a point of focus for the conducts ongoing or separate 
evaluations principle of the monitoring activities component of internal control. 

2.  
a. Incorrect. A significant deficiency is defined as a deficiency, or a combination of deficiencies, in 

internal control that is less severe than a material weakness yet important enough to merit 
attention by those charged with governance (such as the board of directors).  

b. Correct. The definition of a material weakness is a deficiency (or a combination of deficiencies) 
in internal control such that there is a reasonable possibility that a material misstatement of the 
entity s financial statements will not be prevented, or detected and corrected, on a timely basis.  

c. Incorrect. An internal control deficiency is defined as a deficiency in internal control that exists 
when the design or operation of a control does not allow management or employees, in the 
normal course of performing their assigned functions, to prevent or detect and correct 
misstatements on a timely basis. 

d. Incorrect. A major deficiency is defined as an internal control deficiency or combination of 
deficiencies that severely reduces the likelihood that an entity can achieve its objectives.  



8 Solutions Copyright 2017 AICPA  Unauthorized Copying Prohibited 

3.  
a. Incorrect. The absence of an internal process to report deficiencies in internal control to 

management on a timely basis is an example of a failure in the design, not operations of internal 
control contained in AU-C section 265.  

b. Incorrect. Absent or inadequate segregation of duties within a significant account or process is 
an example of a failure in the design, not operations of internal control contained in AU-C 
section 265.  

c. Correct. Failure of an application control caused by a deficiency in the design or operation of an 
IT general control is an example of a failure in the operations of internal control contained in 
AU-C section 265  

d. Incorrect. Inadequate documentation of the components of internal control is an example of a 
failure in the design, not operations of internal control contained in AU-C section 265.  

CHAPTER 8  
Solutions to Knowledge Check Questions  

1.  
a. Incorrect. Internal control questionnaires do not classify controls as either preventive or 

detective.  
b. Correct. Flowcharts do depict the sequence of activities, and this is an advantage when compared 

with internal control questionnaires.  
c. Incorrect. Control matrixes require risks to be identified, not flowcharts.  
d. Incorrect. Narratives, not flowcharts, are written descriptions of internal controls.  

2.  
a. Correct. This is the definition of tertiary controls.  
b. Incorrect. Processing controls refer to controls between the stages of input and output.  
c. Incorrect. An output control is the last control performed in application controls.  
d. Incorrect. An input control is the first control performed in application controls.  

3.  

a. Incorrect. This is a document flowchart symbol.  

b. Correct. This is a process symbol.  

c. Incorrect. This is an input/output symbol.  

d.  Incorrect. This is a manual process symbol.  



Copyright 2017 AICPA  Unauthorized Copying Prohibited Solutions 9 

CHAPTER 9  

Case Study Suggested Solution  

Internal Control Questionnaire Production System Suggested Solution 

 Personnel N/A Yes No 

Production System     

1. Are only valid orders entered into production? Order 
Processing 

 Y  

2. Is a materials requisition report prepared? Production  Y  

3. Is the job order scheduled to be completed by 
promised delivery date? 

Production  Y  

4. Does the stores department release goods only upon 
presentation of an approved materials requisition 
report? 

Stores Dept.  Y  

5. Do production personnel sign a receipt for goods 
received? 

Production  Y  

6. Are employees required to enter their time worked on 
each job in a timely manner? 

Assembly  Y  

7. Is overhead allocated to jobs based in accordance with 
GAAP? 

Accounting  Y  

8. Are standards for labor, material, and overhead 
established for each job? 

Accounting  Y  

9. Does management review a variance analysis report on 
each job in a timely manner? 

Management  Y  

10. Does management compare total hours charged to 
jobs with hours charged for payroll? 

Management  Y  

11. Are goods inspected before being transferred from 
work-in-process to finished goods? 

Inspection  Y  

12. Does the inspection department perform data entry to 
update records as being transferred from work-in-
process to either finished goods or scrap? 

Inspection  Y  

13. Is a production order or other form required when 
goods do not pass inspection and are required to be 
reworked? 

Inspection  Y  

14. Is a report of items that did not pass inspection 
prepared and distributed to the appropriate 
management? 

Inspection  Y  
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Can you think of any additional questions?  

Shipping Process Systems Flowchart: Suggested Solution  

  

A trial version of VISIO was used to prepare this flowchart (www.visio.com). A reviewer of this 
flowchart should ask the following questions: How long does it take the goods to be delivered to the 
customer? What is an average daily dollar amount of goods shipped? Because goods are shipped free on 
board (FOB) destination, that means journal entries for revenue, accounts receivable, cost of goods sold, 
and inventory should be recorded when the goods are received by the customer, not at the time of 
shipment. An assessment should be made if the recording of these journal entries earlier than they should 
be entered would have a material impact on the financial statements at period-end. If so, then follow-up 

recorded in the wrong period to provide assurance that the financial statements are not materially 
  

CHAPTER 10  

Solutions to Knowledge Check Questions  

1.  
a. Correct. An effective board of directors includes a member with financial reporting expertise.  
b. Incorrect. An effective board should have independent directors these directors should not be 

members of management.  
c. Incorrect. Having only outside directors is not a requirement for an effective board of directors 

per the COSO framework.  
d. Incorrect. Having monthly meetings often occurs in many organizations but is not a requirement 

for an effective board of directors per the COSO framework.  
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2.  
a. Correct. Right-sizing documentation is a method to enhance efficiencies over assessing internal 

control. Another method is to take a risk-based approach to internal control. 
b. Incorrect. Performing solely substantive tests relates to tests of balance sheet accounts, not to 

assessing internal control.  
c. Incorrect. Attention should be given only to those risks that are directly relevant to the company.  
d. Incorrect. Perceiving internal control as an integrated process, not a separate process, is a way to 

enhance efficiencies over assessing internal control.  
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